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Cmdlet: Add-ADCentralAccessPolicyMember

Synops

Adds central access rules to a central access policy in Active Directory.

Syntax

Add- ADCent r al AccessPol i cyMenmber [-I1dentity]
<ADCent r al AccessPol i cy>

[ - Menbers] <ADCentral AccessRul e[]> [-Aut hType {Negotiate |
Basi c}]

[-Credential <PSCredential>] [-PassThru] [-Server <String>]
[-Confirn

[-What I f] [ <ConmonPar anet er s>]

Description

The Add-ADCentralAccessPolicyMember cmdlet adds central access rules to a central
access policy in Active Directory.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.



Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory object by providing one of the following
property values. The identifier in parentheses is the LDAP display name for the attribute.

Required true
Position 1
Default value

Accept pipeline input?
Accept wildcard characters?

True (ByValue)
false

Parameter :Members

Description :Specifies a set of central access rule (CAR) objects in a comma-separated
list to add to a central access policy (CAP). To identify each object, use one of the
following property values. Note: The identifier in parentheses is the LDAP display name.

Required true
Position 2
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :PassThru

Description :Returns the new or modified object. By default (i.e. if -PassThru is not
specified), this cmdlet does not generate any output.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false




Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Confirm

Description :Prompts you for confirmation before running the cmdlet.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Whatlf

Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Inputs
A ADCentralAccessPolicy object is received by the Identity parameter.

Type : None or Microsoft.ActiveDirectory.Management.ADCentralAccessPolicy

Outputs

Returns the modified ADCentralAccessPolicy object when the PassThru parameter is



specified. By default, this cmdlet does not generate any output.

Type : None or Microsoft.ActiveDirectory.ADCentralAccessPolicy

Notes
Examples
EXAMPLE 1

Description

Adds the central access rules 'Finance Documents Rule' and 'Corporate Documents
Rule' to the central access policy 'Finance Policy'.

C. \ PS>Add- ADCent r al AccessPol i cyMenber "Fi nance Policy" -Menber
"Fi nance Docunents Rul e", " Corporate Documents Rul e"

EXAMPLE 2

Description

Demonstrates default behavior for this cmdlet (no parameters specified). Adds central
access rules 'Finance Documents Rule' and 'Corporate Documents Rule' to the central
access policy 'Finance Policy'.

C:.\ PS>Add- ADCent r al AccessPol i cyMenber

cndl et Add- ADCent r al AccessPol i cyMenber at conmand pi pel i ne
position 1

Supply values for the foll owi ng paraneters:

Identity: Finance Policy

Menber s[ O] : Fi nance Docunents Rul e

Menmbers[ 1] : Cor porate Docunents Rul e

Menber s 2] :

EXAMPLE 3

Description

Gets all central access policies that have a name that starts with "Corporate" and then
pipes it to Add-ADCentralAccessPolicyMember, which then adds the central access rule
with the name 'Corporate Documents Rule' to it.

C. \ PS>Get - ADCent ral AccessPolicy -Filter { Nanme -I|ike

"Corporate*" } | Add- ADCentral AccessPol i cyMenber - Menbers
" Cor por at e Docunents Rul e"
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Cmdlet: Add-ADComputerServiceAccount

Synops

Adds one or more service accounts to an Active Directory computer.

Syntax

Add- ADConput er Servi ceAccount [-ldentity] <ADConputer> |-
Servi ceAccount ]

<ADSer vi ceAccount[]> [-Aut hType {Negotiate | Basic}] [-
Credenti al

<PSCredential >] [-Partition <String>] [-PassThru] [-Server
<String>]

[-Confirm [-Whatlf] [<CommonPar aneters>]

Description

The Add-ADComputerServiceAccount cmdlet adds one or more computer service
accounts to an Active Directory computer.

The Computer parameter specifies the Active Directory computer that will host the new
service accounts. You can identify a computer by its distinguished name (DN), GUID,
security identifier (SID) or Security Accounts Manager (SAM) account name. You can
also set the Computer parameter to a computer object variable, such as
$<localComputerobject>, or pass a computer object through the pipeline to the Computer
parameter. For example, you can use the Get-ADComputer cmdlet to retrieve a computer
object and then pass the object through the pipeline to the Add-
ADComputerServiceAccount cmdlet.

The ServiceAccount parameter specifies the service accounts to add. You can identify a
service account by its distinguished name (DN), GUID, Security Identifier (SID) or
Security Accounts Manager (SAM) account name. You can also specify service account
object variables, such as $<localServiceAccountObject>. If you are specifying more than
one account, use a comma-separated list.

Note: Adding a service account is a different operation than installing the service account
locally.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
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parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory computer object by providing one of the
following property values. The identifier in parentheses is the LDAP display name for the
attribute.

Required true

Position 1

Default value

Accept pipeline input? True (ByValue)
Accept wildcard characters? false

Parameter :Partition

Description :Specifies the distinguished name of an Active Directory partition. The
distinguished name must be one of the naming contexts on the current directory server.
The cmdlet searches this partition to find the object defined by the Identity parameter.

| Required false
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Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :PassThru

Description :Returns the new or modified object. By default (i.e. if -PassThru is not

specified), this cmdlet does not generate any output.

Required false
Position named
Default value

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ServiceAccount

Description :Specifies one or more Active Directory service accounts. You can identify a
service account by using one of the following property values:

Required true
Position 2
Default value

Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Confirm

Description :Prompts you for confirmation before running the cmdlet.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Whatlf

Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Inputs
A computer object is received by the Computer parameter.

Type : Microsoft.ActiveDirectory.Management. ADComputer

Outputs

Returns the modified computer object when the PassThru parameter is specified. By
default, this cmdlet does not generate any output.

Type : None or Microsoft.ActiveDirectory.Management. ADComputer

Notes
Examples
EXAMPLE 1

Description

Add the service account 'SvcAcctl' to a Computer Account 'ComputerAcctl’

C: \ PS>Add- ADConput er Ser vi ceAccount - Conputer ConputerAcctl -
servi ceAccount SvcAcctl
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EXAMPLE 2

Description

Add 2 service accounts 'SvcAcctl,SvcAcct2' to a Computer Account 'ComputerAcctl'.

C. \ PS>Add- ADConput er Ser vi ceAccount - Conput er ConputerAcctl -
servi ceAccount SvcAcctl, SvcAcct 2
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Cmdlet: Add- o _
ADDomainControllerPasswordReplicationPolicy

Synops
Adds users, computers, and groups to the allowed or denied list of a read-only domain
controller password replication policy.

Syntax

Add- ADDormai nContr ol | er Passwor dRepl i cationPolicy [-Confirnm |-
What | ]
[ <ConmonPar anet er s>]

Description

The Add-ADDomainControllerPasswordReplicationPolicy cmdlet adds one or more
users, computers, and groups to the allowed or denied list of a read-only domain
controller (RODC) password replication policy.

The Identity parameter specifies the RODC that uses the allowed and denied lists to
apply the password replication policy. You can identify a domain controller by its GUID,
IPV4Address, global IPV6Address, or DNS host name. You can also identify a domain
controller by the name of the server object that represents the domain controller, the
Distinguished Name (DN) of the NTDS settings object of the server object, the GUID of
the NTDS settings object of the server object under the configuration partition, or the DN
of the computer object that represents the domain controller. You can also set the
Identity parameter to a domain controller object variable, such as
$<localDomainControllerobject>, or pass a domain controller object through the pipeline
to the Identity parameter. For example, you can use the Get-ADDomainController cmdlet
to get a domain controller object and then pass the object through the pipeline to the
Add-ADDomainControllerPasswordReplicationPolicy cmdlet. You must specify a read-
only domain controller. If you specify a writeable domain controller for this parameter, the
cmdlet returns a non-terminating error.

The AllowedList parameter specifies the users, computers, and groups to add to the
allowed list. Similarly, the DeniedList parameter specifies the users, computers, and
groups to add to the denied list. You must specify either one or both of the AllowedList
and DeniedList parameters. You can identify a user, computer, or group by distinguished
name (DN), GUID, security identifier (SID) or Security Accounts Manager (SAM) account
name. You can also specify user, computer, or group variables, such as
$<localUserObject>. If you are specifying more than one item, use a comma-separated
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list. If a specified user, computer, or group is not on the allowed or denied list, the cmdlet

does not return an error.

Parameters

Parameter :Confirm

Description :Prompts you for confirmation before running the cmdlet.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Whatlf

Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Inputs

A read-only domain controller (RODC) object is received by the Identity parameter.

Type : Microsoft.ActiveDirectory.Management. ADDomainController

Notes
Examples
EXAMPLE 1

Description

Adds user accounts to the Allowed list on a given RODC with the specified

SamAccountNames.

C. \ PS>Add- ADDonai nCont r ol | er Passwor dRepl i cati onPolicy -
Identity "FABRI KAM RODC1" -All owedLi st "Jesper Aaberg",

"Adri anaAdans"
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EXAMPLE 2
Description

Adds user accounts to the Allowed list on a given RODC with the specified
SamAccountNames.

C. \ PS>Add- ADDonai nCont r ol | er Passwor dRepl i cati onPolicy -
Identity "FABRI KAM RODC1" - Deni edList "M chael Al'l en",
"El i zabet hAnder sen"
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Cmdlet: Add-ADFineGrainedPasswordPolicySubject

Synops

Applies a fine-grained password policy to one more users and groups.

Syntax

Add- ADFi neG ai nedPasswor dPol i cySubj ect [-1dentity]

<ADFi neG ai nedPasswor dPol i cy> [-Subjects] <ADPrincipal[]> [-
Aut hType

{Negotiate | Basic}] [-Credential <PSCredential>] [-Partition
<String>]

[-PassThru] [-Server <String>] [-Confirm [-Watlf]
[ <ConmonPar anet er s>]

Description

The Add-ADFineGrainedPasswordPolicySubject cmdlet applies a fine-grained password
policy to one or more global security groups and users.

The Identity parameter specifies the fine-grained password policy to apply. You can
identify a fine-grained password policy by its distinguished name, GUID or name. You
can also set the Identity parameter to a fine-grained password policy object variable,
such as $<localPasswordPolicyObject>, or pass a fine-grained password policy object
through the pipeline to the Identity parameter. For example, you can use the Get-
ADFineGrainedPasswordPolicy cmdlet to get a fine-grained password policy object and
then pass the object through the pipeline to the Add-
ADFineGrainedPasswordPolicySubject cmdlet.

The Subjects parameter specifies the users and global security groups. You can identify
a user or global security group by its distinguished name (DN), GUID, security identifier
(SID) or Security Accounts Manager (SAM) account name. You can also specify user
and global security group object variables, such as $<localUserObject>. If you are
specifying more than one user or group, use a comma-separated list. To pass user and
global security group objects through the pipeline to the Subjects parameter, use the Get-
ADUser or the Get-ADGroup cmdlets to retrieve the user or group objects, and then pass
these objects through the pipeline to the Add-ADFineGrainedPasswordPolicySubject
cmdlet.

Parameters
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Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required

false

Position

named

Default value

Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input?

false

Accept wildcard characters?

false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory fine-grained password policy object by
providing one of the following property values. The identifier in parentheses is the LDAP
display name for the attribute.

Required true
Position 1
Default value

Accept pipeline input?
Accept wildcard characters?

false
false

Parameter :Partition

Description :Specifies the distinguished name of an Active Directory partition. The
distinguished name must be one of the naming contexts on the current directory server.
The cmdlet searches this partition to find the object defined by the Identity parameter.
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Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :PassThru

Description :Returns the new or modified object. By default (i.e. if -PassThru is not
specified), this cmdlet does not generate any output.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Subjects

Description :Specifies one or more users or groups. To specify more than one user or
group, use a comma-separated list. You can identify a user or group by one of the
following property values.

Required true
Position 2
Default value

Accept pipeline input?

True (ByValue)
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Accept wildcard characters? |false

Parameter :Confirm

Description :Prompts you for confirmation before running the cmdlet.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Whatlf

Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Inputs

A fine-grained password policy object is received by the Identity parameter. One or more
principal objects that represent users and security group objects are received by the
Subjects parameter. Derived principal types, such as the following are also accepted by
the Subjects parameter:

Microsoft.ActiveDirectory.Management. ADGroup
Microsoft.ActiveDirectory.Management.ADUser

Type : Microsoft.ActiveDirectory.Management.ADFineGrainedPasswordPolicy,
Microsoft.ActiveDirectory.Management. ADPrincipal

Outputs

Returns the modified fine-grained password policy object when the PassThru parameter
is specified. By default, this cmdlet does not generate any output.
Type : None or Microsoft.ActiveDirectory.Management.ADFineGrainedPasswordPolicy

Notes
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Examples

EXAMPLE 1
Description

Apply the Fine-Grained Password Policy named DomainUsersPSO to a Global Security
Group 'Domain Users'.

C. \ PS>Add- ADFi neGr ai nedPasswor dPol i cySubj ect Domai nUser sPSO -
Subj ects ' Domai n Users'

EXAMPLE 2

Description

Apply the Fine-Grained Password Policy named DIgtdAdminsPSO to two users, with
SamAccountNames BobKe and KimAb.

C. \ PS>Add- ADFi neGr ai nedPasswor dPol i cySubj ect DI gt dAdm nsPSO -
Subj ect s BobKe, Ki mAb

EXAMPLE 3

Description

Apply the Fine-Grained Password Policy named DIgtdAdminsPSO to the group
DlgtdAdminGroup.

C. \ PS>Add- ADFi neGr ai nedPasswor dPol i cySubj ect DI gt dAdm nsPSO -
Subj ect s DI gt dAdm nG oup

EXAMPLE 4

Description

Apply the Fine-Grained Password Policy named DIgtdAdminsPSO to any users whose
last names is John.

C\PS>Get-ADG oup -Filter {lastnane -eq "John"} | Add-
ADFi neG ai nedPasswor dPol i cySubj ect D gt dAdmi nsPSO
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Cmdlet: Add-ADGroupMember

Synops

Adds one or more members to an Active Directory group.

Syntax

Add- ADG oupMenber [-ldentity] <ADG oup> [-Menbers]
<ADPrinci pal []>

[-Aut hType {Negotiate | Basic}] [-Credential <PSCredential >]
[-Partition

<String>] [-PassThru] [-Server <String>] [-Confirm [-Watlf]

[ <ConmonPar anet er s>]

Description

The Add-ADGroupMember cmdlet adds one or more users, groups, service accounts, or
computers as new members of an Active Directory group.

The Identity parameter specifies the Active Directory group that receives the new
members. You can identify a group by its distinguished name (DN), GUID, security
identifier (SID) or Security Accounts Manager (SAM) account name. You can also specify
group object variable, such as $<localGroupObject>, or pass a group object through the
pipeline to the Identity parameter. For example, you can use the Get-ADGroup cmdlet to
get a group object and then pass the object through the pipeline to the Add-
ADGroupMember cmdlet.

The Members parameter specifies the new members to add to a group. You can identify
a new member by its distinguished name (DN), GUID, security identifier (SID) or SAM
account name. You can also specify user, computer, and group object variables, such as
$<localUserObject>. If you are specifying more than one new member, use a comma-
separated list. You cannot pass user, computer, or group objects through the pipeline to
this cmdlet. To add user, computer, or group objects to a group by using the pipeline, use
the Add-ADPrincipalGroupMembership cmdlet.

For AD LDS environments, the Partition parameter must be specified except in the
following two conditions:

-The cmdlet is run from an Active Directory provider drive.

-A default naming context or partition is defined for the AD LDS environment. To specify
a default naming context for an AD LDS environment, set the msDS-
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defaultNamingContext property of the Active Directory directory service agent (DSA)
object (nTDSDSA) for the AD LDS instance.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Identity

Description :Specifies an Active Directory group object by providing one of the following
values. The identifier in parentheses is the LDAP display name for the attribute.

Required true

Position 1

Default value

Accept pipeline input? True (ByValue)
Accept wildcard characters? false

Parameter :Members
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Description :Specifies a set of user, group, and computer objects in a comma-separated
list to add to a group. To identify each object, use one of the following property values.
Note: The identifier in parentheses is the LDAP display name.

Required true
Position 2
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Partition

Description :Specifies the distinguished name of an Active Directory partition. The
distinguished name must be one of the naming contexts on the current directory server.
The cmdlet searches this partition to find the object defined by the Identity parameter.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :PassThru

Description :Returns the new or modified object. By default (i.e. if -PassThru is not
specified), this cmdlet does not generate any output.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.
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Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Confirm

Description :Prompts you for confirmation before running the cmdlet.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Whatlf

Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Inputs

A group object is received by the Identity parameter.

Type : Microsoft.ActiveDirectory.Management. ADGroup

Outputs

Returns the modified group object when the PassThru parameter is specified. By default,
this cmdlet does not generate any output.

Type : None or Microsoft.ActiveDirectory.Management.ADGroup

Notes
Examples
EXAMPLE 1
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Description

Adds the user accounts with SamAccountNames SQL01,SQL02 to the group
SvcAccPSOGroup.

C. \ PS>Add- ADGr oupMenber SvcAccPSOG oup SQ.01, SQL02

EXAMPLE 2

Description

Demonstrates default behavior for this cmdlet (no parameters specified). Adds user
accounts with SamAccountNames JohnSmith and JeffPrice to the group RodcAdmins.

C. \ PS>Add- ADG oupMenber

cndl et Add- ADGr oupMenber at command pipeline position 1
Supply values for the foll owi ng paraneters:

Identity: RodcAdm ns

Menbers[0]: JohnSm th

Menmbers[1]: JeffPrice

Menber s 2] :

EXAMPLE 3

Description

Gets a group from the Organizational Unit "OU=AccountDeptOU,DC=AppNC" in the AD
LDS instance localhost:60000 that has the name "AccountLeads" and then pipes it to
Add-ADGroupMember, which then adds the user account with DistinguishedName
"CN=SanjayPatel,OU=AccountDeptOU,DC=AppNC" to it.

C. \ PS>Get - ADG oup - Server | ocal host: 60000 - Sear chBase

" OU=Account Dept QU, DC=AppNC" -filter { nane -1like

"Account Leads" } | Add- ADG oupMember - Menbers
" CN=Sanj ayPat el , OQU=Account Dept OU, DC=AppNC'

EXAMPLE 4

Description

Adds the user "CN=Glen John,0OU=UserAccounts" from the North America domain to the
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group "CN=AccountLeads,OU=UserAccounts" in the Europe domain.

C. \ PS>$user = Get-ADUser "CN=d en

John, OU=User Account s, DC=NORTHANMERI CA, DC=FABRI KAM DC=COM' -
Server "northanerica. fabri kam cont;

$group = Get - ADG oup

"CN=Account Leads, OU=User Account s, DC=EURCPE, DC=FABRI KAM DC=COM
-Server "europe. fabrikam coni;

Add- ADG oupMenber $group - Menber $user - Server

"eur ope. f abri kam cont
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Cmdlet: Add-ADPrincipalGroupMembership

Synops

Adds a member to one or more Active Directory groups.

Syntax

Add- ADPri nci pal G oupMenbership [-1dentity] <ADPrincipal> [-
Menber OF ]

<ADGroup[]> [-Aut hType {Negotiate | Basic}] [-Credenti al
<PSCr edenti al >]

[-Partition <String>] [-PassThru] [-Server <String>] [-
Confirm [-Whatlf]

[ <ConmonPar anet er s>]

Description

The Add-ADPrincipalGroupMembership cmdlet adds a user, group, service account, or
computer as a new member to one or more Active Directory groups.

The Identity parameter specifies the new user, computer, or group to add. You can
identify the user, group, or computer by its distinguished name (DN), GUID, security
identifier (SID), or SAM account hame. You can also specify a user, group, or computer
object variable, such as $<localGroupObject>, or pass an object through the pipeline to
the Identity parameter. For example, you can use the Get-ADGroup cmdlet to get a group
object and then pass the object through the pipeline to the Add-
ADPrincipalGroupMembership cmdlet. Similarly, you can use Get-ADUser or Get-
ADComputer to get user and computer objects to pass through the pipeline.

This cmdlet collects all of the user, computer and group objects from the pipeline, and
then adds these obijects to the specified group by using one Active Directory operation.

The MemberOf parameter specifies the groups that receive the new member. You can
identify a group by its distinguished name (DN), GUID, security identifier (SID), or
Security Accounts Manager (SAM) account name. You can also specify group object
variable, such as $<localGroupObject>. To specify more than one group, use a comma-
separated list. You cannot pass group objects through the pipeline to the MemberOf
parameter. To add to a group by passing the group through the pipeline, use the Add-
ADGroupMember cmdlet.

For AD LDS environments, the Partition parameter must be specified except in the
following two conditions:
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-The cmdlet is run from an Active Directory provider drive.

-A default naming context or partition is defined for the AD LDS environment. To specify
a default naming context for an AD LDS environment, set the msDS-
defaultNamingContext property of the Active Directory directory service agent (DSA)
object ("nTDSDSA) for the AD LDS instance.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory principal object by providing one of the
following property values. The identifier in parentheses is the LDAP display name for the
attribute.

Required true
Position 1
Default value
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Accept pipeline input? True (ByValue)
Accept wildcard characters? false

Parameter :MemberOf
Description :Specifies the Active Directory groups to add a user, computer, or group to as

a member. You can identify a group by providing one of the following values. Note: The
identifier in parentheses is the LDAP display name for the attribute.

Required true
Position 2
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Partition

Description :Specifies the distinguished name of an Active Directory partition. The
distinguished name must be one of the naming contexts on the current directory server.
The cmdlet searches this partition to find the object defined by the Identity parameter.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :PassThru

Description :Returns the new or modified object. By default (i.e. if -PassThru is not

specified), this cmdlet does not generate any output.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
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providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Confirm

Description :Prompts you for confirmation before running the cmdlet.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Whatlf

Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Inputs

A principal object (Microsoft.ActiveDirectory.Management.ADPrincipal) that represents a
user, computer or group is received by the Identity parameter. Derived types, such as the
following are also received by this parameter.

Microsoft.ActiveDirectory.Management.ADUser
Microsoft.ActiveDirectory.Management. ADComputer
Microsoft.ActiveDirectory.Management.ADServiceAccount
Microsoft.ActiveDirectory.Management. ADGroup

Type : Microsoft.ActiveDirectory.Management.ADPrincipal

35



Outputs

Returns a principal object that represents the modified user, computer or group object
when the PassThru parameter is specified. By default, this cmdlet does not generate any
output.

Type : None or Microsoft.ActiveDirectory.Management. ADPrincipal

Notes
Examples
EXAMPLE 1

Description

Adds the user with SamAccountName "SQLAdminl1" to the group
"DlgtdAdminsPSOGroup".

C. \ PS>Add- ADPri nci pal GroupMenbership -ldentity SQAdm nl -
Menber O Dl gt dAdmi nsPSOG oup

EXAMPLE 2

Description

Gets all users with "SvcAccount" in their name and adds it to the group
"SvcAccPSOGroup”.

C. \PS>Get - ADUser -Filter 'Nane -1ike "*SvcAccount*"' | Add-
ADPr i nci pal G oupMenber shi p - Menber & SvcAccPSOG oup

EXAMPLE 3

Description

Demonstrates the default behavior of this cmdlet (no parameters specified).
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C. \ PS>Add- ADPr i nci pal G oupMenber shi p

crmdl et Add- ADPri nci pal G oupMenber shi p at conmand pi pel i ne
position 1

Supply values for the foll owi ng paraneters:

Identity: JeffPrice

Menber OF [ 0] : RodcAdni ns

Menber OF[ 1] : Al |l owed RODC Password Replication G oup
Menber OF [ 2] :

EXAMPLE 4

Description

Adds all employees in "Branchl" in the AD LDS instance "localhost:60000" whose title is
"Account Lead" to the group with the DistinguishedName
"CN=AccountLeads,OU=AccountDeptOU,DC=AppNC".
C. \ PS>Get - ADUser - Server | ocal host: 60000 - Sear chBase
"DC=AppNC"' -filter { Title -eq "Account Lead" -and Ofice -eq

"Branchl" } | Add- ADPri nci pal GroupMenbershi p - Menber O
" CN=Account Leads, OU=Account Dept QU, DC=AppNC"
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Cmdlet: Add-ADResourcePropertyListMember

Synops

Adds one or more resource properties to a resource property list in Active Directory.

Syntax

Add- ADResour cePropertylLi st Menber [-1dentity]
<ADResour cePr opertylLi st >

[ - Menbers] <ADResourceProperty[]> [-Aut hType {Negotiate |
Basi c}]

[-Credential <PSCredential>] [-PassThru] [-Server <String>]
[-Confirn

[-What I f] [ <ConmonPar anet er s>]

Description

The Add-ADResourcePropertyListMember adds one or more resource properties to a
resource property list in Active Directory.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.
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Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory object by providing one of the following
property values. The identifier in parentheses is the LDAP display name for the attribute.

Required true
Position 1
Default value

Accept pipeline input?
Accept wildcard characters?

True (ByValue)
false

Parameter :Members

Description :Specifies a set of ADResourceProperty objects in a comma-separated list to
add to a resource property list. To identify each object, use one of the following property
values. Note: The identifier in parentheses is the LDAP display name.

Required true
Position 2
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :PassThru

Description :Returns the new or modified object. By default (i.e. if -PassThru is not
specified), this cmdlet does not generate any output.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Confirm

Description :Prompts you for confirmation before running the cmdlet.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Whatlf

Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Inputs
A ADClaimTypeList object is received by the Identity parameter.
Type : None or Microsoft.ActiveDirectory.Management.ADClaimTypeList

Outputs

Returns the modified ADClaimTypeList object when the PassThru parameter is specified.
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By default, this cmdlet does not generate any output.

Type : None or Microsoft.ActiveDirectory.Management.ADClaimTypeList

Notes
Examples
EXAMPLE 1

Description

Adds the resource properties named "Country" and "Authors" to the global resource
property list.

C. \ PS>Add- ADResour cePr opertyLi st Member "d obal Resource
Property List" -Menbers Country, Aut hors

EXAMPLE 2

Description

Demonstrates default behavior for this cmdlet (no parameters specified). Adds the
resource properties named "Country" and "Authors" to the resource property list named
"Corporate Resource Property List".

C: \ PS>Add- ADResour cePr opertyLi st Menber

cndl et Add- ADResour cePropertylLi st Menber at comand pi pel i ne
position 1

Supply values for the foll owi ng paraneters:

Identity: Corporate Resource Property List

Menbers[ 0] : Country

Menmbers[ 1] : Aut hors

Menber s 2] :

EXAMPLE 3

Description

Gets any resource property list that has a name that begins with "Corporate" and then
pipes it to Add-ADResourcePropertyListMember, which then adds the resource
properties with the name 'Country' and 'Authors' to it.

C. \ PS>Get - ADResour cePropertylList -Filter { Nanme -1like

"Corporate*" } | Add- ADResourcePropertyLi st Menber - Menbers
Country, Aut hor s
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Cmdlet: Clear-ADAccountExpiration

Synops

Clears the expiration date for an Active Directory account.

Syntax

Cl ear - ADAccount Expiration [-l1dentity] <ADAccount> [-AuthType
{Negotiate |

Basic}] [-Credential <PSCredential>] [-Partition <String>] [-
PassThr u]

[-Server <String>] [-Confirn] [-Watlf] [<ConmonParaneters>]

Description

The Clear-ADAccountExpiration cmdlet clears the expiration date for an Active Directory
user or computer account. When you clear the expiration date for an account, the
account does not expire.

The Identity parameter specifies the user or computer account to modify. You can identify
a user or group by its distinguished name (DN), GUID, security identifier (SID), or
Security Accounts Manager (SAM) account name. You can also set the Identity
parameter to a user or computer object variable, such as $<localUserObject>, or pass a
user or computer object through the pipeline to the Identity parameter. For example, you
can use the Get-ADUser, Get-ADComputer or Search-ADAccount cmdlet to retrieve an
object and then pass the object through the pipeline to the Clear-ADAccountExpiration
cmdlet.

For AD LDS environments, the Partition parameter must be specified except in the
following two conditions:

-The cmdlet is run from an Active Directory provider drive.

-A default naming context or partition is defined for the AD LDS environment. To specify
a default naming context for an AD LDS environment, set the msDS-
defaultNamingContext property of the Active Directory directory service agent (DSA)
object (nTDSDSA) for the AD LDS instance.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
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parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory account object by providing one of the
following property values. The identifier in parentheses is the LDAP display name for the
attribute.

Required true

Position 1

Default value

Accept pipeline input? True (ByValue)
Accept wildcard characters? false

Parameter :Partition

Description :Specifies the distinguished name of an Active Directory partition. The
distinguished name must be one of the naming contexts on the current directory server.
The cmdlet searches this partition to find the object defined by the Identity parameter.

| Required false
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Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :PassThru

Description :Returns the new or modified object. By default (i.e. if -PassThru is not
specified), this cmdlet does not generate any output.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Confirm

Description :Prompts you for confirmation before running the cmdlet.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Whatlf
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Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Inputs

An account object (Microsoft.ActiveDirectory.Management. ADAccount) is received by the
Identity parameter.

Derived types, such as the following are also accepted:
Microsoft.ActiveDirectory.Management.ADUser
Microsoft.ActiveDirectory.Management. ADComputer
Microsoft.ActiveDirectory.Management.ADServiceAccount

Type : Microsoft.ActiveDirectory.Management.ADAccount

Notes
Examples
EXAMPLE 1

Description

Clears the account expiration date for the user with SamAccountName: JeffPrice.
C.\ PS>Cl ear - ADAccount Expiration -ldentity JeffPrice

EXAMPLE 2

Description

Clears the account expiration date for the user with DistinguishedName:
"CN=JeffPrice,DC=AppNC" on the AD LDS instance: "FABRIKAM-SVR1:60000".

C.\ PS>Cl ear - ADAccount Expiration -ldentity
"CN=Jef f Pri ce, DC=AppNC' -server "FABRI KAM SVR1: 60000"
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Cmdlet; Clear-ADClaimTransformLink

Synops
Removes a claims transformation from being applied to one or more cross-forest trust
relationships in Active Directory.

Syntax

C ear- ADCl ai nilransfornLink [-1dentity] <ADTrust> [-AuthType
{Negotiate |

Basic}] [-Credential <PSCredential>] [-PassThru] [-Policy

<ADd ai mTransfornPolicy>] [-Server <String>] [-TrustRol e
{Trusted |

Trusting}] [-Confirm [-Watlf] [<ComonPar amnet er s>]

Description

The Clear-ADClaimTransformLink cmdlet removes a claims transformation from being
applied to one or more cross-forest trust relationships in Active Directory.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.
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Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory trust object by providing one of the following
values. The identifier in parentheses is the LDAP display name for the attribute.

Required

true

Position

1

Default value

Accept pipeline input?

True (ByValue)

Accept wildcard characters?

false

Parameter :PassThru

Description :Returns the new or modified object. By default (i.e. if -PassThru is not

specified), this cmdlet does not generate any output.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Policy

Description :Removes the specified claim transformation policy from being applied to the

trust relationship.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :TrustRole

Description :Specifies the role of the current forest in the trust relationship specified by
the Identity parameter. The allowable values for this parameter are as follows:

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Confirm

Description :Prompts you for confirmation before running the cmdlet.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Whatlf

Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.

Required false
Position named
Default value false
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Accept pipeline input? false
Accept wildcard characters? false

Inputs

An account object (Microsoft.ActiveDirectory.Management.ADTrust) is received by the
Identity parameter.

Type : Microsoft.ActiveDirectory.Management.ADTrust

Examples

EXAMPLE 1

Description

Remove the policy named 'DenyAllPolicy' from the 'corp.contoso.com’ trust.

C.\ PS>Cl ear - ADCl ai mlr ansformii nk "corp. contoso. coni' -Policy
DenyAl | Pol i cy

EXAMPLE 2

Description

Remove any policies that are applied to where this forest acts as the trusted forest in the
"corp.contoso.com” trust. Effectively, this cmdlet removes any policies that are applied to
claims flowing out of this forest towards it trust partner.

C. \ PS>Cl ear - ADC ai mTr ansf ornlLi nk "corp. cont oso. com' -Trust Rol e
Trust ed

EXAMPLE 3
Description

Remove "DenyAllPolicy" that is applied to where this forest acts as the trusted domain in
the "corp.contoso.com" trust. Effectively, this cmdlet removes "DenyAllPolicy" from
applying to claims coming into this from its trust partner.

C.\ PS>Cl ear - ADCl ai mlr ansf or nLi nk "cor p. cont oso. cont’ -Policy
DenyAl | Policy -TrustRole Trusting
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Cmdlet; Disable-ADAccount

Synops

Disables an Active Directory account.

Syntax

Di sabl e- ADAccount [-ldentity] <ADAccount> [-AuthType {Negotiate |
Basi c}]

[-Credential <PSCredential>] [-Partition <String>] [-
PassThru] [-Server

<String>] [-Confirn] [-Whatlf] [<ConmonParaneters>]

Description

The Disable-ADAccount cmdlet disables an Active Directory user, computer, or service
account.

The Identity parameter specifies the Active Directory user, computer service account, or
other service account that you want to disable. You can identify an account by its
distinguished name (DN), GUID, security identifier (SID), or Security Accounts Manager
(SAM) account name. You can also set the Identity parameter to an object variable such
as $<localADAccountObject>, or you can pass an account object through the pipeline to
the Identity parameter. For example, you can use the Get-ADUser cmdlet to retrieve a
user account object and then pass the object through the pipeline to the Disable-Account
cmdlet. Similarly, you can use Get-ADComputer and Search-ADAccount to retrieve
account objects.

For AD LDS environments, the Partition parameter must be specified except in the
following two conditions:

-The cmdlet is run from an Active Directory provider drive.

-A default naming context or partition is defined for the AD LDS environment. To specify
a default naming context for an AD LDS environment, set the msDS-
defaultNamingContext property of the Active Directory directory service agent (DSA)
object (nTDSDSA) for the AD LDS instance.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
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parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory account object by providing one of the
following property values. The identifier in parentheses is the LDAP display name for the
attribute.

Required true

Position 1

Default value

Accept pipeline input? True (ByValue)
Accept wildcard characters? false

Parameter :Partition

Description :Specifies the distinguished name of an Active Directory partition. The
distinguished name must be one of the naming contexts on the current directory server.
The cmdlet searches this partition to find the object defined by the Identity parameter.

| Required false
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Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :PassThru

Description :Returns the new or modified object. By default (i.e. if -PassThru is not
specified), this cmdlet does not generate any output.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Confirm

Description :Prompts you for confirmation before running the cmdlet.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Whatlf
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Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Inputs

An account object is received by the Identity parameter.
Derived types, such as the following are also accepted:
Microsoft.ActiveDirectory.Management.ADUser
Microsoft.ActiveDirectory.Management. ADComputer
Microsoft.ActiveDirectory.Management.ADServiceAccount

Type : Microsoft.ActiveDirectory.Management.ADAccount

Notes
Examples

EXAMPLE 1

Description

Disables the account with SamAccountName: KimAB.
C.\ PS>Di sabl e- ADAccount -ldentity Ki mAb

EXAMPLE 2

Description

Disables the account with DistinguishedName: "CN=Kim
Abercrombie,OU=Finance,OU=UserAccounts,DC=FABRIKAM,DC=COM".

C.\ PS>Di sabl e- ADAccount -ldentity "CN=Ki m
Aber cr onbi e, OU=Fi nance, OU=User Account s, DC=FABRI KAM DC=COM'

EXAMPLE 3
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Description

Disables all accounts in the OU:
"OU=Finance,OU=UserAccounts,DC=FABRIKAM,DC=COM".

C. \ PS>Get - ADUser -Filter 'Nanme -like "*"' -SearchBase
" OQU=Fi nance, OQ=User Account s, DC=FABRI KAM DC=COM' | Di sabl e-
ADAccount
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Cmdlet: Disable-ADOptionalFeature

Synops

Disables an Active Directory optional feature.

Syntax

Di sabl e- ADOpti onal Feature [-ldentity] <ADOptional Feature> |-
Scope]

{Unknown | Forest OrConfigurationSet | Domain} [-Target]
<ADEntity>

[-Aut hType {Negotiate | Basic}] [-Credential <PSCredenti al >]
[ - PassThru]

[-Server <String>] [-Confirm [-Watlf] [<ConmonParaneters>]

Description

The Disable-ADOptionalFeature disables an Active Directory optional feature that is
associated with a particular Domain Mode or Forest Mode.

The Identity parameter specifies the Active Directory optional feature that you want to
disable. You can identify an optional feature by its distinguished name (DN), feature
GUID, or object GUID. You can also set the parameter to an optional feature object
variable, such as $<localOptionalFeatureObject> or you can pass an optional feature
object through the pipeline to the Identity parameter. For example, you can use the Get-
ADOptionalFeature cmdlet to retrieve an optional feature object and then pass the object
through the pipeline to the Disable-ADOptionalFeature cmdlet.

The Scope parameter specifies the scope at which the optional feature is disabled.
Possible values for this parameter are Domain and Forest.

The Target parameter specifies the domain or forest on which the optional feature is
disabled. You can identify the domain or forest by its fully-qualified domain name
(FQDN), NetBIOS name, or the distinguished name (DN) of the domain naming context
(domain NC).

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:
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Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory optional feature object by providing one of the
following values. The identifier in parentheses is the LDAP display name for the attribute.

Required true

Position 1

Default value

Accept pipeline input? True (ByValue)
Accept wildcard characters? false

Parameter :PassThru

Description :Returns the new or modified object. By default (i.e. if -PassThru is not
specified), this cmdlet does not generate any output.

Required false
Position named
Default value

Accept pipeline input? false
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Accept wildcard characters? |false

Parameter :Scope
Description :Specifies the scope at which the feature is enabled or disabled. Possible
values for this parameter include:

Required true
Position 3
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Target

Description :Specifies the domain or forest in which to modify the optional feature. You
can identify the target domain or forest by providing one of the following values:

Required true
Position 4
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Confirm

Description :Prompts you for confirmation before running the cmdlet.
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Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Whatlf

Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Inputs
An optional feature object is received by the Identity parameter.

Type : Microsoft.ActiveDirectory.Management.ADOptionalFeature

Notes
Examples

EXAMPLE 1

Description

Disable the optional feature (name 'Feature 1') for the forest (NetBIOS name 'fabrikam’).
This operation should be performed against the DC that holds the naming master FSMO
role.

C.\ PS>Di sabl e- ADOpt i onal Feature ' Feature 1'
Forest Or Confi gurati onSet -Target 'fabrikani

- Scope
-Server DC1

EXAMPLE 2

Description

Disable the optional feature (dn 'CN=Feature 1,CN=Optional Features,CN=Directory
Service,CN=Windows NT,CN=Services,CN=Configuration,DC=fabrikam,DC=com’) for
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the forest (FQDN name ‘fabrikam.com’). This operation should be performed against the
DC that holds the naming master FSMO role.

C.\ PS>Di sabl e- ADOpt i onal Feature -ldentity ' CN=Feature

1, CN=Opti onal Features, CN=Directory Servi ce, CNEW ndows

NT, CN=Ser vi ces, CN=Conf i gur at i on, DC=f abri kam DC=comi - Scope
Forest Or Confi gurati onSet -Target 'fabrikamcom -Server DCl

EXAMPLE 3

Description

Disable the optional feature (feature GUID '54ec6e43-75a8-445b-aa7hb-346a1e096659")
for the domain (dn 'DC=ntdev,DC=fabrikam,DC=com'). This operation should be
performed against the DC that holds the naming master FSMO role.

C.\ PS>Di sabl e- ADOpt i onaFeature -ldentity '54ec6e43- 75a8- 445b-

aa7b- 346a1e096659' - Scope Domai n - Target ' DC=fabri kam DC=coni
- Server DC1

EXAMPLE 4

Description

Disable the optional feature (name 'Feature 1') for the AD LDS instance (dn
'CN=Configuration,CN={0241853A-6BBF-48AA-8AE0-9C35D0C91B7B}"). This operation
should be performed against the AD LDS instance that holds the naming master FSMO
role.

C.\ PS>Di sabl e- ADOpt i onal Feature ' Feature 1' -Scope

For est Or Confi gurati onSet - Tar get

" CN=Confi gur ati on, CN={ 0241853A- 6BBF- 48AA- 8AEQ- 9C35D0C91B7B} " -
server server1l: 50000
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Cmdlet; Enable-ADAccount

Synops

Enables an Active Directory account.

Syntax

Enabl e- ADAccount [-ldentity] <ADAccount> [-AuthType {Negotiate |
Basi c}]

[-Credential <PSCredential>] [-Partition <String>] [-
PassThru] [-Server

<String>] [-Confirn] [-Whatlf] [<ConmonParaneters>]

Description

The Enable-ADAccount cmdlet enables an Active Directory user, computer or service
account.

The Identity parameter specifies the Active Directory user, computer or service account
that you want to enable. You can identify an account by its distinguished name (DN),
GUID, security identifier (SID) or Security Accounts Manager (SAM) account name. You
can also set the Identity parameter to an object variable such as
$<localADAccountObject>, or you can pass an account object through the pipeline to the
Identity parameter. For example, you can use the Get-ADUser cmdlet to retrieve an
account object and then pass the object through the pipeline to the Enable-ADAccount
cmdlet. Similarly, you can use Get-ADComputer and Search-ADAccount to retrieve
account objects.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false
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Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory account object by providing one of the
following property values. The identifier in parentheses is the LDAP display name for the
attribute.

Required true
Position 1
Default value
Accept pipeline input? True (ByValue)
Accept wildcard characters? false

Parameter :Partition
Description :Specifies the distinguished name of an Active Directory partition. The

distinguished name must be one of the naming contexts on the current directory server.
The cmdlet searches this partition to find the object defined by the Identity parameter.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :PassThru

Description :Returns the new or modified object. By default (i.e. if -PassThru is not

specified), this cmdlet does not generate any output.
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Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Confirm

Description :Prompts you for confirmation before running the cmdlet.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Whatlf

Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Inputs

An account object is received by the Identity parameter.
Derived types, such as the following are also accepted:
Microsoft.ActiveDirectory.Management.ADUser
Microsoft.ActiveDirectory.Management. ADComputer
Microsoft.ActiveDirectory.Management.ADServiceAccount

Type : Microsoft.ActiveDirectory.Management.ADAccount

Notes
Examples
EXAMPLE 1

Description

Enables the account with SamAccountName: KimAb.
C.\ PS>Enabl e- ADAccount -ldentity Ki mAb

EXAMPLE 2

Description

Enables the account with DistinguishedName: "CN=Kim
Abercrombie,OU=Finance,OU=UserAccounts,DC=FABRIKAM,DC=COM".

C.\ PS>Enabl e- ADAccount -ldentity "CN=Ki m
Aber cr onbi e, OU=Fi nance, OU=User Account s, DC=FABRI KAM DC=COM'

EXAMPLE 3
Description

Disables all accounts in the OU:
"OU=Finance,OU=UserAccounts,DC=FABRIKAM,DC=COM".

C. \PS>Get - ADUser -Filter '"Nanme -like "*"' -SearchBase
" OU=Fi nance, OQU=User Account s, DC=FABRI KAM DC=COM' | Enabl e-
ADAccount
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Cmdlet: Enable-ADOptionalFeature

Synops

Enables an Active Directory optional feature.

Syntax

Enabl e- ADOpt i onal Feature [-l1dentity] <ADOpti onal Feature> [- Scope]
{Unknown

| ForestOrConfigurationSet | Domain} [-Target] <ADEntity> [-
Aut hType

{Negotiate | Basic}] [-Credential <PSCredential>] [-PassThru]
[ - Server

<String>] [-Confirm [-Watlf] [<CommonParameters>]

Description

The Enable-ADOptionalFeature enables an Active Directory optional feature that is
associated with a particular Domain mode or Forest mode. Active Directory optional
features that depend on a specified domain mode or Forest mode must be explicitly
enabled after the domain mode or forest mode is set.

The Identity parameter specifies the Active Directory optional feature that you want to
enable. You can identify an optional feature by its distinguished name (DN), feature
GUID, or object GUID. You can also set the parameter to an optional feature object
variable, such as $<localOptionalFeatureObject> or you can pass an optional feature
object through the pipeline to the Identity parameter. For example, you can use the Get-
ADOptionalFeature cmdlet to retrieve an optional feature object and then pass the object
through the pipeline to the Enable-ADOptionalFeature cmdlet.

The Scope parameter specifies the scope at which the optional feature will be enabled.
Possible values for this parameter are Domain and Forest.

The Target parameter specifies the domain or forest on which the optional feature will be
enabled. You can identify the domain or forest by its fully-qualified domain name (FQDN),
NetBIOS name, or distinguished name (DN) of the domain naming context (domain NC).

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:
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Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory optional feature object by providing one of the
following values. The identifier in parentheses is the LDAP display name for the attribute.

Required true

Position 1

Default value

Accept pipeline input? True (ByValue)
Accept wildcard characters? false

Parameter :PassThru

Description :Returns the new or modified object. By default (i.e. if -PassThru is not
specified), this cmdlet does not generate any output.

Required false
Position named
Default value

Accept pipeline input? false
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Accept wildcard characters? |false

Parameter :Scope
Description :Specifies the scope at which the feature is enabled or disabled. Possible
values for this parameter include:

Required true
Position 3
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Target

Description :Specifies the domain or forest in which to modify the optional feature. You
can identify the target domain or forest by providing one of the following values:

Required true
Position 4
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Confirm

Description :Prompts you for confirmation before running the cmdlet.
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Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Whatlf

Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Inputs
An optional feature object is received by the Identity parameter.

Type : Microsoft.ActiveDirectory.Management.ADOptionalFeature

Notes
Examples

EXAMPLE 1
Description

Enable the optional feature 'Recycle Bin Feature' for the forest ‘fabrikam.com'. This
operation must be performed on the Domain Controller that holds the naming master
FSMO role.

C. \ PS>Enabl e- ADOpt i onal Feature ' Recycl e Bin Feature' -Scope
Forest Or Confi gurati onSet -Target 'fabrikamcom -server dcl

EXAMPLE 2

Description

Enable the optional feature 'Recycle Bin Feature' for the AD LDS instance
Ids.fabrikam.com. This operation must be performed on the AD LDS instance that holds
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the naming master FSMO role.

C. \ PS>Enabl e- ADOpt i onal Feature ' Feature 1' - Scope

For est Or Confi gurati onSet - Target
" CN=Conf i gur ati on, CN={ 0241853A- 6BBF- 48AA- 8AEO- 9C35D0C91B7B} ' -

server |ds.fabri kam com 50000

EXAMPLE 3

Description

Sets the ForestMode (Forest Functional Level) to Windows2008R2Forest on an AD LDS
instance. The ForestMode must be Windows2008R2Forest or higher in order to enable

the Recycle Bin Feature for AD LDS.
C. \ PS>Set - ADObj ect -ldentity

"CN=Partitions, CN=Configuration, CN={4F971828- 5BE4- 4E94- B532-
58F2BFB6A3A5}" -repl ace @ " nsDS- Behavi or - Ver si on" =4}
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Cmdlet: Get-ADAccountAuthorizationGroup

Synops

Gets the accounts token group information.

Syntax

CGet - ADAccount Aut hori zati onG oup [-ldentity] <ADAccount> |-
Aut hType

{Negotiate | Basic}] [-Credential <PSCredential>] [-Partition
<String>]

[-Server <String>] [<ConmonParaneters>]

Description

The Get-ADAuthorizationGroup cmdlet gets the security groups from the specified user,
computer or service accounts token. This cmdlet requires a global catalog to perform the
group search. If the forest that contains the account does not have a global catalog, the
cmdlet returns a non-terminating error.

The Identity parameter specifies the user, computer, or service account. You can identify
a user, computer, or service account object by its distinguished name (DN), GUID,
security identifier (SID), Security Account Manager (SAM) account name or user principal
name. You can also set the Identity parameter to an account object variable, such as
$<localAccountobject>, or pass an account object through the pipeline to the Identity
parameter. For example, you can use the Get-ADUser, Get-ADComputer, Get-
ADServiceAccount or Search-ADAccount cmdlets to retrieve an account object and then
pass the object through the pipeline to the Get-ADAccountAuthorizationGroup cmdlet.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

73



Accept wildcard characters? |false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory account object by providing one of the
following property values. The identifier in parentheses is the LDAP display hame for the
attribute.

Required true
Position 1
Default value

Accept pipeline input?
Accept wildcard characters?

True (ByValue)
false

Parameter :Partition

Description :Specifies the distinguished name of an Active Directory partition. The
distinguished name must be one of the naming contexts on the current directory server.
The cmdlet searches this partition to find the object defined by the Identity parameter.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

74



Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Inputs

An account object that represents the user, computer or service account is received by
the Identity parameter. Derived types, such as the following are also accepted:

Microsoft.ActiveDirectory.Management. ADUser
Microsoft.ActiveDirectory.Management. ADComputer
Microsoft.ActiveDirectory.Management.ADServiceAccount

Type : Microsoft.ActiveDirectory.Management.ADAccount

Outputs
Returns group objects that represent the security groups for the account.

Type : Microsoft.ActiveDirectory.Management. ADGroup

Notes
Examples
EXAMPLE 1

Description

Returns all security groups for the specified account with SamAccountName: GlenJohn.
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C. \ PS>Get - ADAccount Aut hori zati onG oup G enJohn

G oupScope . Domai nLocal

obj ect QU D : 00000000- 0000- 0000- 0000- 000000000000
G oupCat egory . Security

SamAccount Nane : Everyone

nane : Everyone

obj ect Cl ass :

SID : S 1-1-0

di sti ngui shedNane :

G oupScope : Domai nLocal

obj ect QU D : 00000000- 0000- 0000- 0000- 000000000000
G oupCat egory : Security

SamAccount Nane : Authenticated Users

name : Aut henticated Users

obj ect Cl ass :

SID : S-1-5-11

di sti ngui shedNane :

G oupScope . G obal

obj ect QU D : 86¢0f 0d5- 8b4d- 4f 35- a867- 85a006b92902
G oupCat egory . Security

SamAccount Name : Domain Users

name : Domain Users

obj ect Cl ass : group

SID : S-1-5-21-41432690- 3719764436-1984117282-
513

di sti ngui shedNanme : CN=Donmi n
User s, CN=User s, DC=Fabr i kam DC=com

G oupScope : Domuai nLocal

obj ect QU D . 869f b7ad- 8cf 2- 4dd0- acOf - 4bd3bf 324669
G oupCat egory . Security

SamAccount Nane . Pre-Wndows 2000 Conpatible Access
nane . Pre-Wndows 2000 Conpati bl e Access
obj ect Ol ass : group

SID : S 1-5-32-554

di sti ngui shedNarme : CN=Pre- W ndows 2000 Conpati bl e
Access, CN=Bui | ti n, DC=Fabri kam DC=com

G oupScope : Domai nLocal

obj ect GQUI D : cle397c5- 1e44-4270-94d1- 88d6c4b78eeb
G oupCat egory : Security

SamAccount Nanme . Users

name . Users

obj ect Cl ass . group

SID . S-1-5-32-545

di sti ngui shedNanme : CN=Users, CN=Bui | ti n, DC=Fabri kam DC=com

EXAMPLE 2

Description

Returns all security groups for the specified account with DistinguishedName:
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"cn=GlenJohn,dc=AppNC" in the AD LDS instance: <Server>:50000.

C. \ PS>Get - ADAccount Aut hori zati onG oup "cn=G enJohn, dc=AppNC" -
Server <Server>:50000

di sti ngui shedNarme : CN=Adm nG oup, DC=AppNC

G oupCat egory . Security

G oupScope : 4 obal

nane : Adm nG oup

obj ect Ol ass : group

obj ect GQUI D : 4d72873f - f e09- 4834- 9ada- a905636d10df
SamAccount Nanme :

SID S-1-510474493- 936115905- 4021890855-

1253703389- 3958791574 3542197427

EXAMPLE 3

Description

Returns a filtered list of built-in security groups which do not have an empty or null setting
for objectclass (such as Everyone or Authenticated Users). (Note: This type of filtering of
groups in output can be useful when piping the output of this cmdlet to be used as input
to other Active Directory cmdlets.)

C:. \ PS>Get - ADAccount Aut hori zati onG oup - Server <Server>:50000 -
Identity Administrator | where { $ _.objectC ass -ne $null }
ft nane, objectd ass

name
obj ect Ol ass

Domai n Users

group

Adm ni strators

group

Users

group

Pre- Wndows 2000 Conpati bl e Access
group

Group Policy Creator Owners
group

Domai n Admi ns

group

Enterpri se Adnins

group

Schema Admi ns

group
Deni ed RODC Password Replication G oup

group
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Cmdlet: Get- o _
ADAccountResultantPasswordReplicationPolicy

Synops

Gets the resultant password replication policy for an Active Directory account.

Syntax

Get - ADAccount Resul t ant Passwor dRepl i cationPolicy [-ldentity]
<ADAccount >

[ - Domai nControl |l er] <ADDomai nControl |l er> [-AuthType
{Negotiate | Basic}]

[-Credential <PSCredential>] [-Partition <String>] [-Server
<String>]

[ <ConmonPar anet er s>]

Description

The Get-ADAccountResultantPasswordReplicationPolicy gets the resultant password
replication policy for a user, computer or service account on the specified read-only
domain controller.

The policy will be one of the following values:
Allow or 1

DenyEXxplicit or O

Denylmplicit or 2

Unknown or -1

The Identity parameter specifies the account. You can identify a user, computer, or
service account object by its distinguished name (DN), GUID, security identifier (SID) or
Security Account Manager (SAM) account name. You can also set the Identity parameter
to an account object variable, such as $<localAccountobject>, or pass an account object
through the pipeline to the Identity parameter. For example, you can use the Get-
ADUser, Get-ADComputer, Get-ADServiceAccount or Search-ADAccount cmdlets to
retrieve an account object and then pass the object through the pipeline to the Get-
ADAccountResultantPasswordReplicationPolicy cmdlet.

The DomainController parameter specifies the read-only domain controller. You can
identify a domain controller by its IPV4Address, global IPV6Address, or DNS host name.
You can also identify a domain controller by the Distinguished Name (DN) of the NTDS
settings object or the server object, the GUID of the NTDS settings object or the server
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object under the configuration partition, or the DN, SamAccountName, GUID, SID of the
computer object that represents the domain controller. You can also set the
DomainController parameter to a domain controller object variable, such as
$<localDomainControllerObject>.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :DomainController

Description :Specifies a read-only domain controller (RODC). The cmdlet returns the
password replication policy of the account for this RODC. You can identify the domain
controller by providing one of the following values.

Required true
Position 2
Default value

Accept pipeline input? false
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Accept wildcard characters? |false

Parameter :ldentity

Description :Specifies an Active Directory account object by providing one of the
following property values. The identifier in parentheses is the LDAP display name for the

attribute.

Required true
Position 1
Default value

Accept pipeline input?
Accept wildcard characters?

True (ByValue)
false

Parameter :Partition

Description :Specifies the distinguished name of an Active Directory partition. The
distinguished name must be one of the naming contexts on the current directory server.
The cmdlet searches this partition to find the object defined by the Identity parameter.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Inputs
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An account object is received by the Identity parameter.
Derived types, such as the following are also accepted:
Microsoft.ActiveDirectory.Management.ADUser
Microsoft.ActiveDirectory.Management. ADComputer
Microsoft.ActiveDirectory.Management.ADServiceAccount

Type : Microsoft.ActiveDirectory.Management.ADAccount

Outputs

Returns an ADResultantPasswordReplicationPolicy enum value that represents the
resultant password replication policy for an account on the specified domain controller.

Type : Microsoft.ActiveDirectory.Management.ADResultantPasswordReplicationPolicy

Notes
Examples
EXAMPLE 1

Description

Get the resultant password replication policy on the domain for a given user account.

C. \ PS>Get - ADAccount Resul t ant Passwor dRepl i cati onPol i cy BradSu
" FABRI KAM RODC1"

EXAMPLE 2

Description

Get the resultant password replication policy on a specific domain controller for a given
user account.

C. \ PS>Get - ADAccount Resul t ant Passwor dRepl i cati onPol i cy BobKe -
Donei nControl | er "FABRI KAM RODC1"

EXAMPLE 3

Description

Get the resultant password replication policy on a specific domain controller for a given
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user account DN.

C. \ PS>Get - ADAccount Resul t ant Passwor dRepl i cati onPol i cy

"CN=Jor dao

Mor eno, OU=Eur ope, OU=Sal es, OU=User Account s, DC=FABRI KAM DC=COM'
" FABRI KAM RODC1"
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Cmdlet: Get-ADAuthenticationPolicy

Synops

Gets one or more Active Directory Domain Services authentication policies.

Syntax

CGet - ADAut henti cationPolicy [-AuthType {Negotiate | Basic}] [-
Credenti al
<PSCredential >] [-Properties <String[]>] [-ResultPageSize
<l nt 32>]
[-ResultSet Si ze <Int32>] [-Server <String>] -Filter <String>
[ <ConmonPar anet er s>]

CGet - ADAut henticationPolicy [-ldentity] <ADAuthenticationPolicy>
[ - Aut hType

{Negotiate | Basic}] [-Credential <PSCredential>] [-
Properties <String[]>]

[-Server <String>] [<ConmonParaneters>]

CGet - ADAut henti cationPolicy [-AuthType {Negotiate | Basic}] [-
Credenti al

<PSCredential >] [-Properties <String[]>] [-ResultPageSize
<l nt 32>]

[-Resul tSet Si ze <Int32>] [-Server <String>] -LDAPFilter
<String>

[ <ConmonPar anet er s>]

Description

The Get-ADAuthenticationPolicy cmdlet gets an authentication policy or performs a
search to get authentication policies.

The Identity parameter specifies the Active Directory Domain Services authentication
policy to get. You can identify an authentication policy by its distinguished name (DN),
GUID or name. You can also use the ldentity parameter to specify a variable that
contains an authentication policy object, or you can use the pipeline operator to pass an
authentication policy object to the Identity parameter.

83



You can search for and use multiple authentication policies by specifying the Filter
parameter or the LDAPFilter parameter. The Filter parameter uses the Windows
PowerShell® expression language to write query strings for Active Directory Domain
Services. Windows PowerShell expression language syntax provides rich type
conversion support for value types received by the Filter parameter. For more information
about the Filter parameter syntax, see about_ActiveDirectory_Filter. If you have existing
LDAP query strings, you can use the LDAPFilter parameter.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. The acceptable values for this
parameter are:

--Negotiate or 0

--Basic or 1
Required false
Position named
Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Credential

Description :Specifies a user account that has permission to perform the task. The
default is the current user. Type a user name, such as "User01" or "Domain01\User01",
or enter a PSCredential object, such as one generated by the Get-Credential cmdlet.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Filter

Description :Specifies a query string that retrieves Active Directory Domain Services
objects. This string uses the Windows PowerShell expression language syntax. The
Windows PowerShell expression language syntax provides rich type-conversion support
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for value types received by the Filter parameter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory Domain Services authentication policy object.
Specify the authentication policy object in one of the following formats:

--Distinguished Name

--GUID
--Name
Required true
Position 0
Default value
Accept pipeline input? True (ByValue)
Accept wildcard characters? false

Parameter :LDAPFilter

Description :Specifies an LDAP query string used to filter Active Directory Domain
Services objects. Use this parameter to run your existing LDAP queries.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Properties

Description :Specifies the properties of the output object to get from the server. Use this
parameter to get properties that are not included in the default set.
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Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ResultPageSize

Description :Specifies the number of objects to include in one page for an Active
Directory Domain Services query. The default value is 256 objects per page.

Required false
Position named
Default value 256
Accept pipeline input? false
Accept wildcard characters? false

Parameter :ResultSetSize

Description :Specifies the maximum number of objects to return for an Active Directory
Domain Services query. If you want to get all of the objects, set this parameter to $Null.
You can use Citrl+C to stop the query and the return of objects.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to which to connect,
by providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false
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Inputs
This cmdlet accepts an authentication policy object.

Type : None or Microsoft.ActiveDirectory.Management.ADAuthenticationPolicy

Outputs

Returns one or more authentication policy objects. This cmdlet returns a default set of
ADAuthenticationPolicy property values. To retrieve additional ADAuthenticationPolicy
properties, use the Properties parameter.

Type : Microsoft.ActiveDirectory.Management.ADAuthenticationPolicy

Examples
Example 1: Get an authentication policy
This command gets an authentication policy object by specifying the object name.

PS C.\> Get-ADAut henticationPolicy -ldentity
Aut henti cati onPol i cy01

Example 2: Get an authentication policy by using an LDAP filter

This command gets all authentication policies that match the LDAP filter specified by the
LDAPFilter parameter.

PS C:\> Cet- ADAut henti cati onPolicy -LDAPFilter
"(name=Aut henti cati onPolicy*)" -Server Server01l. Cont oso.com

Example 3: Get an authentication policy by using a filter

This command gets all authentication policies that match the filter specified by the Filter
parameter.

PS C.\> CGet-ADAut henticationPolicy -Filter "Nanme -I|ike
"Aut henti cati onPolicy*'" -Server Server02. Cont 0oso.com

Example 4: Get all authentication policy objects that match a filter

This command gets all the authentication policies available. The output is then passed to
the Format-Table cmdlet to display the name of the policy and the value for Enforce on
each policy.
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PS C.\> Get-ADAut henticationPolicy -Filter * | Format-Tabl e

Nanme, Enforce - AutoSize
Nanme Enf orce

Aut henti cati onPol i cyl Fal se

Aut henti cati onPol i cy2 Fal se

Example 5: Get all properties for an authentication policy
This command gets all properties of the authentication policy specified by the Identity
parameter.

PS C.\> Get-ADAut henticationPolicy -ldentity
"Aut henti cati onPol i cy0l1" -Properties "*"
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Cmdlet: Get-ADAuthenticationPolicySilo

Synops

Gets one or more Active Directory Domain Services authentication policy silos.

Syntax

Get - ADAut henti cati onPolicySilo [-AuthType {Negotiate | Basic}]

[-Credential <PSCredential>] [-Properties <String[]>] [-
Resul t PageSi ze

<Int32>] [-ResultSetSize <Int32>] [-Server <String>] -Filter
<String>

[ <ConmonPar anet er s>]

CGet - ADAut henticationPolicySilo [-ldentity]
<ADAut henti cati onPol i cySi | 0>

[-Aut hType {Negotiate | Basic}] [-Credential <PSCredenti al >]
[-Properties

<String[]>] [-Server <String>] [<CommonParamneters>]

Get - ADAut henti cati onPolicySilo [-AuthType {Negotiate | Basic}]

[-Credential <PSCredential>] [-Properties <String[]>] [-
Resul t PageSi ze

<Int32>] [-ResultSetSize <Int32>] [-Server <String>] -
LDAPFi | ter <String>

[ <ConmonPar anet er s>]

Description

The Get-ADAuthenticationPolicySilo cmdlet gets an authentication policy silo or performs
a search to get authentication policy silos.

The Identity parameter specifies the Active Directory Domain Services authentication
policy silo to get. You can identify an authentication policy silo by its distinguished name
(DN), GUID or name. You can also use the Identity parameter to specify a variable that
contains an authentication policy silo object, or you can use the pipeline operator to pass
an authentication policy silo object to the Identity parameter.

You can search for and use multiple authentication policies by specifying the Filter
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parameter or the LDAPFilter parameter. The Filter parameter uses the Windows
PowerShell® expression language to write query strings for Active Directory Domain
Services. Windows PowerShell expression language syntax provides rich type
conversion support for value types received by the Filter parameter. For more information
about the Filter parameter syntax, see about_ActiveDirectory Filter. If you have existing
LDAP query strings, you can use the LDAPFilter parameter.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. The acceptable values for this
parameter are:

--Negotiate or 0

--Basic or 1
Required false
Position named
Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Credential

Description :Specifies a user account that has permission to perform the task. The
default is the current user. Type a user name, such as "User01" or "Domain01\User01",
or enter a PSCredential object, such as one generated by the Get-Credential cmdlet.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Filter

Description :Specifies a query string that retrieves Active Directory Domain Services
objects. This string uses the Windows PowerShell expression language syntax. The
Windows PowerShell expression language syntax provides rich type-conversion support
for value types received by the Filter parameter.
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Required true

Position named
Default value
Accept pipeline input? false

Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory Domain Services authentication policy silo
object. Specify the authentication policy silo object in one of the following formats:

--Distinguished Name

--GUID
--Name
Required true
Position 0
Default value
Accept pipeline input? True (ByValue)
Accept wildcard characters? false

Parameter :LDAPFilter

Description :Specifies an LDAP query string used to filter Active Directory Domain
Services objects. Use this parameter to run your existing LDAP queries.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Properties

Description :Specifies the properties of the output object to get from the server. Use this
parameter to get properties that are not included in the default set.

| Required |fa|se
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Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ResultPageSize

Description :Specifies the number of objects to include in one page for an Active
Directory Domain Services query. The default value is 256 objects per page.

Required false
Position named
Default value 256
Accept pipeline input? false
Accept wildcard characters? false

Parameter :ResultSetSize

Description :Specifies the maximum number of objects to return for an Active Directory
Domain Services query. If you want to get all of the objects, set this parameter to $Null.
You can use Ctrl+C to stop the query and the return of objects.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to which to connect,
by providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false
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Inputs
This cmdlet accepts an authentication policy silo object.

Type : None or Microsoft.ActiveDirectory.Management.ADAuthenticationPolicySilo

Outputs

Returns one or more authentication policy silo objects. This cmdlet returns a default set
of ADAuthenticationPolicySilo property values. To retrieve additional
ADAuthenticationPolicySilo properties, use the Properties parameter.

Type : Microsoft.ActiveDirectory.Management.ADAuthenticationPolicySilo

Examples
Example 1: Get an authentication policy silo object

This command gets an authentication policy silo object named
AuthenticationPolicySilo01.

PS C.\ >Cet - ADAut henti cationPolicySilo -ldentity
Aut henti cati onPol i cySi | 001

Example 2: Get all authentication policy silo objects that match a filter

This command gets all the authentication policy silos that match the filter specified by the
Filter parameter. The output is then passed to the Format-Table cmdlet to display the
name of the policy and the value for Enforce on each policy.

PS C:.\ >Cet - ADAut henti cationPolicySilo -Filter 'Nane -Ilike
"*Aut henticationPolicySilo*"' | Format-Table Name, Enforce
—Aut 0Si ze

Name Enforce

silo True

si | os Fal se

Example 3: Get all properties of a specific authentication policy silo

This command gets all properties for the authentication policy silo named
AuthenticationPolicySilo02.

PS C.\ >Cet - ADAut henti cationPolicySilo -ldentity
Aut henti cati onPol i cySil o002 -Properties *
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Cmdlet: Get-ADCentralAccessPolicy

Synops

Retrieves central access policies from Active Directory.

Syntax

CGet - ADCent r al AccessPolicy [-AuthType {Negotiate | Basic}] [-
Credenti al
<PSCredential >] [-Properties <String[]>] [-ResultPageSize
<l nt 32>]
[-ResultSet Si ze <Int32>] [-Server <String>] -Filter <String>
[ <ConmonPar anet er s>]

CGet - ADCentral AccessPolicy [-ldentity] <ADCentral AccessPolicy> [-
Aut hType

{Negotiate | Basic}] [-Credential <PSCredential>] [-
Properties <String[]>]

[-Server <String>] [<ConmonParaneters>]

CGet - ADCent r al AccessPolicy [-AuthType {Negotiate | Basic}] [-
Credenti al

<PSCredential >] [-Properties <String[]>] [-ResultPageSize
<l nt 32>]

[-Resul tSet Si ze <Int32>] [-Server <String>] -LDAPFilter
<String>

[ <ConmonPar anet er s>]

Description

The Get-ADCentralAccessPolicy cmdlet retrieves central access policies from Active
Directory.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
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parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Filter

Description :Specifies a query string that retrieves Active Directory objects. This string
uses the PowerShell Expression Language syntax. The PowerShell Expression
Language syntax provides rich type-conversion support for value types received by the
Filter parameter. The syntax uses an in-order representation, which means that the
operator is placed between the operand and the value. For more information about the
Filter parameter, see about_ActiveDirectory Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory object by providing one of the following
property values. The identifier in parentheses is the LDAP display name for the attribute.
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Required true
Position 1
Default value

Accept pipeline input?
Accept wildcard characters?

True (ByValue)
false

Parameter :LDAPFilter

Description :Specifies an LDAP query string that is used to filter Active Directory objects.
You can use this parameter to run your existing LDAP queries. The Filter parameter
syntax supports the same functionality as the LDAP syntax. For more information, see
the Filter parameter description and the about_ActiveDirectory_Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Properties

Description :Specifies the properties of the output object to retrieve from the server. Use
this parameter to retrieve properties that are not included in the default set.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ResultPageSize

Description :Specifies the number of objects to include in one page for an Active
Directory Domain Services query.

Required false
Position named
Default value 256
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ResultSetSize

Description :Specifies the maximum number of objects to return for an Active Directory
Domain Services query. If you want to receive all of the objects, set this parameter to
$null (null value). You can use Ctrl+c to stop the query and return of objects.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Inputs
A ADCentralAccessPolicy object is received by the Identity parameter.

Type : None or Microsoft.ActiveDirectory.Management.ADCentralAccessPolicy

Outputs
Returns one or more ADCentralAccessPolicy objects.

The Get-ADCentralAccessPolicy cmdlet returns a default set of ADCentralAccessPolicy
property values. To retrieve additional ADCentralAccessPolicy properties, use the
Properties parameter of the cmdlet.

To view the properties for an ADCentralAccessPolicy object, see the following examples.
To run these examples, replace <object> with an Active Directory object identifier.

To get a list of the default set of properties of an ADCentralAccessPolicy object, use the
following command:
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Get-ADCentralAccessPolicy <object>

To get a list of all the properties of an ADCentralAccessPolicy object, use the following
command:

Get-ADCentralAccessPolicy <object> -Properties *

Type : Microsoft.ActiveDirectory.Management.ADCentralAccessPolicy

Examples

EXAMPLE 1

Description

Retrieves a list of all central access policies.
C. \ PS>Get - ADCent ral AccessPolicy -Filter *

EXAMPLE 2

Description

Get the central access policies that have the central access rule 'Finance Documents
Rule' as its members.

C.\ PS>CGet - ADCentral AccessPolicy -Filter {Menbers -eq 'Fi nance
Docunents Rul e'}

EXAMPLE 3

Description

Gets information for a central access policy named "Finance Policy".

C. \ PS>Get - ADCent r al AccessPol i cy "Fi nance Policy"
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Cmdlet: Get-ADCentralAccessRule

Synops

Retrieves central access rules from Active Directory.

Syntax

Get - ADCent r al AccessRul e [-Aut hType {Negotiate | Basic}] [-
Credenti al
<PSCredential >] [-Properties <String[]>] [-ResultPageSize
<l nt 32>]
[-ResultSet Si ze <Int32>] [-Server <String>] -Filter <String>
[ <ConmonPar anet er s>]

CGet - ADCentral AccessRul e [-l1dentity] <ADCentral AccessRul e> |-
Aut hType

{Negotiate | Basic}] [-Credential <PSCredential>] [-
Properties <String[]>]

[-Server <String>] [<ConmonParaneters>]

Get - ADCent r al AccessRul e [-Aut hType {Negotiate | Basic}] [-
Credenti al

<PSCredential >] [-Properties <String[]>] [-ResultPageSize
<l nt 32>]

[-Resul tSet Si ze <Int32>] [-Server <String>] -LDAPFilter
<String>

[ <ConmonPar anet er s>]

Description

The Get-ADCentralAccessRule cmdlet retrieves central access rules from Active
Directory.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
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parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Filter

Description :Specifies a query string that retrieves Active Directory objects. This string
uses the PowerShell Expression Language syntax. The PowerShell Expression
Language syntax provides rich type-conversion support for value types received by the
Filter parameter. The syntax uses an in-order representation, which means that the
operator is placed between the operand and the value. For more information about the
Filter parameter, see about_ActiveDirectory Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory object by providing one of the following
property values. The identifier in parentheses is the LDAP display name for the attribute.
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Required true
Position 1
Default value

Accept pipeline input?
Accept wildcard characters?

True (ByValue)
false

Parameter :LDAPFilter

Description :Specifies an LDAP query string that is used to filter Active Directory objects.
You can use this parameter to run your existing LDAP queries. The Filter parameter
syntax supports the same functionality as the LDAP syntax. For more information, see
the Filter parameter description and the about_ActiveDirectory_Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Properties

Description :Specifies the properties of the output object to retrieve from the server. Use
this parameter to retrieve properties that are not included in the default set.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ResultPageSize

Description :Specifies the number of objects to include in one page for an Active
Directory Domain Services query.

Required false
Position named
Default value 256
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ResultSetSize

Description :Specifies the maximum number of objects to return for an Active Directory
Domain Services query. If you want to receive all of the objects, set this parameter to
$null (null value). You can use Ctrl+c to stop the query and return of objects.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Inputs
A ADCentralAccessPolicyEntry object is received by the Identity parameter.

Type : None or Microsoft.ActiveDirectory.Management.ADCentralAccessPolicyEntry

Outputs
Returns one or more ADCentralAccessRule objects.

The Get-ADCentralAccessRule cmdlet returns a default set of ADCentralAccessRule
property values. To retrieve additional ADCentralAccessRule properties, use the
Properties parameter of the cmdlet.

To view the properties for an ADCentralAccessRule object, see the following examples.
To run these examples, replace <object> with an Active Directory object identifier.

To get a list of the default set of properties of an ADCentralAccessRule object, use the
following command:
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Get-ADCentralAccessRule <object>

To get a list of all the properties of an ADCentralAccessRule object, use the following
command:

Get-ADCentralAccessRule <object> -Properties *

Type : Microsoft.ActiveDirectory.Management.ADCentralAccessRule

Examples

EXAMPLE 1

Description

Retrieves a list of all central access rules.
C. \ PS>Get - ADCent ral AccessRule -Filter *

EXAMPLE 2

Description

Retrieve the central access rules that have "Department” in its resource condition.

C. \ PS>Get - ADCent r al AccessRule -Filter { ResourceCondition -
like "*Department*" }

EXAMPLE 3

Description

Retrieve a central access rule named "Finance Documents Rule".

C. \ PS>Get - ADCent r al AccessRul e "Fi nanci al Docunents Rul e"
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Cmdlet: Get-ADClaimTransformPolicy

Synops

Returns one or more Active Directory claim transform objects based on a specified filter.

Syntax

Get - ADCl ai milr ansfornmPol i cy [-Aut hType {Negotiate | Basic}] [-
Credenti al

<PSCredential >] [-Properties <String[]>] [-Server <String>] -
Filter

<String> [ <ComopnPar anet er s>]

Get - ADC ai mransfornPolicy [[-l1dentity] <ADd ai miransfornPolicy>]

[-Aut hType {Negotiate | Basic}] [-Credential <PSCredenti al >]
[-Properties
<String[]>] [-Server <String>] [<ConmonParaneters>]

CGet - ADC ai nifransfornmPol i cy [-Aut hType {Negotiate | Basic}] [-
Credenti al

<PSCredential >] [-Properties <String[]>] [-Server <String>] -
LDAPFi | ter

<String> [ <ComonPar anet er s>]

Description

The Get-ADClaimTransformPolicy cmdlet returns one or more Active Directory claim
transform objects based on a specified filter.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

| Required |false
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Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Neqgotiate
Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Filter

Description :Specifies a query string that retrieves Active Directory objects. This string
uses the PowerShell Expression Language syntax. The PowerShell Expression
Language syntax provides rich type-conversion support for value types received by the
Filter parameter. The syntax uses an in-order representation, which means that the
operator is placed between the operand and the value. For more information about the
Filter parameter, see about_ActiveDirectory_Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory object by providing one of the following
property values. The identifier in parentheses is the LDAP display name for the attribute.

Required false
Position 1
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Default value

All Sites (Filter *)

Accept pipeline input?

True (ByValue)

Accept wildcard characters?

false

Parameter :LDAPFilter

Description :Specifies an LDAP query string that is used to filter Active Directory objects.
You can use this parameter to run your existing LDAP queries. The Filter parameter
syntax supports the same functionality as the LDAP syntax. For more information, see
the Filter parameter description and the about_ActiveDirectory_Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Properties

Description :Specifies the properties of the output object to retrieve from the server. Use
this parameter to retrieve properties that are not included in the default set.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false
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Inputs
A claim transform policy object is received by the Identity parameter.

Type : None or Microsoft.ActiveDirectory.Management. ADClaimTransformPolicy

Examples
EXAMPLE 1

Description

Retrieves a list of all claims transformation policies.
C. \ PS>Get - ADCl ai nifransfornPolicy -Filter *

EXAMPLE 2
Description

Gets all the claims transformation policies that are applied to trusts made with
'corp.contoso.com'.

C.\ PS>$cont o0so = Get-ADTrust "corp.contoso. cont';
Get - ADCl ai nifransfornmPol icy -Filter {lncom ngTrust -eq $contoso
-or Qutgoi ngTrust -eq $contoso}

EXAMPLE 3

Description

Get the claims transformation policy with the name 'DenyAllPolicy'

C. \ PS>Get - ADCl ai mr ansf or nPol i cy DenyAl | Pol i cy

EXAMPLE 4

Description

Gets information on any claims transformation policies using an LDAP-based query filter
that looks for matches where policies have a name that starts with the word "DenyAll".

C.\ PS>Get - ADCl ai mTr ansfornPol i cy -LDAPFilter "(name=DenyAll*)"
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Cmdlet: Get-ADClaimType

Synops

Returns a claim type from Active Directory.

Syntax

CGet - ADCl ai niType [ - Aut hType {Negotiate | Basic}] [-Credenti al
<PSCredential >] [-Properties <String[]>] [-ResultPageSize

<I nt 32>]
[-ResultSet Size <Int32>] [-Server <String>] -Filter <String>
[ <ConmonPar anet er s>]

Get - ADCl ai nType [-ldentity] <ADC ai niType> [-Aut hType {Negoti ate |
Basi c}]

[-Credential <PSCredential>] [-Properties <String[]>] [-
Server <String>]

[ <ConmonPar anet er s>]

CGet - ADCl ai niType [-Aut hType {Negotiate | Basic}] [-Credenti al

<PSCredential >] [-Properties <String[]>] [-ResultPageSize
<I nt 32>]

[-Resul tSet Si ze <Int32>] [-Server <String>] -LDAPFilter
<String>

[ <ConmonPar anet er s>]

Description
The Get-ADClaimType cmdlet returns a claim type defined in Active Drectory.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

| Required |fa|se
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Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Neqgotiate
Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Filter

Description :Specifies a query string that retrieves Active Directory objects. This string
uses the PowerShell Expression Language syntax. The PowerShell Expression
Language syntax provides rich type-conversion support for value types received by the
Filter parameter. The syntax uses an in-order representation, which means that the
operator is placed between the operand and the value. For more information about the
Filter parameter, see about_ActiveDirectory_Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory object by providing one of the following
property values. The identifier in parentheses is the LDAP display name for the attribute.

Required true
Position 1
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Default value

Accept pipeline input?

True (ByValue)

Accept wildcard characters?

false

Parameter :LDAPFilter

Description :Specifies an LDAP query string that is used to filter Active Directory objects.
You can use this parameter to run your existing LDAP queries. The Filter parameter
syntax supports the same functionality as the LDAP syntax. For more information, see
the Filter parameter description and the about_ActiveDirectory_Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Properties

Description :Specifies the properties of the output object to retrieve from the server. Use
this parameter to retrieve properties that are not included in the default set.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ResultPageSize

Description :Specifies the number of objects to include in one page for an Active
Directory Domain Services query.

Required false
Position named
Default value 256
Accept pipeline input? false
Accept wildcard characters? false

Parameter :ResultSetSize
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Description :Specifies the maximum number of objects to return for an Active Directory
Domain Services query. If you want to receive all of the objects, set this parameter to
$null (null value). You can use Ctrl+c to stop the query and return of objects.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Examples

EXAMPLE 1

Description

Retrieves a list of all claim types.

C.\ PS>Get - ADCl ai nType -Filter *

EXAMPLE 2

Description

Get all the claim types that are sourced from the attribute 'title'.

C. \ PS>Get - ADCl ai niType -Filter {SourceAttribute -eq "title'}
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EXAMPLE 3

Description

Get the claim type with display name 'Employee Type'.
C. \ PS>Get - ADCl ai niType " Enpl oyee Type"

EXAMPLE 4

Description

Get all properties of the claim type with display name 'Employee Type'.

C. \ PS>Get - ADCl ai niType "Enpl oyee Type" -Properties *
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Cmdlet: Get-ADComputer

Synops

Gets one or more Active Directory computers.

Syntax

CGet - ADConput er [-Aut hType {Negotiate | Basic}] [-Credenti al
<PSCredential >] [-Properties <String[]>] [-ResultPageSize
<I nt 32>]
[-Resul t Set Si ze <Int32>] [-SearchBase <String>] [-SearchScope
{Base |
OnelLevel | Subtree}] [-Server <String>] -Filter <String>
[ <ConmonPar anet er s>]

Get - ADConputer [-ldentity] <ADComputer> [-AuthType {Negotiate |
Basi c}]

[-Credential <PSCredential>] [-Partition <String>] [-
Properties

<String[]>] [-Server <String>] [<ConmonParaneters>]

Get - ADConput er [-Aut hType {Negotiate | Basic}] [-Credenti al
<PSCredential >] [-Properties <String[]>] [-ResultPageSize
<l nt 32>]
[-Resul t Set Si ze <Int32>] [-SearchBase <String>] [-SearchScope
{Base |
OnelLevel | Subtree}] [-Server <String>] -LDAPFilter <String>
[ <ConmonPar anet er s>]

Description

The Get-ADComputer cmdlet gets a computer or performs a search to retrieve multiple
computers.

The Identity parameter specifies the Active Directory computer to retrieve. You can
identify a computer by its distinguished name (DN), GUID, security identifier (SID) or
Security Accounts Manager (SAM) account name. You can also set the parameter to a
computer object variable, such as $<localComputerObject> or pass a computer object
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through the pipeline to the ldentity parameter.

To search for and retrieve more than one computer, use the Filter or LDAPFilter
parameters. The Filter parameter uses the PowerShell Expression Language to write
guery strings for Active Directory. PowerShell Expression Language syntax provides rich
type conversion support for value types received by the Filter parameter. For more
information about the Filter parameter syntax, see about_ActiveDirectory_Filter. If you
have existing LDAP query strings, you can use the LDAPFilter parameter.

This cmdlet retrieves a default set of computer object properties. To retrieve additional
properties use the Properties parameter. For more information about the how to
determine the properties for computer objects, see the Properties parameter description.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Filter

Description :Specifies a query string that retrieves Active Directory objects. This string
uses the PowerShell Expression Language syntax. The PowerShell Expression

116



Language syntax provides rich type-conversion support for value types received by the
Filter parameter. The syntax uses an in-order representation, which means that the
operator is placed between the operand and the value. For more information about the
Filter parameter, see about_ActiveDirectory_Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory computer object by providing one of the
following property values. The identifier in parentheses is the LDAP display nhame for the

attribute.

Required true

Position 1

Default value

Accept pipeline input? True (ByValue)
Accept wildcard characters? false

Parameter :LDAPFilter

Description :Specifies an LDAP query string that is used to filter Active Directory objects.
You can use this parameter to run your existing LDAP queries. The Filter parameter
syntax supports the same functionality as the LDAP syntax. For more information, see
the Filter parameter description and the about_ActiveDirectory_Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Partition

Description :Specifies the distinguished name of an Active Directory partition. The
distinguished name must be one of the naming contexts on the current directory server.
The cmdlet searches this partition to find the object defined by the Identity parameter.
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Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Properties

Description :Specifies the properties of the output object to retrieve from the server. Use
this parameter to retrieve properties that are not included in the default set.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ResultPageSize

Description :Specifies the number of objects to include in one page for an Active
Directory Domain Services query.

Required false
Position named
Default value 256
Accept pipeline input? false
Accept wildcard characters? false

Parameter :ResultSetSize

Description :Specifies the maximum number of objects to return for an Active Directory
Domain Services query. If you want to receive all of the objects, set this parameter to
$null (null value). You can use Ctrl+c to stop the query and return of objects.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false
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Parameter :SearchBase

Description :Specifies an Active Directory path to search under.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :SearchScope
Description :Specifies the scope of an Active Directory search. Possible values for this
parameter are:

Required false
Position named
Default value Subtree
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Inputs
A computer object is received by the Identity parameter.

Type : None or Microsoft.ActiveDirectory.Management. ADComputer

Outputs
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Returns one or more computer objects.

This Get-ADComputer cmdlet returns a default set of ADComputer property values. To
retrieve additional ADComputer properties, use the Properties parameter of this cmdlet.

To view the properties for an ADComputer object, see the following examples. To run
these examples, replace <computer> with a computer identifier such as the SAM account
name of your local computer.

To get a list of the default set of properties of an ADComputer object, use the following
command:

Get-ADComputer <computer>| Get-Member
To get a list of all the properties of an ADComputer object, use the following command:
Get-ADComputer <computer> -Properties ALL | Get-Member

Type : Microsoft.ActiveDirectory.Management. ADComputer

Notes
Examples
EXAMPLE 1

Description

Get a specific computer showing all the properties.
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C. \ PS>Get - ADConput er "Fabri kam SRV1"

Account Expi rat i onDat e
account Expi res
Account Lockout Ti ne
Account Not Del egat ed

Al | owRever si bl ePasswor dEncrypti on

BadLogonCount
Cannot ChangePasswor d
Canoni cal Name

Fabri kam coni Conput er s/ f abri kam srvl

Certificates

CN

codePage

count r yCode

Creat ed

creat eTi meSt anp
Del et ed
Description

Di spl ayNane

Di sti ngui shedNane

srvl, CN=Conput er s, DC=Fabr i kam

DC=com

DNSHost Nane

DoesNot Requi r ePr eAut h
dSCor ePr opagat i onDat a
12/ 31/ 1600 4:00:01

PM

Enabl ed

Honedi r Requi r ed
HonmePage

i nst anceType

| Pv4Addr ess

| Pv6Addr ess

i sCritical Syst enlbj ect
i sDel et ed

Last BadPasswor dAt t enpt
Last KnownPar ent

Last LogonDat e

| ocal Pol i cyFl ags
Locati on

LockedCQut

ManagedBy

01, QU=User Account s, QU

=Managed, DC=Fabr i kam DC=com

Menber O

MNSLogonAccount

Modi fi ed

nodi fyTi neSt anp

msDS- User - Account - Cont r ol
Name

nTSecurityDescri ptor

- Conmput ed 5

-Properties *

9223372036854775807

Fal se
Fal se

Fal se

}
a

bri kam srvl

OO

3/ 16/ 2009 4:15:00 PM
3/ 16/ 2009 4:15:00 PM

CN=f abri kam

Fal se
{3/ 16/ 2009 4:21:51 PM

True
Fal se

0

Fal se

0

NA/ HQ Bui | di ng A

Fal se

CN=SQL Adm ni strator

{}

Fal se

3/ 16/ 2009 4:23: 01 PM
3/ 16/ 2009 4:23:01 PM
0

fabri kam srvl

System DirectoryServices. Acti veDi rect orySe

curity
hj ect Cat egory

CN=Conput er , CN=Schema, CN=Conf i gurat i on, DC=

Fabri kam DC=com
(bj ect d ass

bj ect QU D
€6616662c0b0
objectSid

conput er
828306a3- 8ccd- 410e- 9537-

S-1-5-21-41432690-



3719764436- 1984117282- 11
30

Oper ati ngSyst em

Oper ati ngSyst entot fi x

Oper at i ngSyst enfSer vi cePack
Oper at i ngSyst enVer si on
Passwor dExpi r ed

Passwor dLast Set

Passwor dNever Expi r es
Passwor dNot Requi r ed

Pri maryG oup

Comput er s, CN=User s, DC=Fabri kam D
C=com

pri maryG oupl D

Pr ot ect edFr omAcci dent al Del eti on
pwdLast Set

SamAccount Nanme

sAMAccount Type

sDRi ght sEf f ecti ve

Ser vi ceAccount

servi cePrinci pal Nane

SRV1. FABRI KAM COM an

Fal se

Fal se
Fal se
CN=Domai n

515

Fal se

0

fabri kam srv1l$
805306369

0

{}
{ MSOLAPSVC. 3/ FABRI KAM

al yze, MSSQLSVC/ FABRI KAM SRV1. FABRI KAM COM

: 1456}
Servi cePri nci pal Nanes
SRV1. FABRI KAM COM an

{ MSOLAPSVC. 3/ FABRI KAM

al yze, MSSQLSVC/ FABRI KAM SRV1. FABRI KAM COM

: 1456}

SID

3719764436- 1984117282- 11
30

SI DHi story

Tr ust edFor Del egati on

Tr ust edToAut hFor Del egat i on
UseDESKeyOnl y

user Account Cont r ol
userCertificate

User Pri nci pal Name
uSNChanged

USNCr eat ed

whenChanged

whenCr eat ed

EXAMPLE 2

S-1-5-21-41432690-

Fal se
Fal se
Fal se
4096

{}

36024
35966
3/ 16/ 2009 4:23:01 PM
3/ 16/ 2009 4:15:00 PM

Description

Get all the computers with a name starting by a particular string and showing the name,

dns hostname and IPv4 address.
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C. \ PS>Get - ADConputer -Filter 'Name -1ike "Fabrikanmr"'
Properties | Pv4Address | FT Nane, DNSHost Nane, | Pv4Address - A

narme dnshost nane i pv4addr ess

FABRI KAM SRV1 FABRI KAM SRV1. Fabri kam com 10. 194. 99. 181
FABRI KAM SRV2 FABRI KAM SRV2. Fabri kam com 10. 194. 100. 37

EXAMPLE 3

Description

Get all the computers that have changed their password in the last 90 days.

C.\PS>$d = [DateTi ne]:: Today. AddDays(-90); Get-ADConputer -
Filter 'PasswordLastSet -ge $d' -Properties PasswordLast Set |
FT Nane, Passwor dLast Set

Nane
Passwor dLast Set

FABRI KAM SRV4
3/ 12/ 2009 6: 40: 37 PM
FABRI KAM SRV5
3/ 12/ 2009 7:05:45 PM

EXAMPLE 4

Description

Get the computer accounts in the location: "CN=Computers,DC=Fabrikam,DC=com" that
are listed as laptops (using an LDAPFilter)

C.\ PS>Get - ADConput er -LDAPFilter "(name=*|aptop*)" -SearchBase
" CN=Conput er s, DC=Fabr i kam DC=conft

namne

sar adavi - | apt op
jeffpr-1aptop

EXAMPLE 5

Description
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Get all computer accounts.
C. \ PS>Get - ADConputer -Filter *
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Cmdlet: Get-ADComputerServiceAccount

Synops

Gets the service accounts hosted by a computer.

Syntax

Get - ADConput er Ser vi ceAccount [-ldentity] <ADConputer> [-AuthType
{Negotiate | Basic}] [-Credential <PSCredential>] [-Partition
<String>]
[-Server <String>] [<ConmonParaneters>]

Description

The Get-ADComputerServiceAccount cmdlet gets all of the service accounts that are
hosted by the specified computer.

The Computer parameter specifies the Active Directory computer that hosts the service
accounts. You can identify a computer by its distinguished name (DN), GUID, security
identifier (SID) or Security Accounts Manager (SAM) account name. You can also set the
Computer parameter to a computer object variable, such as $<localComputerobject>, or
pass a computer object through the pipeline to the Computer parameter. For example,
you can use the Get-ADComputer cmdlet to retrieve a computer object and then pass the
object through the pipeline to the Get-ADComputerServiceAccount cmdlet.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential
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Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory computer object by providing one of the
following property values. The identifier in parentheses is the LDAP display nhame for the

attribute.

Required true
Position 1
Default value

Accept pipeline input?
Accept wildcard characters?

True (ByValue)
false

Parameter :Partition
Description :Specifies the distinguished name of an Active Directory partition. The

distinguished name must be one of the naming contexts on the current directory server.
The cmdlet searches this partition to find the object defined by the Identity parameter.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.
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Required false

Position named
Default value
Accept pipeline input? false

Accept wildcard characters? false

Inputs
A computer object is received by the Computer parameter.

Type : Microsoft.ActiveDirectory.Management. ADComputer

Outputs

Returns one or more objects that represent the service accounts hosted by the specified
computer.
Type : Microsoft.ActiveDirectory.Management.ADServiceAccount

Notes
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Cmdlet: Get-ADDCCloningExcludedApplicationList

Synops
Returns the list of installed programs and services present on this domain controller that
are not in the default or user defined inclusion list.

Syntax

Get - ADDCCl oni ngExcl udedAppl i cationList [-Force] [-Path <String>]
- Generat eXnm [ <CommonPar anet er s>]

Description

The Get-ADDCCloningExcludedApplicationList cmdlet searches the local domain
controller for programs and services in the installed programs database, the services
control manager that are not specified in the default and user defined inclusion list. The
applications in the resulting list can be added to the user defined exclusion list if they are
determined to support cloning. If the applications are not cloneable, they should be
removed from the source domain controller before the clone media is created. Any
application that appears in cmdlet output and is not included in the user defined inclusion
list will force cloning to fail.

Once you have granted a source virtualized DC permissions to be cloned, the Get-
ADDCCIloningExcludedApplicationList cmdlet should be run a first time with no additional
parameters on the source virtualized domain controller to identify all programs or
services that are to be evaluated for cloning. Next, vet the returned list with your software
vendors and remove any applications from the list that cannot be safely cloned. Finally,
you can run the Get-ADDCCloningExcludedApplicationList cmdlet again using the
—GenerateXml parameter set to create the CustomDCCloneAllowList.xml file.

The Get-ADDCCloningExcludedApplicationList cmdlet needs to be run before the New-
ADDCCIloneConfigFile cmdlet is used because if the New-ADDCCloneConfigFile cmdlet
detects an excluded application, it will not create a DCCloneConfig.xml file. For more
information on virtual domain controller cloning, see the guidance on AD DS virtualization
at http://go.microsoft.com/fwlink/?Linkld=208030.

Parameters
Parameter :Force

Description :Forces an overwrite of an existing CustomDCCloneAllowList.xml file if one is
found to exist at the folder path specified in the -Path parameter.
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Required false

Position named
Default value
Accept pipeline input? false

Accept wildcard characters? false

Parameter :GenerateXml

Description :Creates the CustomDCCloneAllowList.xml file and writes it in the location
specified using the -Path parameter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Path

Description :The folder path to use when creating the CustomDCCloneAllowList.xml file
using the -GenerateXml switch parameter.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Examples

EXAMPLE 1

Description

Displays the excluded application list to the console. If there is already a
CustomDCCloneAllowList.xml, this cmdlet displays the delta of that list compared to the
operating system (which may be nothing if the lists match).

C:. \ PS>Get - ADDCCl oni ngExcl udedAppl i cati onLi st
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EXAMPLE 2

Description

Generates the excluded application list as a file named CustomDCCloneAllowList.xml at
the specified folder path (C:\Windows\NTDS) and forces overwrite if a file by that name is
found to already exist at that path location.

C:. \ PS>Get - ADDCCl oni ngExcl udedAppl i cati onLi st - GeneratexXm -
Pat h C:\ W ndows\ NTDS - Force
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Cmdlet: Get-ADDefaultDomainPasswordPolicy

Synops

Gets the default password policy for an Active Directory domain.

Syntax

CGet - ADDef aul t Dormai nPasswor dPolicy [[-CQurrent] {Local Conputer |
LoggedOnUser}] [-AuthType {Negotiate | Basic}] [-Credenti al
<PSCredential >] [-Server <String>] [<ConmonParaneters>]

Cet - ADDef aul t Dormai nPasswor dPolicy [-1dentity]

<ADDef aul t Domai nPasswor dPol i cy> [ - Aut hType {Negotiate |
Basi c}]

[-Credential <PSCredential>] [-Server <String>]
[ <ConmonPar anet er s>]

Description

The Get-ADDefaultDomainPasswordPolicy cmdlet gets the default password policy for a
domain.

The Identity parameter specifies the Active Directory domain. You can identify a domain
by its Distinguished Name (DN), GUID, Security Identifier (SID), DNS domain name, or
NETBIOS name. You can also set the parameter to a domain object variable, such as
$<localDomainObject> or pass a domain object through the pipeline to the Identity
parameter.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false
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Accept wildcard characters? |false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Current

Description :Specifies whether to return the domain of the local computer or the current
logged on user (CLU). Possible values for this parameter are:

Required false
Position 2
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory domain object by providing one of the following
property values. The identifier in parentheses is the LDAP display name for the attribute.
All values are for the domainDNS object that represents the domain.

Required true
Position 1
Default value

Accept pipeline input?
Accept wildcard characters?

True (ByValue)
false

Parameter :Server
Description :Specifies the Active Directory Domain Services instance to connect to, by
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providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Inputs
A domain object is received by the Identity parameter.

Type : Microsoft.ActiveDirectory.Management. ADDomain

Outputs
Returns the default domain password policy object for the specified domain.

Type : Microsoft.ActiveDirectory.Management.ADDefaultDomainPasswordPolicy

Notes
Examples

EXAMPLE 1

Description

Get the default domain password policy from current logged on user domain.
C. \ PS>Get - ADDef aul t Domai nPasswor dPol i cy - Current LoggedOnUser

EXAMPLE 2

Description

Get the default domain password policy from current local computer.

C. \ PS>Get - ADDef aul t Domai nPasswor dPol i cy - Current Local Conput er

EXAMPLE 3
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Description

Get the default domain password policy from a given domain.

C:. \ PS>Get - ADDef aul t Domai nPasswor dPol i cy -ldentity fabrikam com

EXAMPLE 4

Description

Get the default domain password policy objects from all the domains in the forest.

C. \ PS>( Get - ADForest -Current LoggedOnUser).Domains | 9% GCet-
ADDef aul t Dormai nPasswordPolicy -ldentity $_ }

EXAMPLE 5

Description

Get the default domain password policy from current logged on user domain.

C. \ PS>Get - ADDef aul t Domai nPasswor dPol i cy
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Cmdlet; Get-ADDomain

Synops

Gets an Active Directory domain.

Syntax

CGet - ADDomai n [ - Aut hType {Negotiate | Basic}] [-Credenti al

<PSCr edent i al >]
[-Current {Local Conputer | LoggedOnUser}] [-Server <String>]
[ <ConmonPar anet er s>]

CGet - ADDomai n [-ldentity] <ADDomai n> [-Aut hType {Negotiate |
Basi c}]

[-Credential <PSCredential>] [-Server <String>]
[ <ConmonPar anet er s>]

Description

The Get-ADDomain cmdlet gets the Active Directory domain specified by the parameters.
You can specify the domain by setting the Identity or Current parameters.

The Identity parameter specifies the Active Directory domain to get. You can identify the
domain object to get by its Distinguished Name (DN), GUID, Security Identifier (SID),
DNS domain name, or NetBIOS name. You can also set the parameter to a domain
object variable, such as $<localDomainObject> or pass a domain object through the
pipeline to the Identity parameter.

To get the domain of the local computer or current logged on user (CLU) set the Current
parameter to LocalComputer or LoggedOnUser. When you set the Current parameter,
you do not need to set the Identity parameter.

When the Current parameter is set to LocalComputer or LogedOnUser, the cmdlet uses
the Server and Credential parameters according to the following rules.

-If both the Server and Credential parameters are not specified:

--The domain is set to the domain of the LocalComputer or LoggedOnUser and a server
is located in this domain. The credentials of the current logged on user are used to get
the domain.

-If the Server parameter is specified and the Credential parameter is not specified:

--The domain is set to the domain of the specified server and the cmdlet checks to make
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sure that the server is in the domain of the LocalComputer or LoggedOnUser. Then the
credentials of the current logged on user are used to get the domain. An error is returned
when the server is not in the domain of the LocalComputer or LoggedOnUser.

-If the Server parameter is not specified and the Credential parameter is specified:

--The domain is set to the domain of the LocalComputer or LoggedOnUser and a server
is located in this domain. Then the credentials specified by the Credential parameter are
used to get the domain.

If the Server and Credential parameters are specified:

The domain is set to the domain of the specified server and the cmdlet checks to make
sure that the server is in the domain of the LocalComputer or LoggedOnUser. Then the
credentials specified by the Credential parameter are used to get the domain. An error is
returned when the server is not in the domain of the LocalComputer or LoggedOnUser.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Current
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Description :Specifies whether to return the domain of the local computer or the current
logged on user (CLU). Possible values for this parameter are:

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory domain object by providing one of the following
property values. The identifier in parentheses is the LDAP display name for the attribute.
All values are for the domainDNS object that represents the domain.

Required true
Position 1
Default value

Accept pipeline input?
Accept wildcard characters?

True (ByValue)
false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Inputs
A domain object is received by the Identity parameter.

Type : None or Microsoft.ActiveDirectory.Management. ADDomain

Outputs
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Returns one or more domain objects.

The cmdlet returns all of the properties of the domain. To view all of the properties for an
ADDomain object, use the following command and replace <domain> with a domain
controller identifier such as a DNS host hame.

Get-ADDomain <domain>| Get-Member

Type : Microsoft.ActiveDirectory.Management. ADDomain

Notes
Examples
EXAMPLE 1

Description

Gets the domain information for the domain ‘fabrikam.com'.
C: \ PS>Get - ADDonmi n fabri kam com

EXAMPLE 2

Description

Get the domain information of the current local computer domain.

C. \ PS>Get - ADDonmai n - Current Local Conput er

EXAMPLE 3

Description

Gets the domain information for the domain of the currently logged on user.
C. \ PS>Get - ADDonmi n - Current LoggedOnUser

EXAMPLE 4

Description

Gets the domain information for the domain of the currently logged on user.
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C:. \ PS>Get - ADDonmi n

Al | owedDNSSuf f i xes {}

Chi | dDomai ns {}

Comput er sCont ai ner

CN=Conput er s, DC=Fabr i kam DC=com

Del et edQbj ect sCont ai ner : CN=Del et ed

bj ect s, DC=Fabr i kam DC=com

Di sti ngui shedNane . DC=Fabri kam DC=com
DNSRoot . Fabri kam com

Domai nCont r ol | er sCont ai ner . OU=Donmi n

Control | ers, DC=Fabri kam DC=com

Domai nMbde . W ndows2003Donai n
Domai nSI D S 1-5-21-41432690-

3719764436- 1984117282
For ei gnSecuri tyPri nci pal sCont ai ner :
CN=For ei gnSecuri tyPrinci pal s, DC=Fabri kam DC=com

For est . Fabri kam com

I nfrastructureMster . Fabri kam DC1. Fabri kam com
Last LogonRepl i cati onl nt er val :

Li nkedG oupPol i cyCbj ect s : {CN={31B2F340- 016D- 11D2-

945F- 00C04FB984F9} , CN=Pol i ci es, CN=Syst em DC=Fabri kam DC=com}
Lost AndFoundCont ai ner
CN=Lost AndFound, DC=Fabr i kam DC—com

ManagedBy :

Name : Fabri kam

Net Bl OSNane :  FABRI KAM

(bj ect d ass . domai NDNS

Obj ect QUI D . b63b4f 44-58b9- 49cf - 8911-
b36e8575d5eb

Par ent Dormai n :

PDCEnul at or : Fabri kam DC1. Fabri kam com
Quot asCont ai ner . CN=NTDS

Quot as, DC=Fabri kam DC=com

ReadOnl yRepl i caDi rect oryServers . {CSD2722780. Fabri kam con}
Repl i caDi rectoryServers . {Fabri kam

DC1. Fabri kam cont

Rl Divast er : Fabri kam DCL1. Fabri kam com

Subor di nat eRef er ences

{ DC=For est DnsZones, DC=Fabr i kam DC—com
DC=Domai nDnsZones, DC—Fabr| kam DC=com CN=Co
nfi gurati on, DC=Fabr i kam DC=con}

Syst ensCont ai ner

CN=Syst em DC=Fabr i kam DC=com

User sCont ai ner

CN=User s, DC=Fabr i kam DC=com
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Cmdlet; Get-ADDomainController

Synops
Gets one or more Active Directory domain controllers based on discoverable services

criteria, search parameters or by providing a domain controller identifier, such as the
NetBIOS name.

Syntax
CGet - ADDonmi nController [[-l1dentity] <ADDomai nController>] [-
Aut hType

{Negotiate | Basic}] [-Credential <PSCredential>] [-Server
<String>]

[ <ConmonPar anet er s>]

CGet - ADDomai nControl l er [-AuthType {Negotiate | Basic}] [-
Avoi dSel f]
[ - Domai nNane <String>] [-ForcebDiscover] |-
M ni munDi r ect or ySer vi ceVer si on
{Wndows2000 | W ndows2008 | Wndows2012 | W ndows2012R2}]
[-NextCl osestSite] [-Service {ADWs | d obal Catal og | KDC |
Pri maryDC |
Rel i abl eTi meService | TinmeService}] [-SiteName <String>] [-
Wit abl e]
- Di scover [ <CommonPar anet er s>]

CGet - ADDomai nControl l er [-AuthType {Negotiate | Basic}] [-
Credenti al

<PSCredential >] [-Server <String>] -Filter <String>
[ <ConmonPar anet er s>]

Description

The Get-ADDomainController cmdlet gets the domain controllers specified by the
parameters. You can get domain controllers by setting the Identity, Filter or Discover
parameters.

The Identity parameter specifies the domain controller to get. You can identify a domain
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controller by its GUID, IPV4Address, global IPV6Address, or DNS host name. You can
also identify a domain controller by the name of the server object that represents the
domain controller, the Distinguished Name (DN) of the NTDS settings object or the
server object, the GUID of the NTDS settings object or the server object under the
configuration partition, or the DN of the computer object that represents the domain
controller. You can also set the Identity parameter to a domain controller object variable,
such as $<localDomainControllerObject>, or pass a domain controller object through the
pipeline to the Identity parameter.

To search for and retrieve more than one domain controller, use the Filter parameter.
The Filter parameter uses the PowerShell Expression Language to write query strings for
Active Directory. PowerShell Expression Language syntax provides rich type conversion
support for value types received by the Filter parameter. For more information about the
Filter parameter syntax, see about_ActiveDirectory_Filter. You cannot use an LDAP
query string with this cmdlet.

To get a domain controller by using the discovery mechanism of DCLocator, use the
Discover parameter. You can provide search criteria by setting parameters such as
Service, SiteName, DomainName, NextClosestSite, AvoidSelf, and ForceDiscover.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :AvoidSelf

Description :Specifies to not return the current computer as a domain controller. If the
current computer is not a domain controller, this parameter is ignored. You can specify
this parameter when you want to get the name of another domain controller in the
domain.

Required false
Position named
Default value
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Accept pipeline input? false
Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Discover

Description :Specifies to return a discoverable domain controller that meets the
conditions specified by the cmdlet parameters.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :DomainName

Description :Specifies the domain to search. The cmdlet locates a discoverable domain
controller in this domain. Specify the domain by using the NetBIOS name or Fully
Qualified Domain Name (FQDN) of the domain.

Required false

Position named

Default value Name of the domain to which
this machine is joined

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Filter
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Description :Specifies a query string that retrieves Active Directory objects. This string
uses the PowerShell Expression Language syntax. The PowerShell Expression
Language syntax provides rich type-conversion support for value types received by the
Filter parameter. The syntax uses an in-order representation, which means that the
operator is placed between the operand and the value. For more information about the
Filter parameter, see about_ActiveDirectory_Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ForceDiscover

Description :Forces the cmdlet to clear any cached domain controller information and
perform a new discovery. If this parameter is not specified the cmdlet may return
cached domain controller information.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory domain controller object by providing one of
the following values. The identifier in parentheses is the LDAP display name for the
attribute. Unless specified otherwise, these values are for the server object that
represents the domain controller.

Required false

Position 1

Default value

Accept pipeline input? True (ByValue)
Accept wildcard characters? false

Parameter :MinimumDirectoryServiceVersion

Description :Species the earliest operating system that the domain controller can have so

143



that it is returned by the cmdlet when getting a DC using -Discover switch. Possible
values are:

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :NextClosestSite

Description :Specifies to return a domain controller in the next closest site when a
domain controller is not found in the site that contains the client. The next closest site is
the site with the lowest site link cost with respect to the current site. Costs between sites
are based on factors such as bandwidth, as well as physical proximity.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Service

Description :Species the types of domain controllers to get. You can specify more than
one type by using a comma-separated list. Possible values for this parameter are:
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Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :SiteName

Description :Specifies the name of a site to search in to find the domain controller. If this
parameter is not set, the cmdlet searches for domain controllers in the same site as the

client. The name of the site is defined by the Name property of the site object.

Required

false

Position

named

Default value

Name of the site that the client
isin

Accept pipeline input?

false

Accept wildcard characters?

false

Parameter :Writable

Description :Specifies whether or not this is a writable domain controller.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Inputs

A domain controller object is received by the Identity parameter.

Type : Microsoft.ActiveDirectory.Management. ADDomainController

Outputs

Returns one or more domain controller objects.

When you use the Discover parameter to get a domain controller, the cmdlet returns a

default set of property values for each domain controller.

When you use the Identity or Filter parameters to get a domain controller, this cmdlet

returns all of the properties of the domain controller.
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To view all of the properties for an ADDomainController object, use the following
command and replace <domaincontroller> with a domain controller identifier such as a
DNS host name.

Get-ADDomainController <domaincontroller>| Get-Member

Type : Microsoft.ActiveDirectory.Management. ADDomainController

Notes
Examples
EXAMPLE 1

Description

Get one available DC in a given site using Discovery.

C. \ PS>CGet - ADDomai nControl |l er -Di scover -Site "Defaul t-First-
Si t e- Nanme"

EXAMPLE 2

Description

Force discover/find one available DC in a given site.

C: \ PS>Get - ADDonmi nControl l er -Di scover -Site "Default-First-
Si t e- Nanme" - For ceDi scover

EXAMPLE 3

Description

Get a global catalog in the current forest using Discovery.

C. \ PS>Get - ADDonai nControl | er -Di scover -Service
"d obal Cat al og"

EXAMPLE 4

Description

Get a global catalog in the current forest using Discovery.
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C:. \ PS>Get - ADDonmi nControl |l er -Di scover -Service 2

EXAMPLE 5

Description

Get one available DC in the current domain using Discovery.
C. \ PS>Get - ADDonai nControl | er -Di scover

EXAMPLE 6

Description

Get one available DC in a given domain using Discovery.
C: \ PS>Get - ADDonmi nControl l er -Di scover -Domain "fabrikam cont

EXAMPLE 7

Description

Get the PDC using Discovery and make sure that is advertising as a time server.

C:.\ PS>Get - ADDomai nControl | er -Di scover -Domain
"cor p.contoso. cont' -Service "PrinmaryDC',"Ti meService"

EXAMPLE 8

Description

Get a domain controller using its NetBIOS name.
C.\ PS>Get - ADDomai nControl l er -ldentity "PDC 01"

EXAMPLE 9

Description
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Get a domain controller using its NetBIOS name.
C. \ PS>Get - ADDonai nControl | er "PDC- 01"

EXAMPLE 10

Description

Get a domain controller using its DNS host name, in a given domain (specified in Server
parameter) and specifying administrator credentials.

C. \ PS>CGet - ADDonmai nControl l er -ldentity "TK5- CORP- DC-
10. f abri kam conf -Server "fabri kam conf -Credenti al
"corp\adni ni strator"

EXAMPLE 11

Description

Get a domain controller using its IP address.
C.\ PS>Get - ADDomai nControl l er -ldentity "168.54.62.57"

EXAMPLE 12

Description

Get all global catalogs in a given site.

C. \ PS>Cet - ADDonai nController -Filter { isd obal Catal og -eq
$true -and Site -eq "Default-First-Site-Nane" }

EXAMPLE 13

Description

Get all ROGCs in the child domain to which the client is connected.

C. \ PS>Get - ADDonmi nControl | er -Server "research. fabri kam cont
Filter { isdobal Catalog -eq $true -and i sReadOnly -eq $true }
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EXAMPLE 14
Description

Gets the domain controller in the user's current session. This is the domain controller
used as a default Server in the context of an AD Provider. Using this cmdlet in this way
will let you know which Server is being used by default.

C. \ PS>Get - ADDonmi nControl | er

EXAMPLE 15

Description

Gets a list of all of the domain controllers for all the domains within a forest.

C.\PS>%al | DCs = (Get- ADForest). Dormains | % Get-
ADDorai nControl ler —Filter * -Server $_}
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Cmdlet: Get- o _
ADDomainControllerPasswordReplicationPolicy

Synops
Gets the members of the allowed list or denied list of a read-only domain controller's
password replication policy.

Syntax

CGet - ADDonmi nCont rol | er Passwor dRepl i cati onPol i cy
[ <ConmonPar anet er s>]

Description

The Get-ADDomainControllerPasswordReplicationPolicy gets the users, computers,
service accounts and groups that are members of the applied list or denied list for a read-
only domain controller's (RODC) password replication policy. To get the members of the
applied list, specify the AppliedList parameter. To get the members of the denied list,
specify the DeniedList parameter.

The Identity parameter specifies the RODC that uses the allowed and denied lists to
apply the password replication policy. You can identify a domain controller by its GUID,
IPV4Address, IPV6Address, or DNS host name. You can also identify a domain
controller by the name of the server object that represents the domain controller, the
Distinguished Name (DN) of the NTDS settings object or the server object, the GUID of
the NTDS settings object or the server object under the configuration partition, or the DN
of the computer object that represents the domain controller.

You can also set the Identity parameter to a domain controller object variable, such as
$<localDomainControllerobject>, or pass a domain controller object through the pipeline
to the Identity parameter. For example, you can use the Get-ADDomainController cmdlet
to retrieve a domain controller object and then pass the object through the pipeline to the
Get-ADDomainControllerPasswordReplicationPolicy cmdlet.

If you specify a writeable domain controller for this cmdlet, the cmdlet returns a non-
terminating error.

Parameters
Inputs

A domain controller object is received by the Identity parameter.
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Type : Microsoft.ActiveDirectory.Management. ADDomainController

Outputs

Returns one or more objects that represent the users, computers, service accounts and
groups that are members of the applied list or denied list of the domain controller
password replication policy. The list returned depends on the parameters specified.

Type : Microsoft.ActiveDirectory.Management.ADPrincipal

Notes
Examples
EXAMPLE 1

Description

Get from an RODC domain controller password replication policy the allowed accounts
showing the name and object class of each

C. \ PS>Get - ADDonai nCont r ol | er Passwor dRepl i cati onPolicy -
Identity "FABRI KAM RODC1" -Allowed | ft Nane, QbjectC ass

EXAMPLE 2

Description
Get the password replcation policy allowed lists from all RODCs in the domain.

C. \ PS>Get - ADDonmi nControl ler -Filter {IsReadOnly -eq $true} |
CGet - ADDonai nControl | er Passwor dRepl i cati onPolicy -Al |l owed

Di sti ngui shedNane : CN=Al | owed RODC Password Replication
G oup, CN=User s, DC—Fabr| kam DC=com

Nane Al | oned RODC Password Replication G oup
bj ect Ol ass : gr oup

bj ect QU D . 239b0470- 7f 49- 472d- 8f cb- 4911e90b2c5e
SamAccount Nane : Al owed RODC Password Replication G oup
SI D : S 1-5-21-41432690- 3719764436-1984117282-
571
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Cmdlet: Get- o _
ADDomainControllerPasswordReplicationPolicyUsage

Synops
Gets the Active Directory accounts that are authenticated by a read-only domain
controller or that are in the revealed list of the domain controller.

Syntax

CGet - ADDonai nControl | er Passwor dRepl i cati onPol i cyUsage
[ <ConmonPar anet er s>]

Description

The Get-ADDomainControllerPasswordReplicationPolicyUsage cmdlet gets the user or
computer accounts that are authenticated by a read-only domain controller (RODC) or

that have passwords that are stored on that RODC. The list of accounts that are stored
on a RODC is known as the revealed list.

To get accounts that are authenticated by the RODC, use the AuthenticatedAccounts
parameter. To get the accounts that have passwords stored on the RODC, use the
RevealedAccounts parameter.

The Identity parameter specifies the RODC. You can identify a domain controller by its
GUID, IPV4Address, global IPV6Address, or DNS host name. You can also identify a
domain controller by the name of the server object that represents the domain controller,
the Distinguished Name (DN) of the NTDS settings object of the server object, the GUID
of the NTDS settings object of the server object under the configuration partition, or the
DN of the computer object that represents the domain controller. You can also set the
Identity parameter to a domain controller object variable, such as
$<localDomainControllerobject>, or pass a domain controller object through the pipeline
to the Identity parameter. For example, you can use the Get-ADDomainController cmdlet
to retrieve a domain controller object and then pass the object through the pipeline to the
Get-ADDomainControllerPasswordReplicationPolicyUsage cmdlet. If you specify a
writeable domain controller for this cmdlet, the cmdlet returns a non-terminating error.

Parameters
Inputs
A domain controller object is received by the Identity parameter.

Type : Microsoft.ActiveDirectory.Management. ADDomainController
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Outputs

Returns one or more account objects that represent the users, computers, and service
accounts that are authenticated by the specified read-only domain controller (RODC) or
that have passwords that are stored on the RODC.

Type : Microsoft.ActiveDirectory.Management.ADAccount

Notes
Examples

EXAMPLE 1
Description

Get the authenticated accounts for a given RODC showing the name and object class of
each

C. \ PS>Get - ADDonai nCont r ol | er Passwor dRepl i cati onPol i cyUsage -
I dentity "FABRI KAM RODC1" - Aut henti catedAccounts | ft
Nane, Obj ect Cl ass - A

EXAMPLE 2

Description

Gets the revealed accounts for a given RODC showing the name and object class of
each account returned.

C: \ PS>Get - ADDonmai nCont r ol | er Passwor dRepl i cati onPol i cyUsage -
Identity "FABRI KAM RODC1" - Reveal edAccounts | ft
Nanme, Obj ect Cl ass - A

EXAMPLE 3

Description

Gets the list of accounts cached across all RODCs in the domain.
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C. \ PS>Get - ADDomai nControl ler -Filter {IsReadOnly -eq $true} |
Get - ADDonai nCont rol | er Passwor dRepl i cati onPol i cyUsage

Di sti ngui shedNane :
CN=kr bt gt 35512, CN=Users DC=Fabr i kam DC=com

Enabl ed Fal se

Name - krbt gt _35512

hj ect O ass . user

oj ect QUI D : 8c7268f 9-add3- 409c- 968b- de029e517211
SamAccount Nane . krbtgt 35512

SID : S 1-5-21-41432690- 3719764436- 1984117282-
1106

User Pri nci pal Nane :

Di stingui shedNane : CN=CSD2722780, OU=Donai n
Controllers, DC—Fabrl kam DC=com

Enabl ed Tr ue

Name . CSD2722780

bj ect C ass . conput er

hj ect U D . 63a5e005- e01f - 4f c9- ae71- 9d9367f 808bc
SamAccount Name . CSD2722780%

SI D : S-1-5-21-41432690-3719764436- 1984117282-
1105

User Pri nci pal Nane :
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Cmdlet: Get-ADFineGrainedPasswordPolicy

Synops

Gets one or more Active Directory fine grained password policies.

Syntax

Get - ADFi neG ai nedPasswor dPol i cy [-Aut hType {Negotiate | Basic}]

[-Credential <PSCredential>] [-Properties <String[]>] [-
Resul t PageSi ze

<Int32>] [-ResultSetSize <Int32>] [-SearchBase <String>] |[-
Sear chScope

{Base | OneLevel | Subtree}] [-Server <String>] -Filter
<String>

[ <ConmonPar anet er s>]

CGet - ADFi neGrai nedPasswordPolicy [-ldentity]
<ADFi neG ai nedPasswor dPol i cy>

[-Aut hType {Negotiate | Basic}] [-Credential <PSCredenti al >]
[-Properties

<String[]>] [-Server <String>] [<ConmonParaneters>]

Cet - ADFi neGr ai nedPasswor dPol i cy [-Aut hType {Negotiate | Basic}]

[-Credential <PSCredential>] [-Properties <String[]>] [-
Resul t PageSi ze

<Int32>] [-ResultSetSize <Int32>] [-SearchBase <String>] [-
Sear chScope

{Base | OnelLevel | Subtree}] [-Server <String>] -LDAPFilter
<String>

[ <ConmonPar anet er s>]

Description

The Get-ADFineGrainedPasswordPolicy cmdlet gets a fine grained password policy or
performs a search to retrieve multiple fine grained password policies.

The Identity parameter specifies the Active Directory fine grained password policy to get.
You can identify a fine grained password policy by its distinguished name (DN), GUID or
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name. You can also set the parameter to a fine grained password policy object variable,
such as $<localFineGrainedPasswordPolicyObject> or pass a fine grained password
policy object through the pipeline to the Identity parameter.

To search for and retrieve more than one fine grained password policies, use the Filter or
LDAPFilter parameters. The Filter parameter uses the PowerShell Expression Language
to write query strings for Active Directory. PowerShell Expression Language syntax
provides rich type conversion support for value types received by the Filter parameter.
For more information about the Filter parameter syntax, see about_ActiveDirectory_Filter.
If you have existing LDAP query strings, you can use the LDAPFilter parameter.

This cmdlet retrieves a default set of fine grained password policy object properties. To
retrieve additional properties use the Properties parameter. For more information about
the how to determine the properties for FineGrainedPasswordPolicy objects, see the
Properties parameter description.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Filter
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Description :Specifies a query string that retrieves Active Directory objects. This string
uses the PowerShell Expression Language syntax. The PowerShell Expression
Language syntax provides rich type-conversion support for value types received by the
Filter parameter. The syntax uses an in-order representation, which means that the
operator is placed between the operand and the value. For more information about the
Filter parameter, see about_ActiveDirectory_Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory fine-grained password policy object by
providing one of the following property values. The identifier in parentheses is the LDAP
display name for the attribute.

Required true

Position 1

Default value

Accept pipeline input? True (ByValue)
Accept wildcard characters? false

Parameter :LDAPFilter

Description :Specifies an LDAP query string that is used to filter Active Directory objects.
You can use this parameter to run your existing LDAP queries. The Filter parameter
syntax supports the same functionality as the LDAP syntax. For more information, see
the Filter parameter description and the about_ActiveDirectory_Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Properties

Description :Specifies the properties of the output object to retrieve from the server. Use
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this parameter to retrieve properties that are not included in the default set.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ResultPageSize

Description :Specifies the number of objects to include in one page for an Active
Directory Domain Services query.

Required false
Position named
Default value 256
Accept pipeline input? false
Accept wildcard characters? false

Parameter :ResultSetSize

Description :Specifies the maximum number of objects to return for an Active Directory
Domain Services query. If you want to receive all of the objects, set this parameter to
$null (null value). You can use Ctrl+c to stop the query and return of objects.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :SearchBase

Description :Specifies an Active Directory path to search under.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false
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Parameter :SearchScope

Description :Specifies the scope of an Active Directory search. Possible values for this

parameter are:

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Inputs
A fine grained password policy is received by the Identity parameter.

Type : None or Microsoft.ActiveDirectory.Management.ADFineGrainedPasswordPolicy

Outputs
Returns one or more fine grained password policy objects.

This cmdlet returns a default set of ADFineGrainedPasswordPolicy property values. To
retrieve additional ADFineGrainedPasswordPolicy properties, use the Properties
parameter.

To view the properties for an ADFineGrainedPasswordPolicy object, see the following
examples. To run these examples, replace <fine grained password policy> with a fine
grained password policy identifier such as the name of your local fine grained password
policy.

To get a list of the default set of properties of an ADFineGrainedPasswordPolicy object,
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use the following command:
Get-ADFineGrainedPasswordPolicy <fine grained password policy>| Get-Member

To get a list of all the properties of an ADFineGrainedPasswordPolicy object, use the
following command:

Get-ADFineGrainedPasswordPolicy <fine grained password policy> -Properties * | Get-
Member

Type : Microsoft.ActiveDirectory.Management. ADFineGrainedPasswordPolicy

Notes
Examples
EXAMPLE 1

Description

-0

. \ PS>Get - ADFi neGr ai nedPasswordPolicy -Filter {Nanme -like "*"}
ft Nane, Precedence, MaxPasswor dAge, M nPasswor dLengt h - A

Nanme Precedence MaxPasswor dAge M nPasswor dLengt h
Domai nUser sPSO 500 60. 00: 00: 00 8
SvcAccPSO 100 30. 00: 00: 00 20
Adm nsPSO 200 15. 00: 00: 00 10
DI gt dAdmi nsPSO 300 20.00: 00: 00 10
EXAMPLE 2
Description

Get the Fine Grained Password Policy named 'AdminsPSO".
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C. \ PS>Get - ADFi neGr ai nedPasswor dPol i cy Adni nsPSO

Nanme : Adm nsPSO

Conpl exi t yEnabl ed . True

Lockout Threshol d 0

Rever si bl eEncrypti onEnabl ed : True

Lockout Dur ati on : 00:30:00

Lockout Qoser vat i onW ndow : 00: 30: 00

M nPasswor dLengt h . 10

Precedence . 200

bj ect QU D . bal061f 0-c947-4018- a399-
6ad8897d26e3

hj ect C ass : meDS- Passwor dSet ti ngs
Passwor dHi st or yCount © 24

M nPasswor dAge . 1.00:00: 00

Max Passwor dAge : 15.00: 00: 00

Appl i esTo : {}

Di sti ngui shedNane CN=Adm nsPSO, CN=Passwor d

Settings Contai ner, CN=Syst em DC=FABRI KAM DC=COM

EXAMPLE 3

Description

Get all the properties for the Fine Grained Password Policy with DistinguishedName
'CN=DIgtdAdminsPSO,CN=Password Settings
Container,CN=System,DC=FABRIKAM,DC=COM'".
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C. \ PS>Get - ADFi neGr ai nedPasswor dPol i cy
' CN=DI gt dAdmi nsPSO, CN=Password Setti ngs
Cont ai ner, CN=Syst emy DC=FABRI KAM DC=COM - Properties *

nmsDS- Lockout Dur at i on : -18000000000
nmeDS- Passwor dSet t i ngsPr ecedence : 300
hj ect Cat egory :  CN=ns- DS- Passwor d-

Setti ngs, CN=Schema, CN=Conf i gur ati on, DC—FABRI KAM DC=COM
Di sti ngui shedNane

CN=DI gt dAdm nsPSO, CN=Passwor d Setti ngs

Cont ai ner, CN=Syst em DC=FABRI KAM DC=COM

Expi reOn :

nmsDS- M ni munPasswor dAge : -864000000000
dSCor ePr opagat i onDat a : {12/ 31/ 1600 4:00: 00
PM

nsDS- Lockout Thr eshol d . 0

Descri ption . The Del egat ed
Adm ni strators Password Policy

Lockout Threshol d . 0

i nst anceType C 4

s DS- Passwor dConpl exi t yEnabl ed . True

Max Passwor dAge : 20.00: 00: 00
whenCr eat ed : 8/ 15/ 2008 12:47:43
AM

Nane : DI gt dAdni nsPSO
hj ect O ass . msDS-

Passwor dSet ti ngs

Rever si bl eEncrypti onEnabl ed . True

neDS- Passwor dRever si bl eEncrypti onEnabl ed : True

Dynam c . Fal se

Lockout Dur ati on : 00: 30: 00

nms DS- PSQAppl i esTo {CN=EKi m

Aber cr onbi e, OU=Fi nance, OU=User Account s, DC—FABRI KAM DC=COM
CN=Bob
Kel | 'y, OU=Asi aPaci fi ¢, O=Sal es, OQk=User Account s, DC=FABRI KAM DC=C

oV

Di spl ayNane : Del egat ed

Adm ni strators PSO

USNCr eat ed : 16395

Modi fi ed : 8/ 20/ 2008 12:21:15
AM

M nPasswor dAge : 1. 00: 00: 00

Pr ot ect edFr omAcci dent al Del eti on . Fal se

Created : 8/ 15/ 2008 12:47:43
AM

sDRi ght sef fecti ve . 15

Conpl exi t yEnabl ed . True

Passwor dHi st or yCount . 24

s DS- Maxi munmPasswor dAge : -17280000000000

M nPasswor dLengt h : 10

Precedence : 300

bj ect QU D . 75cf8c7a-9c93- 4e81-
b611- 851803372ch2

nmsDS- M ni munmPasswor dLengt h : 10

Del et ed :

O phaned . Fal se

CN . Dl gt dAdm nsPSO
Last KnownPar ent :

Canoni cal Name

FABRI KAM COM Syst enf Password Setti ngs Cont ai ner / DI gt dAdm nsPSO
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nodi f yTi meSt anp
AM

nmsDS- Lockout Gbser vat i onW ndow

Lockout Qoser vat i onW ndow
whenChanged

AM

creat eTi neSt anp

AM

nms DS- Passwor dHi st or yLengt h
nTSecuri tyDescri ptor

8/ 20/ 2008 12:21:15

- 18000000000
00: 30: 00

8/ 20/ 2008 12:21: 15
8/ 15/ 2008 12:47: 43

24

System Di rectoryServi ces. ActiveDi rect orySecurl ty

Appl i esTo

{CN=Jef f Pri ce, OUFi nance, OU=User Account s, DC=FABRI KAM DC=COM

CN=d enJohn, QJZASI aPaci f| c, OU=Sal es, (JJ=User Account s, DC=FABRI KA

M DC=COM
uSNChanged

EXAMPLE 4

72719

Description

Get all the Fine Grained Password Policy object that have a name that begins with

admin.

C. \ PS>Get - ADFi neGr ai nedPasswordPolicy -Filter {name -1like

"*adm n*"}

Appl i esTo

{CN=d enJohn, CN=User s, DC—Fabrl kam DC=com
CN=Jef f Price, CN=User s, DC=Fabr i kam DC=com
CN=Admi ni strat or, CN=Users, DC=Fabri kam DC=con}

Conpl exi t yEnabl ed
Di sti ngui shedNane

Tr ue
CN=DI gt dAdm nsPSO, CN=Passwor d

Setti ngs Cont ai ner, CN=Syst erri DC=Fabr i kam DC=com

Lockout Dur ati on
Lockout Qoser vat i onW ndow
Lockout Thr eshol d
MaxPasswor dAge

M nPasswor dAge

M nPasswor dLengt h
Nanme

bj ect C ass

hj ect U D

6bf 8f 807df 53
Passwor dHi st or yCount
Pr ecedence

Rever si bl eEncrypti onEnabl ed

00: 30: 00

00: 30: 00

0

42.00: 00: 00

1. 00: 00: 00

7

D gt dAdmi nsPSO

nmeDS- Passwor dSet ti ngs
b7ded4ebe-c291- 4ceb- bb47-

24

100
True
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Cmdlet: Get-ADFineGrainedPasswordPolicySubject

Synops

Gets the users and groups to which a fine grained password policy is applied.

Syntax

CGet - ADFi neGr ai nedPasswor dPol i cySubj ect [-1dentity]

<ADFi neG ai nedPasswor dPol i cy> [-Aut hType {Negotiate | Basic}]
[-Credenti al

<PSCredential >] [-Server <String>] [<ConmonParaneters>]

Description

The Get- ADFineGrainedPasswordPolicySubject cmdlet gets users and groups that are
subject to a fine grained password policy.

The Identity parameter specifies the fine grained password policy. You can identify a fine
grained password policy by its distinguished name, GUID or name. You can also set the
Identity parameter to a fine grained password policy object variable, such as
$<localPasswordPolicyObject>, or pass a fine grained password policy object through
the pipeline to the Identity parameter. For example, you can use the Get-
ADFineGrainedPasswordPolicy cmdlet to retrieve a fine grained password policy object
and then pass the object through the pipeline to the Get-
ADFineGrainedPasswordPolicySubject cmdlet.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false
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Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory fine-grained password policy object by
providing one of the following property values. The identifier in parentheses is the LDAP
display name for the attribute.

Required true
Position 1
Default value
Accept pipeline input? True (ByValue)
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Inputs
A fine grained password policy object is received by the Identity parameter.

Type : Microsoft.ActiveDirectory.Management.ADFineGrainedPasswordPolicy
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Outputs

Returns principal objects that represent the users and groups to which the fine grained
password policy is applied.
Type : Microsoft.ActiveDirectory.Management.ADPrincipal

Notes
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Cmdlet: Get-ADForest

Synops

Gets an Active Directory forest.

Syntax

CGet - ADForest [-Aut hType {Negotiate | Basic}] [-Credenti al

<PSCr edent i al >]
[-Current {Local Conputer | LoggedOnUser}] [-Server <String>]
[ <ConmonPar anet er s>]

CGet - ADForest [-ldentity] <ADForest> [-AuthType {Negotiate |
Basi c}]

[-Credential <PSCredential>] [-Server <String>]
[ <ConmonPar anet er s>]

Description

The Get-ADForest cmdlet gets the Active Directory forest specified by the parameters.
You can specify the forest by setting the Identity or Current parameters.

The Identity parameter specifies the Active Directory forest to get. You can identify a
forest by its fully qualified domain name (FQDN), DNS host name, or NetBIOS name.
You can also set the parameter to a forest object variable, such as $<localForestObject>
or you can pass a forest object through the pipeline to the Identity parameter.

To retrieve the forest of the local computer or current logged on user (CLU) set the
Current parameter to LocalComputer or LoggedOnUser. When you set the Current
parameter, you do not need to set the Identity parameter.

When the Current parameter is set to LocalComputer or LoggedOnUser, the cmdlet uses
the Server and Credential parameter values to determine the domain and the credentials
to use to identify the domain of the forest according to the following rules.

-If both the Server and Credential parameters are not specified:

--The domain is set to the domain of the LocalComputer or LoggedOnUser and a server
is located in this domain. The credentials of the current logged on user are used to get
the domain.

-If the Server parameter is specified and the Credential parameter is not specified:

--The domain is set to the domain of the specified server and the cmdlet checks to make
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sure that the server is in the domain of the LocalComputer or LoggedOnUser. Then the
credentials of the current logged on user are used to get the domain. An error is returned
when the server is not in the domain of the LocalComputer or LoggedOnUser.

-If the Server parameter is not specified and the Credential parameter is specified:

--The domain is set to the domain of the LocalComputer or LoggedOnUser and a server
is located in this domain. Then the credentials specified by the Credential parameter are
used to get the domain.

If the Server and Credential parameters are specified:

The domain is set to the domain of the specified server and the cmdlet checks to make
sure that the server is in the domain of the LocalComputer or LoggedOnUser. Then the
credentials specified by the Credential parameter are used to get the domain. An error is
returned when the server is not in the domain of the LocalComputer or LoggedOnUser.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Current
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Description :Specifies whether to return the domain of the local computer or the current
logged on user (CLU). Possible values for this parameter are:

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory forest object by providing one of the following
attribute values. The identifier in parentheses is the LDAP display name for the attribute.

Required true
Position 1
Default value

Accept pipeline input?
Accept wildcard characters?

True (ByValue)
false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Inputs
A forest object is received by the Identity parameter.

Type : None or Microsoft.ActiveDirectory.Management.ADForest

Outputs

Returns one or more forest objects.
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This cmdlet returns all of the properties of the forest. To view all of the properties for an
ADForest object, use the following command and replace <forest> with a forest identifier
such as a DNS host name.

Get-ADForest <forest>| Get-Member

Type : Microsoft.ActiveDirectory.Management.ADForest

Notes
Examples
EXAMPLE 1

Description

Get the forest information of the Fabrikam.com forest.
C. \ PS>CGet - ADFor est Fabri kam com

EXAMPLE 2

Description

Get the forest information of the current local computer's forest.

C. \ PS>Get - ADForest -Current Local Conput er

EXAMPLE 3

Description

Get the forest information of the current logged on users's forest.
C.\ PS>Get - ADForest -Current LoggedOnUser

EXAMPLE 4

Description

Gets the forest information for the forest of the currently logged on user.
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C:. \ PS>Get - ADFor est

ApplicationPartitions :

{ DC=For est DnsZones, DC=Fabr i kam DC=com

DC=Donai nDnsZones, DC=Fabr i kam DC=con}

Cr ossFor est Ref erences

{CN=nort hwi nd, CN=Partiti ons, CN=Confi gurati on, DC=Fabri kam DC=co

n}

Domai nNam ngMast er : Fabri kam DC1. Fabri kam com
Domai ns . {Fabri kam cont

For est Mbde : W ndows2003For est

d obal Cat al ogs . {Fabri kam DC1. Fabri kam com
CSD2722780. Fabri kam coni

Narme . Fabri kam com

Partiti onsCont ai ner :
CN=Partitions, CN=Confi gurati on, DC=Fabri kam DC=com

Root Domai n . Fabri kam com
SchemalVast er : Fabri kam DC1. Fabri kam com
Sites : {Default-First-Site-Nane,
Uni t edKi ngdonHQ, BO3, RODC- Sit e- Nane}
SPNSuf fi xes s {}
UPNSuf f i xes : {}
EXAMPLE 5
Description

Gets a list of all the domain controllers for all domain within a forest.

C.\PS>%al | DCs = (Get- ADForest).Domains | % Get-
ADDorai nControl ler —Filter * -Server $_}
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Cmdlet: Get-ADGroup

Synops

Gets one or more Active Directory groups.

Syntax

Get - ADG oup [-Aut hType {Negotiate | Basic}] [-Credenti al
<PSCr edent i al >]

[-Properties <String[]>] [-ResultPageSize <Int32>] [-
Resul t Set Si ze

<Int32>] [-SearchBase <String>] [-SearchScope {Base |
OnelLevel | Subtree}]

[-Server <String>] -Filter <String> [ <ConmonPar anet er s>]

Get-ADG oup [-ldentity] <ADG oup> [-AuthType {Negotiate | Basic}]

[-Credential <PSCredential>] [-Partition <String>] [-
Properties
<String[]>] [-Server <String>] [<ConmonParaneters>]

Get - ADGroup [-Aut hType {Negotiate | Basic}] [-Credential
<PSCr edenti al >]
[-Properties <String[]>] [-ResultPageSize <Int32>] [-
Resul t Set Si ze
<Int32>] [-SearchBase <String>] [-SearchScope {Base |
OnelLevel | Subtree}]
[-Server <String>] -LDAPFilter <String> [ <ConmonParaneters>]

Description

The Get-ADGroup cmdlet gets a group or performs a search to retrieve multiple groups
from an Active Directory.

The Identity parameter specifies the Active Directory group to get. You can identify a
group by its distinguished name (DN), GUID, security identifier (SID), Security Accounts
Manager (SAM) account name, or canonical name. You can also specify group object
variable, such as $<localGroupObject>.
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To search for and retrieve more than one group, use the Filter or LDAPFilter parameters.
The Filter parameter uses the PowerShell Expression Language to write query strings for
Active Directory. PowerShell Expression Language syntax provides rich type conversion
support for value types received by the Filter parameter. For more information about the
Filter parameter syntax, see about_ActiveDirectory_Filter. If you have existing LDAP
guery strings, you can use the LDAPFilter parameter.

This cmdlet gets a default set of group object properties. To get additional properties use
the Properties parameter. For more information about the how to determine the
properties for group objects, see the Properties parameter description.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Filter

Description :Specifies a query string that retrieves Active Directory objects. This string
uses the PowerShell Expression Language syntax. The PowerShell Expression
Language syntax provides rich type-conversion support for value types received by the
Filter parameter. The syntax uses an in-order representation, which means that the
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operator is placed between the operand and the value. For more information about the
Filter parameter, see about_ActiveDirectory Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory group object by providing one of the following
values. The identifier in parentheses is the LDAP display name for the attribute.

Required true

Position 1

Default value

Accept pipeline input? True (ByValue)
Accept wildcard characters? false

Parameter :LDAPFilter

Description :Specifies an LDAP query string that is used to filter Active Directory objects.
You can use this parameter to run your existing LDAP queries. The Filter parameter
syntax supports the same functionality as the LDAP syntax. For more information, see
the Filter parameter description and the about_ActiveDirectory_Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Partition

Description :Specifies the distinguished name of an Active Directory partition. The
distinguished name must be one of the naming contexts on the current directory server.
The cmdlet searches this partition to find the object defined by the Identity parameter.

| Required false
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Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Properties

Description :Specifies the properties of the output object to retrieve from the server. Use
this parameter to retrieve properties that are not included in the default set.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ResultPageSize

Description :Specifies the number of objects to include in one page for an Active
Directory Domain Services query.

Required false
Position named
Default value 256
Accept pipeline input? false
Accept wildcard characters? false

Parameter :ResultSetSize

Description :Specifies the maximum number of objects to return for an Active Directory
Domain Services query. If you want to receive all of the objects, set this parameter to
$null (null value). You can use Ctrl+c to stop the query and return of objects.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :SearchBase
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Description :Specifies an Active Directory path to search under.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :SearchScope

Description :Specifies the scope of an Active Directory search. Possible values for this

parameter are:

Required false
Position named
Default value Subtree
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Inputs
A group object is received by the Identity parameter.

Type : None or Microsoft.ActiveDirectory.Management.ADGroup
Outputs

Returns one or more group objects.
The Get-ADGroup cmdlet returns a default set of ADGroup property values. To retrieve
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additional ADGroup properties, use the Properties parameter.

To view the properties for an ADGroup object, see the following examples. To run these
examples, replace <group> with a group identifier such as Administrators.

To get a list of the default set of properties of an ADGroup object, use the following
command:

Get-ADGroup <group>| Get-Member

To get a list of all the properties of an ADGroup object, use the following command:
Get-ADGroup <group> -Properties * | Get-Member

Type : Microsoft.ActiveDirectory.Management. ADGroup

Examples
EXAMPLE 1

Description

Get the group with samAccountName administrators.
C. \ PS>Get - ADGr oup adm ni strators

Di sti ngui shedNane :
CN=Adm ni strat ors, CN=Bui | ti n, DC=Fabr i kam DC=com

G oupCat egory . Security
G oupScope : Domai nLocal
Name : Adm nistrators
hj ect O ass : group
Obj ect QUI D : 02ce3874-dd86- 41ba- bddc- 013f 34019978
SamAccount Name . Adm nistrators
SID : S 1-5-32-544
EXAMPLE 2
Description

Get the group with SID S-1-5-32-544 including the additional property member.
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C. \ PS>get -adgroup -ldentity S-1-5-32-544 -Properties menber

Di sti ngui shedNane :
CN=Adm ni strat ors, CN=Bui | ti n, DC=Fabr i kam DC=com

G oupCat egory . Security
G oupScope : Domai nLocal
menber : {CN=Dorai n

Adm ns, CN=User s, DC=Fabr i kam DC=com CN=Enterprise
Adm ns, CN=User s, DC=Fabr i kam DC=com

CN=LabAdm n, CN=User s, DC=Fabr i kam DC=com C

N=Adm ni st rat or, CN:Users DC=Fabr i kam DC=con}

Nane Adm ni strators
hj ect O ass : gr oup
oj ect QUI D : 02ce3874-dd86-41ba- bddc-013f 34019978
SamAccount Nane : Administrators
SI D : S-1-5-32-544
EXAMPLE 3
Description

Get all groups that have a GroupCategory of Security but do not have a GroupScope of
DomainLocal.

C.\ PS>get -adgroup -Filter ' G oupCategory -eq "Security" -and
GroupScope -ne "Domai nLocal "'

EXAMPLE 4

Description

Get all the DomainLocal groups from the AppNC partition of the AD LDS instance.
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C. \ PS>get - adgroup -server | ocal host: 60000 -filter {G oupScope

-eq "Domai nLocal "}

Di sti ngui shedNane :

G oupCat egory
G oupScope
Name

hj ect O ass
hj ect QU D
SID

- Sear chBase " DC=AppNC"

CN=Al phaG oup, QU=Account Dept QU, DC=AppNC
Security

Donei nLocal

Al phaG oup

group

6498c9f b- 7c62- 48f e- 9972- 1461f 7f 3dec?2
S-1-510474493- 936115905- 2475435479-

1276657127- 1006239422- 938965137

Di sti ngui shedNane :

G oupCat egory
G oupScope
Name

bj ect Ol ass
bj ect QU D
SID

CN=Br anchOf fi cel, OU=Account Dept QU, DC=AppNC
Security

Donai nLocal

BranchOfficel

group

0b7504c5-482b- 4a73- 88f 5- 8a76960e4568
S-1-510474493- 936115905- 2534227223-

1194883713- 3669005192 3746664089

Di sti ngui shedNane :

G oupCat egory
G oupScope
Name

hj ect C ass
hj ect U D
SID

CN=Account Leads, OQU=Account Dept OU, DC=AppNC
Distribution

Donmi nLocal

Account Leads

gr oup

b20c032b- 2de9- 401a- b48c- 341854a37254
S-1-510474493-936115905-2813670187-

1179675302- 2001457839- 270172950
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Cmdlet: Get-ADGroupMember

Synops

Gets the members of an Active Directory group.

Syntax

CGet - ADGr oupMenber [-1dentity] <ADG oup> [-Aut hType {Negotiate |
Basi c}]

[-Credential <PSCredential>] [-Partition <String>] [-
Recursive] [-Server

<String>] [<ConmonParanet er s>]

Description

The Get-ADGroupMember cmdlet gets the members of an Active Directory group.
Members can be users, groups, and computers.

The Identity parameter specifies the Active Directory group to access. You can identify a
group by its distinguished name (DN), GUID, security identifier (SID), or Security
Accounts Manager (SAM) account name. You can also specify the group by passing a
group object through the pipeline. For example, you can use the Get-ADGroup cmdlet to
retrieve a group object and then pass the object through the pipeline to the Get-
ADGroupMember cmdlet.

If the Recursive parameter is specified, the cmdlet gets all members in the hierarchy of
the group that do not contain child objects. For example, if the group SaraDavisReports
contains the user KarenToh and the group JohnSmithReports, and JohnSmithReports
contains the user JoshPollock, then the cmdlet returns KarenToh and JoshPollock.

For AD LDS environments, the Partition parameter must be specified except in the
following two conditions:

-The cmdlet is run from an Active Directory provider drive.

-A default naming context or partition is defined for the AD LDS environment. To specify
a default naming context for an AD LDS environment, set the msDS-
defaultNamingContext property of the Active Directory directory service agent (DSA)
object ("nTDSDSA) for the AD LDS instance.

Parameters
Parameter :AuthType
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Description :Specifies the authentication method to use. Possible values for this

parameter include:

Required

false

Position

named

Default value

Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input?

false

Accept wildcard characters?

false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a

provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory group object by providing one of the following
values. The identifier in parentheses is the LDAP display name for the attribute.

Required true
Position 1
Default value
Accept pipeline input? True (ByValue)
Accept wildcard characters? false

Parameter :Partition

Description :Specifies the distinguished name of an Active Directory partition. The
distinguished name must be one of the naming contexts on the current directory server.
The cmdlet searches this partition to find the object defined by the Identity parameter.

| Required false
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Position named
Default value
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Recursive

Description :Specifies that the cmdlet get all members in the hierarchy of a group that do
not contain child objects. The following example shows a hierarchy for the group
SaraDavisReports.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Inputs
A group object is received by the Identity parameter

Type : None or Microsoft.ActiveDirectory.Management.ADGroup

Outputs

Returns one or more principal objects that represent users, computers or groups that are
members of the specified group.

Type : Microsoft.ActiveDirectory.Management.ADPrincipal
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Notes
Examples

EXAMPLE 1

Description

Get all the members of the administrators groups using the default behavior.

C:. \ PS>get - adgr oupnenber

cndl et Get - ADG oupMenber at command pipeline position 1
Supply values for the foll owi ng paraneters:

(Type !'? for Help.)

Identity: Adm nistrators

di sti ngui shedNanme : CN=Donai n
Adm ns, CN=User s, DC—Fabrl kam DC=com

name Dormai n Admi ns

obj ect Cl ass : gr oup

obj ect GUI D : 5ccc6037-c2c9-42be- 8e92- c8f 98af dO011
SamAccount Nane : Domai n Adni ns

SI D : S 1-5-21-41432690- 3719764436-1984117282-
512

di sti ngui shedNanme : CN=Enterprise
Adm ns, CN=User s, DC—Fabrl kam DC=com

name Enterpri se Adnins

obj ect Cl ass : gr oup

obj ect GUI D . 0215b0a5- aeal- 40da- b598- 720ef €930ddf
SamAccount Nane . Enterprise Adnins

SID : S 1-5-21-41432690- 3719764436- 1984117282-
519

di sti ngui shedNanme : CN=LabAdm n, CN=User s, DC=Fabr i kam DC=com
nane : LabAdm n

obj ect Cl ass . user

obj ect GUI D . ab7c269d- aech- 4f cc- aebe- 6cdla2e6cd53
SamAccount Name . LabAdnin

SI D : S 1-5-21-41432690- 3719764436-1984117282-
1000

di sti ngui shedNane :
CN=Adm ni str at or, CN=Users DC=Fabr i kam DC=com

nane Adm ni strat or
obj ect Ol ass . user
obj ect QU D : 994f 46e6- c62c- 483f - abcf - 124197b6a959
SamAccount Nane : Adm ni strator
SI D : S$-1-5-21-41432690-3719764436-1984117282-
500
EXAMPLE 2
Description
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Get the groups members of all domain local groups in the AD LDS instance.

C. \ PS>get - adgroup -server | ocal host: 60000 -filter {G oupScope
-eq "Domai nLocal "} - SearchBase "DC=AppNC' | get-adgroupnmenber
-partition "DC=AppNC'

di sti ngui shedNane : CN=Sanj ayPat el , QU=Account Dept OU, DC=AppNC

nane . Sanj ayPat el

obj ect Cl ass . user

obj ect GUI D : d671de28- 6e40-42a7-b32c- 63d336de296d
SamAccount Nanme :

SID S-1-510474493- 936115905- 2231798853~

1260534229- 4171027843 767619944

EXAMPLE 3

Description
Get all the group members of the administrators group.

C. \ PS>get - adgr oupnenber -ldentity administrators

di sti ngui shedNanme : CN=Domai n
Adm ns, CN=User s, DC—Fabr| kam DC=com

nane Domai n Adni ns

obj ect Cl ass : gr oup

obj ect GUI D : 5ccc6037-c2c9-42be- 8e92- c8f 98af dO011
SamAccount Nanme . Domai n Adm ns

SID : S 1-5-21-41432690- 3719764436-1984117282-
512

di stingui shedNane : CN=Enterprise
Adm ns, CN=User s, DC-Fabr| kam DC=com

name Enterpri se Adnins

obj ect C ass : group

obj ect GQUI D : 0215b0a5- aeal- 40da- b598- 720ef €930ddf
SamAccount Nane : Enterprise Adnins

SI D : S-1-5-21-41432690-3719764436- 1984117282-
519

di sti ngui shedNarme : CN=LabAdm n, CN=User s, DC=Fabri kam DC=com
nanme : LabAdni n

obj ect Cl ass . user

obj ect QU D . ab7c269d- aech- 4f cc- aebe- 6cdla2e6cd53
SamAccount Nane . LabAdnin

SI D : S 1-5-21-41432690- 3719764436-1984117282-
1000

di sti ngui shedNane :
CN=Adm ni str at or, CN=Users DC=Fabr i kam DC=com

nane Adm ni strat or

obj ect Cl ass . user

obj ect GQUI D . 994f 46e6- c62c- 483f - abef - 124197b6a959
SamAccount Nane : Adm ni strator

SI D : S$-1-5-21-41432690-3719764436-1984117282-
500
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EXAMPLE 4
Description

Get all the members of the 'Enterprise Admins' group including the members of any child
groups.

C. \ PS>get - adgr ouprenber "Enterprise Admins" -recursive

di sti ngui shedNane :
CN=Adm ni strator, CN=Users DC=Fabr i kam DC=com

nane Adm ni st rat or

obj ect Cl ass . user

obj ect GUI D . 994f 46e6- c62c- 483f - abcef - 124197b6a959
SamAccount Nane : Adm ni strat or

SI D : S 1-5-21-41432690- 3719764436-1984117282-
500

di sti ngui shedNane : CN=Sagi v
Hadaya, CN=User s, DC—Fabrl kam DC=com

nane Sagi v Hadaya

obj ect Ol ass . user

obj ect QU D . 64706230-f 179- 4f e4- b8c9- f 0d334e66abl
SamAccount Nane . SHadaya

SID : S 1-5-21-41432690- 3719764436- 1984117282-
1158
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Cmdlet: Get-ADODbject

Synops

Gets one or more Active Directory objects.

Syntax

CGet - ADObj ect [-Aut hType {Negotiate | Basic}] [-Credenti al
<PSCr edent i al >]

[-I'ncl udeDel et edObj ects] [-Properties <String[]>] [-
Resul t PageSi ze

<Int32>] [-ResultSetSize <Int32>] [-SearchBase <String>] [-
Sear chScope

{Base | OneLevel | Subtree}] [-Server <String>] -Filter
<String>

[ <ConmonPar anet er s>]

CGet- ADbj ect [-ldentity] <ADObject> [-AuthType {Negotiate |
Basi c}]

[-Credential <PSCredential>] [-IncludeDel etedCbjects] |-
Partition

<String>] [-Properties <String[]>] [-Server <String>]
[ <ConmonPar anet er s>]

Get - ADObj ect [-Aut hType {Negotiate | Basic}] [-Credenti al
<PSCr edenti al >]

[-1ncludeDel et edObj ects] [-Properties <String[]>] [-
Resul t PageSi ze

<Int32>] [-ResultSetSize <Int32>] [-SearchBase <String>] [-
Sear chScope

{Base | OnelLevel | Subtree}] [-Server <String>] -LDAPFilter
<String>

[ <ConmonPar anet er s>]

Description

The Get-ADObject cmdlet gets an Active Directory object or performs a search to retrieve
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multiple objects.

The Identity parameter specifies the Active Directory object to get. You can identify the
object to get by its distinguished name (DN) or GUID. You can also set the parameter to
an Active Directory object variable, such as $<localADObject> or pass an object through
the pipeline to the Identity parameter.

To search for and retrieve more than one object, use the Filter or LDAPFilter parameters.
The Filter parameter uses the PowerShell Expression Language to write query strings for
Active Directory. PowerShell Expression Language syntax provides rich type conversion
support for value types received by the Filter parameter. For more information about the
Filter parameter syntax, see about_ActiveDirectory_Filter. If you have existing LDAP
guery strings, you can use the LDAPFilter parameter.

This cmdlet gets a default set of Active Directory object properties. To get additional
properties use the Properties parameter. For more information about the how to
determine the properties for computer objects, see the Properties parameter description.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Filter

Description :Specifies a query string that retrieves Active Directory objects. This string
uses the PowerShell Expression Language syntax. The PowerShell Expression
Language syntax provides rich type-conversion support for value types received by the
Filter parameter. The syntax uses an in-order representation, which means that the
operator is placed between the operand and the value. For more information about the
Filter parameter, see about_ActiveDirectory_Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory object by providing one of the following
property values. The identifier in parentheses is the LDAP display name for the attribute.

Required true

Position 1

Default value

Accept pipeline input? True (ByValue)
Accept wildcard characters? false

Parameter :IncludeDeletedObjects

Description :Specifies to retrieve deleted objects and the deactivated forward and
backward links. When this parameter is specified, the cmdlet uses the following LDAP
controls:

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :LDAPFilter
Description :Specifies an LDAP query string that is used to filter Active Directory objects.
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You can use this parameter to run your existing LDAP queries. The Filter parameter
syntax supports the same functionality as the LDAP syntax. For more information, see
the Filter parameter description and the about_ActiveDirectory_Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Partition

Description :Specifies the distinguished name of an Active Directory partition. The
distinguished name must be one of the naming contexts on the current directory server.
The cmdlet searches this partition to find the object defined by the Identity parameter.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Properties

Description :Specifies the properties of the output object to retrieve from the server. Use
this parameter to retrieve properties that are not included in the default set.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ResultPageSize

Description :Specifies the number of objects to include in one page for an Active

Directory Domain Services query.

Required

false

Position

named
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Default value 256
Accept pipeline input? false
Accept wildcard characters? false

Parameter :ResultSetSize

Description :Specifies the maximum number of objects to return for an Active Directory
Domain Services query. If you want to receive all of the objects, set this parameter to
$null (null value). You can use Ctrl+c to stop the query and return of objects.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :SearchBase

Description :Specifies an Active Directory path to search under.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :SearchScope

Description :Specifies the scope of an Active Directory search. Possible values for this

parameter are:

Required false
Position named
Default value Subtree
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
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server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Inputs
An Active Directory object is received by the Identity parameter.

Type : None or Microsoft.ActiveDirectory.Management. ADObject

Outputs
Returns one or more Active Directory objects.

The Get-ADObject cmdlet returns a default set of ADObject property values. To retrieve
additional ADObject properties, use the Properties parameter of the cmdlet.

To view the properties for an ADObject object, see the following examples. To run these
examples, replace <object> with an Active Directory object identifier.

To get a list of the default set of properties of an ADObject object, use the following
command:

Get-ADObject <object>| Get-Member
To get a list of all the properties of an ADObject object, use the following command:
Get-ADObject <object> -Properties ALL | Get-Member

Type : Microsoft.ActiveDirectory.Management.ADObject Derived types, such as the
following are also accepted: Microsoft.ActiveDirectory.Management.ADGroup
Microsoft.ActiveDirectory.Management.ADUser
Microsoft.ActiveDirectory.Management. ADComputer
Microsoft.ActiveDirectory.Management.ADServiceAccount
Microsoft.ActiveDirectory.Management. ADOrganizationalUnit
Microsoft.ActiveDirectory.Management. ADFineGrainedPasswordPolicy
Microsoft.ActiveDirectory.Management. ADDomain

Examples
EXAMPLE 1

Description
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Displays a list of sites for Fabrikam using the LDAP filter syntax.
C. \ PS>Get - ADObj ect -LDAPFilter "(objectd ass=site)"

Sear chBase ' CN=Conf i gur ati on, DC=Fabr i kam DC=Coni

Canoni cal Namre | FT Name, Canoni cal Nane - A

Nanme Canoni cal Nane

HQ FABRI KAM COM Confi gurati on/ Sites/HQ
BOlL FABRI KAM COM Confi gurati on/ Sites/ BOL
BO2 FABRI KAM COM Confi guration/Sites/ B2
B3 FABRI KAM COM Confi guration/ Sites/BQ03

Description

EXAMPLE 2

-Properties

Gets the Site objects from the Configuration Naming Context and then enumerates
through the list outputting 'siteObjectBL".

C.\PS>CGet - ADObj ect -Filter 'ChjectClass -eq "site"'

Sear chBase ' CN=Confi gur ati on, DC=Fabr i kam DC=Coni

si teCbj ect BL

CN=192. 167. 1.
| KAM DC=COM
CN=192. 166. 1.
| KAM DC=COM
CN=192. 168. 1.
| KAM DC=COM
CN=192. 165. 1.
| KAM DC=COM
CN=192. 164. 1.
| KAM DC=COM
CN=192. 163. 1.
| KAM DC=COM
CN=192. 162. 1.
| KAM DC=COM
CN=192. 161. 1.
| KAM DC=COM
CN=192. 160. 1.
| KAM DC=COM
CN=192. 159. 1.
| KAM DC=COM
CN=192. 158. 1.
| KAM DC=COM
CN=192. 157. 1.
| KAM DC=COM

| foreach {$_.siteCbjectBL}

0/ 26, CN=Subnet s, CN=Si t es, CN=Confi gurat i
0/ 26, CN=Subnet s, CN=Si t es, CN=Confi gurat i
0/ 26, CN=Subnet s, CN=Si t es, CN=Conf i gur at i
0/ 26, CN=Subnet s, CN=Si t es, CN=Confi gurat i
0/ 26, CN=Subnet s, CN=Si t es, CN=Confi gurat i
0/ 26, CN=Subnet s, CN=Si t es, CN=Conf i gur at i
0/ 26, CN=Subnet s, CN=Si t es, CN=Confi gurat i
0/ 26, CN=Subnet s, CN=Si t es, CN=Confi gurat i
0/ 26, CN=Subnet s, CN=Si t es, CN=Conf i gur at i
0/ 26, CN=Subnet s, CN=Si t es, CN=Confi gurat i
0/ 26, CN=Subnet s, CN=Si t es, CN=Confi gurat i
0/ 26, CN=Subnet s, CN=Si t es, CN=Conf i gur at i

EXAMPLE 3
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on, DC=FABR
on, DC=FABR
on, DC=FABR
on, DC=FABR
on, DC=FABR
on, DC=FABR
on, DC=FABR
on, DC=FABR
on, DC=FABR
on, DC=FABR
on, DC=FABR
on, DC=FABR



Description

Gets all the objects, including the deleted ones, whose 'whenChanged' attribute is
greater than the specified date. Note that both deleted and non-deleted (and non-
recycled) objects matching the filter will be returned.

C.\ PS>$changeDat e = New (bj ect Dat eTi ne(2008, 11, 18, 1, 40,

02); Get-ADObject -Filter '"whenChanged -gt $changeDate' -
I ncl udeDel et edObj ect s

EXAMPLE 4

Description

Gets all the deleted objects, whose ‘whenChanged' attribute is greater than the specified
date. The clause 'name -ne "Deleted Objects™ makes sure that the Deleted Objects
Container is not returned. This will only return objects which can be restored

C.\ PS>3$changeDat e = New (bj ect DateTi ne(2008, 11, 18, 1, 40,

02)

CGet - ADbj ect -Filter 'whenChanged -gt $changeDate -and
isDeleted -eq $true -and -not (isRecycled -eq $true) -and nane

-ne "Del eted bjects"' -IncludeDel et edj ects
Obj ect GUI D : 98118958-91c7-437d- 8ada- baOb66db823b
Del et ed . True

Di stingui shedNane : CN=Andrew Ma\ OADEL: 98118958-91c7-437d-
8ada- baOb66db823b, CN=Del et ed Ohj ect s, DC=FABRI KAM DC=CQOM

Nanme : Andrew Ma
DEL: 98118958- 91c7- 437d- 8ada- baOb66db823b
hj ect Cl ass . user
EXAMPLE 5
Description

Gets all the deleted objects whose '‘whenChanged' attribute is greater then the specified
date AND at the time of deletion were the children of the specified Organizational Unit.
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C.\ PS>$changeDat e = New (bj ect Dat eTi ne(2008, 11, 18, 1, 40,
02)

Get - ADObj ect -Filter 'whenChanged -gt $changeDate -and
isDeleted -eq $true -and -not (isRecycled -eq $true) -and

| ast KnownPar ent -eq " QOU=Accounti ng, DC=Fabri kam DC=com"’

I ncl udeDel et edObj ect s

hj ect U D : 12d53e7f - aaf 7- 4790- b4la- da19044504db

Del et ed : True

Di sti ngui shedNane : CN=Crai g Dewar\ QADEL: 12d53e7f - aaf 7- 4790-
b4la- dal19044504db, CN=Del et ed Obj ect s, DC=Fabri kam DC=com
Nane : Crai g Dewar

DEL: 12d53e7f - aaf 7- 4790- b41la- da19044504db

hj ect d ass . user

EXAMPLE 6

Description

Gets the information of the domainDNS object of an LDS instance

C. \ PS>Get - ADObj ect -ldentity "DC=AppNC' -server "FABRI KAM
SRV1: 60000"

hj ect U D Di sti ngui shedNane
Nane hj ect Ol ass

AppNC domai nDNS
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Cmdlet: Get-ADOptionalFeature

Synops

Gets one or more Active Directory optional features.

Syntax

Get - ADOpt i onal Feature [-AuthType {Negotiate | Basic}] [-
Credenti al
<PSCredential >] [-Properties <String[]>] [-ResultPageSize
<l nt 32>]
[-Resul t Set Si ze <Int32>] [-SearchBase <String>] [-SearchScope
{Base |
OneLevel | Subtree}] [-Server <String>] -Filter <String>
[ <ConmonPar anet er s>]

Get - ADOpti onal Feature [-ldentity] <ADOpti onal Feature> [-Aut hType
{Negotiate | Basic}] [-Credential <PSCredential>] [-
Properties <String[]>]
[-Server <String>] [<ConmonParaneters>]

Get - ADOpt i onal Feature [-AuthType {Negotiate | Basic}] [-
Credenti al
<PSCredential >] [-Properties <String[]>] [-ResultPageSize
<I nt 32>]
[-Resul t Set Si ze <Int32>] [-SearchBase <String>] [-SearchScope
{Base |
OneLevel | Subtree}] [-Server <String>] -LDAPFilter <String>
[ <ConmonPar anet er s>]

Description

The Get-ADOptionalFeature cmdlet gets an optional feature or performs a search to
retrieve multiple optional features from an Active Directory.

The Identity parameter specifies the Active Directory optional feature that you want to
get. You can identify an optional feature by its distinguished name (DN), feature GUID, or
object GUID. You can also set the parameter to an optional feature object variable, such
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as $<localOptionalFeatureObject> or you can pass an optional feature object through the
pipeline to the Identity parameter.

To search for and retrieve more than one optional feature, use the Filter or LDAPFilter
parameters. The Filter parameter uses the PowerShell Expression Language to write
query strings for Active Directory. PowerShell Expression Language syntax provides rich
type conversion support for value types received by the Filter parameter. For more
information about the Filter parameter syntax, see about_ActiveDirectory Filter. If you
have existing LDAP query strings, you can use the LDAPFilter parameter.

This cmdlet retrieves a default set of optional feature object properties. To retrieve
additional properties use the Properties parameter. For more information about the how
to determine the properties for computer objects, see the Properties parameter
description.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Filter

196



Description :Specifies a query string that retrieves Active Directory objects. This string
uses the PowerShell Expression Language syntax. The PowerShell Expression
Language syntax provides rich type-conversion support for value types received by the
Filter parameter. The syntax uses an in-order representation, which means that the
operator is placed between the operand and the value. For more information about the
Filter parameter, see about_ActiveDirectory_Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory optional feature object by providing one of the
following values. The identifier in parentheses is the LDAP display name for the attribute.

Required true

Position 1

Default value

Accept pipeline input? True (ByValue)
Accept wildcard characters? false

Parameter :LDAPFilter

Description :Specifies an LDAP query string that is used to filter Active Directory objects.
You can use this parameter to run your existing LDAP queries. The Filter parameter
syntax supports the same functionality as the LDAP syntax. For more information, see
the Filter parameter description and the about_ActiveDirectory_Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Properties

Description :Specifies the properties of the output object to retrieve from the server. Use
this parameter to retrieve properties that are not included in the default set.
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Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ResultPageSize

Description :Specifies the number of objects to include in one page for an Active
Directory Domain Services query.

Required false
Position named
Default value 256
Accept pipeline input? false
Accept wildcard characters? false

Parameter :ResultSetSize

Description :Specifies the maximum number of objects to return for an Active Directory
Domain Services query. If you want to receive all of the objects, set this parameter to
$null (null value). You can use Ctrl+c to stop the query and return of objects.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :SearchBase

Description :Specifies an Active Directory path to search under.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

198




Parameter :SearchScope

Description :Specifies the scope of an Active Directory search. Possible values for this
parameter are:

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Inputs
An optional feature object is received by the Identity parameter.

Type : None or Microsoft.ActiveDirectory.Management.ADOptionalFeature

Outputs
Returns one or more optional feature objects.

This cmdlet returns a default set of ADOptionalFeature property values. To retrieve
additional ADOptionalFeature properties, use the Properties parameter.

To view the properties for an ADOptionalFeature object, see the following examples. To
run these examples, replace <optional feature> with an optional feature identifier, such
as distinguished name of the optional feature.

To get a list of the default set of properties of an ADOptionalFeature object, use the
following command:

Get-ADOptionalFeature <optional feature>| Get-Member

To get a list of all the properties of an ADOptionalFeature object, use the following
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command:
Get-ADOptionalFeature <optional feature> -Properties ALL | Get-Member

Type : Microsoft.ActiveDirectory.Management.ADOptionalFeature

Examples
EXAMPLE 1

Description

Get a list of all the available optional features in the current forest.
C. \ PS>Get - ADOpt i onal Feature -Filter *

EXAMPLE 2

Description

Get the optional feature with the name 'Recycle Bin Feature'.

C. \ PS>Get - ADOpt i onal Feature ' Recycl e Bin Feature'

EXAMPLE 3

Description

Get the optional feature with the feature guid '766ddcd8-acd0-445e-f3b9-a7f9b6744f2a'.

C. \ PS>Get - ADOpt i onal Feat ure 766ddcd8- acdO- 445e-f 3b9-
a7f 9b6744f 2a

EXAMPLE 4

Description

Get the 'Recycle Bin Feature' optional feature in an AD LDS instance.

C.\ PS>Get - ADOpt i onal Feature ' Recycle Bin Feature' -server
server1: 50000
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Cmdlet: Get-ADOrganizationalUnit

Synops

Gets one or more Active Directory organizational units.

Syntax

Get - ADOrgani zational Unit [-AuthType {Negotiate | Basic}] [-
Credenti al

<PSCredential >] [-Properties <String[]>] [-ResultPageSize
<l nt 32>]

[-Resul t Set Si ze <Int32>] [-SearchBase <String>] [-SearchScope
{Base |

OneLevel | Subtree}] [-Server <String>] -Filter <String>

[ <ConmonPar anet er s>]

Get-ADOrgani zational Unit [-ldentity] <ADOrgani zational Unit> |-
Aut hType
{Negotiate | Basic}] [-Credential <PSCredential>] [-Partition
<String>]
[-Properties <String[]>] [-Server <String>]
[ <ConmonPar anet er s>]

Get - ADOrgani zational Unit [-AuthType {Negotiate | Basic}] [-
Credenti al
<PSCredential >] [-Properties <String[]>] [-ResultPageSize
<l nt 32>]
[-Resul t Set Si ze <Int32>] [-SearchBase <String>] [-SearchScope
{Base |
OnelLevel | Subtree}] [-Server <String>] -LDAPFilter <String>
[ <ConmonPar anet er s>]

Description

The Get-ADOrganizational unit cmdlet gets an organizational unit object or performs a
search to retrieve multiple organizational units.

The Identity parameter specifies the Active Directory organizational unit to retrieve. You
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can identify an organizational unit by its distinguished name (DN) or GUID. You can also
set the parameter to an organizational unit object variable, such as
$<localOrganizationalunitObject> or pass an organizational unit object through the
pipeline to the Identity parameter.

To search for and retrieve more than one organizational unit, use the Filter or LDAPFilter
parameters. The Filter parameter uses the PowerShell Expression Language to write
guery strings for Active Directory. PowerShell Expression Language syntax provides rich
type conversion support for value types received by the Filter parameter. For more
information about the Filter parameter syntax, see about_ActiveDirectory_Filter. If you
have existing LDAP query strings, you can use the LDAPFilter parameter.

This cmdlet retrieves a default set of organizational unit object properties. To retrieve
additional properties use the Properties parameter. For more information about the how
to determine the properties for computer objects, see the Properties parameter
description.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Filter

Description :Specifies a query string that retrieves Active Directory objects. This string
uses the PowerShell Expression Language syntax. The PowerShell Expression
Language syntax provides rich type-conversion support for value types received by the
Filter parameter. The syntax uses an in-order representation, which means that the
operator is placed between the operand and the value. For more information about the
Filter parameter, see about_ActiveDirectory Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies the identity of an Active Directory organizational unit object. The
parameter accepts the following identity formats. The identifier in parentheses is the
LDAP display name for the attribute that contains the identity.

Required true

Position 1

Default value

Accept pipeline input? True (ByValue)
Accept wildcard characters? false

Parameter :LDAPFilter

Description :Specifies an LDAP query string that is used to filter Active Directory objects.
You can use this parameter to run your existing LDAP queries. The Filter parameter
syntax supports the same functionality as the LDAP syntax. For more information, see
the Filter parameter description and the about_ActiveDirectory_Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Partition
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Description :Specifies the distinguished name of an Active Directory partition. The
distinguished name must be one of the naming contexts on the current directory server.
The cmdlet searches this partition to find the object defined by the Identity parameter.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Properties

Description :Specifies the properties of the output object to retrieve from the server. Use
this parameter to retrieve properties that are not included in the default set.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ResultPageSize

Description :Specifies the number of objects to include in one page for an Active
Directory Domain Services query.

Required false
Position named
Default value 256
Accept pipeline input? false
Accept wildcard characters? false

Parameter :ResultSetSize

Description :Specifies the maximum number of objects to return for an Active Directory
Domain Services query. If you want to receive all of the objects, set this parameter to
$null (null value). You can use Ctrl+c to stop the query and return of objects.

Required

false

Position

named
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Default value
Accept pipeline input?
Accept wildcard characters?

false
false

Parameter :SearchBase

Description :Specifies an Active Directory path to search under.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :SearchScope
Description :Specifies the scope of an Active Directory search. Possible values for this
parameter are:

Required false
Position named
Default value Subtree
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Inputs
An organizational unit object is received by the Identity parameter.
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Type : None or Microsoft.ActiveDirectory.Management.ADOrganizationalUnit

Outputs
Returns one or more organizational unit objects.

This cmdlet returns a default set of ADOrganizational unit property values. To retrieve
additional ADOrganizational unit properties, use the Properties parameter.

To view the properties for an ADOrganizational unit object, see the following examples.
To run these examples, replace <organizational unit> with an organizational unit identifier
such as the distinguished name (DN) of an organizational unit.

To get a list of the default set of properties of an ADOrganizational unit object, use the
following command:

Get-ADOrganizational unit <organizational unit>| Get-Member

To get a list of all the properties of an ADOrganizational unit object, use the following
command:

Get-ADOrganizational unit <organizational unit> -Properties * | Get-Member

Type : Microsoft.ActiveDirectory.Management.ADOrganizationalUnit

Examples

EXAMPLE 1

Description

Gets all the Organizational Units in the domain
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C.\ PS>CGet - ADOr gani zational Unit -Filter 'Name -like "*"' | FT
Nane, Di stingui shedNane - A

Nane Di sti ngui shedNane

Domain Controllers OU=Donmai n Controll ers, DC=FABRI KAM DC=COM
User Account s OU=User Account s, DC=FABRI KAM DC=COM

Sal es

QOU=Sal es, Ok=User Account s, DC=FABRI KAM DC=COM

Mar ket i ng

OU=Mar ket i ng, OU=User Account s, DC=FABRI KAM DC=COM

Pr oducti on

OU=Pr oduct i on, QU=User Account s, DC=FABRI KAM DC=COM
HumanResour ces

OU=HumanResour ces, OU=User Account s, DC=FABRI KAM DC=COM

Nort hAmeri ca

OU=Nor t hAneri ca, OU=Sal es, QU=User Account s, DC=FABRI KAM DC=COM
Sout hAneri ca

OU=Sout hAneri ca, OU=Sal es, QU=User Account s, DC=FABRI KAM DC=COM
Eur ope

OU=Eur ope, OU=Sal es, Q=User Account s, DC=FABRI KAM DC=COM

Asi aPacific

OU=Asi aPaci fi ¢, OU=Sal es, OU=User Account s, DC=FABRI KAM DC=COM

Fi nance

OU=Fi nance, OU=User Account s, DC=FABRI KAM DC=COM

Cor por at e

QOU=Cor por at e, OU=User Account s, DC=FABRI KAM DC=COM

Appl i cationServers OU=Appl i cati onServer s, DC=FABRI KAM DC=CQOM
Groups QU=G oups, OQ=Managed, DC=FABRI KAM DC=COM
Passwor dPol i cyGr oups

QU=Passwor dPol i cyGr oups, OU=G oups, OQU=Managed, DC=FABRI KAM DC=CO
M

Managed OU=Managed, DC=FABRI KAM DC=COM

Servi ceAccount s

QU=Ser vi ceAccount s, OQU=Managed, DC=FABRI KAM DC=COM

EXAMPLE 2

Description

Gets the Organizational Unit with DistinguishedName
'‘OU=AsiaPacific,OU=Sales,OU=UserAccounts,DC=FABRIKAM,DC=COM'.
C. \ PS>Get - ADOr gani zational Unit -ldentity

' QU=Asi aPaci fi c, O=Sal es, O=User Account s, DC=FABRI KAM DC=COM |
ft Nane, Country, Post al Code, City, Street Address, State -A

Nane Country Postal Code Gty St r eet Addr ess State

Asi aPacific AU 4171 Bal noral 45 Martens Place QLD
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EXAMPLE 3

Description

Gets Organizational Units underneath the sales Organizational Unit using an LDAP filter.

C.\ PS>Get - ADOr gani zati onal Unit -LDAPFilter ' (name=*)"

Sear chBase ' OU=Sal es, QU=User Account s, DC=FABRI KAM DC=COM -
Sear chScope OnelLevel | ft

Nane, Count ry, Post al Code, City, Street Address, State

Nane Country Post al Code
Gty Street Addr ess State

Asi aPaci fic AU 4171

Bal nor al 45 Martens Pl ace QDb

Eur ope UK NG34 ONI
QUARRI NGTON 22 Station Rd

Nort hAmeri ca US 02142
Canmbr i dge 1634 Randol ph Street MA
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Cmdlet: Get-ADPrincipalGroupMembership

Synops
Gets the Active Directory groups that have a specified user, computer, group, or service
account.

Syntax

Get - ADPri nci pal GroupMenbership [-ldentity] <ADPrincipal> |-
Aut hType

{Negotiate | Basic}] [-Credential <PSCredential>] [-Partition
<String>]

[ - ResourceContextPartition <String>] [-ResourceContextServer
<String>]

[-Server <String>] [<ConmonParaneters>]

Description

The Get-ADPrincipalGroupMembership cmdlet gets the Active Directory groups that have
a specified user, computer, group, or service account as a member. This cmdlet requires
a global catalog to perform the group search. If the forest that contains the user,
computer or group does not have a global catalog, the cmdlet returns a non-terminating
error. If you want to search for local groups in another domain, use the
ResourceContextServer parameter to specify the alternate server in the other domain.

The Identity parameter specifies the user, computer, or group object that you want to
determine group membership for. You can identify a user, computer, or group object by
its distinguished name (DN), GUID, security identifier (SID) or SAM account name. You
can also specify a user, group, or computer object variable, such as
$<localGroupObject>, or pass an object through the pipeline to the Identity parameter.
For example, you can use the Get-ADGroup cmdlet to retrieve a group object and then
pass the object through the pipeline to the Get-ADPrincipalGroupMembership cmdlet.
Similarly, you can use Get-ADUser or Get-ADComputer to get user and computer objects
to pass through the pipeline.

For AD LDS environments, the Partition parameter must be specified except in the
following two conditions:

-The cmdlet is run from an Active Directory provider drive.

-A default naming context or partition is defined for the AD LDS environment. To specify
a default naming context for an AD LDS environment, set the msDS-
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defaultNamingContext property of the Active Directory directory service agent (DSA)
object (nTDSDSA) for the AD LDS instance.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Identity

Description :Specifies an Active Directory principal object by providing one of the
following property values. The identifier in parentheses is the LDAP display name for the
attribute.

Required true

Position 1

Default value

Accept pipeline input? True (ByValue)
Accept wildcard characters? false
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Parameter :Partition
Description :Specifies the distinguished name of an Active Directory partition. The

distinguished name must be one of the naming contexts on the current directory server.
The cmdlet searches this partition to find the object defined by the Identity parameter.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ResourceContextPartition

Description :Specifies the distinguished name of the partition of an AD or AD LDS
instance to search. Use this parameter with the ResourceContextServer parameter to
specify a partition hosted by the specified server. If the ResourceContextPartition
parameter is not specified, the default partition of the ResourceContextServer is

searched.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ResourceContextServer

Description :Specifies that the cmdlet return a list of groups that the user is a member of
and that reside in the specified domain. Use this parameter to search for groups in a
domain that is not the domain where the user's account resides. To search a partition
other than the default partition in this domain, also specify the ResourceContextPartition
parameter.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server
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Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Inputs

A principal object that represents a user, computer or group is received by the Identity
parameter. Derived types, such as the following are also received by this parameter.

Microsoft.ActiveDirectory.Management. ADUser
Microsoft.ActiveDirectory.Management. ADComputer
Microsoft.ActiveDirectory.Management.ADServiceAccount
Microsoft.ActiveDirectory.Management. ADGroup

Type : Microsoft.ActiveDirectory.Management.ADPrincipal

Outputs

Returns group objects that have the specified user, computer, group or service account
as a member.

The Get-ADPrincipalGroupMembership cmdlet returns a default set of ADGroup property
values. To retrieve additional ADGroup properties pass the ADGroups objects produced
by this cmdlet through the pipline to Get-ADGroup. Specify the additional properties
required from the group objects by passing the -Properties parameter to Get-ADGroup.

Type : Microsoft.ActiveDirectory.Management.ADGroup

Notes
Examples
EXAMPLE 1

Description

Retrieve all the groups the user 'CN=GlenJohns,DC=AppNC' is a member of on an AD
LDS instance.
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C. \ PS>get - adpri nci pal gr oupmenber shi p -server | ocal host: 60000 -
identity "CN=G enJohns, DC=AppNC' -partition "DC=AppNC'

EXAMPLE 2

Description

Retrieve all the groups the administrator is a member of.
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C. \ PS>get - adpri nci pal groupnmenbership -ldentity Adm nistrator

di sti ngui shedNanme : CN=Donai n
User s, CN=User s, DC=Fabr i kam DC=com

G oupCat egory . Security

G oupScope : 4 obal

nane : Domai n Users

obj ect Ol ass : group

obj ect QU D . 86¢0f 0d5- 8b4d- 4f 35- a867- 85a006092902
SamAccount Nane . Domain Users

SID : S 1-5-21-41432690- 3719764436-1984117282-
513

di sti ngui shedNane :
CN=Adm ni strators, CN=Bui | ti n, DC=Fabri kam DC=com

G oupCat egory . Security

Gr oupScope : Domai nLocal

name : Admi nistrators

obj ect Cl ass . group

obj ect GUI D : 02ce3874-dd86-41ba- bddc- 013f 34019978
SamAccount Nanme : Adm nistrators

SID : S 1-5-32-544

di sti ngui shedNanme : CN=Schena
Adm ns, CN=User s, DC=Fabr i kam DC=com

G oupCat egory : Security

G oupScope : Uni ver sal

nane . Schema Adni ns

obj ect Cl ass . group

obj ect GUI D . 8d62890f - 385e- 4cf a- 9b2a- c72576097583
SamAccount Nane . Schema Adni ns

SI D : S 1-5-21-41432690- 3719764436-1984117282-
518

di sti ngui shedNane : CN=Enterprise
Adm ns, CN=User s, DC=Fabr i kam DC=com

G oupCat egory . Security

G oupScope : Uni ver sal

nane : Enterprise Adnins

obj ect d ass . group

obj ect GQUI D : 0215b0a5- aeal- 40da- b598- 720ef €930ddf
SamAccount Nane : Enterprise Adnins

SID : S 1-5-21-41432690- 3719764436- 1984117282-
519

di sti ngui shedNarme : CN=Domai n
Adm ns, CN=User s, DC=Fabr i kam DC=com

G oupCat egory . Security

G oupScope : 4 obal

name : Domai n Admi ns

obj ect Cl ass : group

obj ect GUI D . 5ccc6037-c2c9-42be- 8e92- c8f 98af d0011
SamAccount Name : Domai n Admi ns

SID : S 1-5-21-41432690- 3719764436- 1984117282-
512

di sti ngui shedNanme : CN=G oup Policy Creator
Omner s, CN=User s, DC=Fabr i kam DC=com

G oupCat egory . Security
G oupScope : 4 obal
nane : Goup Policy Creator Oaners
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obj ect Cl ass . group

obj ect QU D . ab8f 7bf 2- f d20- 4bbd- 96f 0- ee10f a1l613c7
SamAccount Nane : Goup Policy Creator Omners
SI D : S 1-5-21-41432690- 3719764436-1984117282-
520
EXAMPLE 3
Description

Retrieve all the groups the adminsitrator account in the local domain is a member of in
the resource domain ChildDomain.Fabrikam.Com
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C. \ PS>get - adpri nci pal grouprmenbership -ldentity Adm nistrator
Resour ceCont ext Server Chi | dDomai n. Fabri kam Com -
Resour ceContext Partiti on "DC=Fabri kam DC=conf'

di sti ngui shedNane : CN=Donmi n
User s, CN=User s, DC=Fabr i kam DC=com

G oupCat egory . Security

G oupScope : 4 obal

narme . Domain Users

obj ect C ass . group

obj ect QU D : 86¢0f 0d5- 8b4d- 4f 35- a867- 85a006b92902
SamAccount Nane . Domai n Users

SID : S-1-5-21-41432690-3719764436-1984117282-
513

di sti ngui shedNanme : CN=Group Policy Creator
Onner s, CN=EUser s, DC=Fabr i kam DC=com

G oupCat egory . Security

G oupScope : 4 obal

nane : Goup Policy Creator Omners

obj ect Cl ass : group

obj ect GUI D . ab8f 7bf 2-f d20- 4bbd- 96f 0- ee10f a1613c7
SamAccount Nane : Goup Policy Creator Oaners

SID : S 1-5-21-41432690- 3719764436- 1984117282-
520

di sti ngui shedNane : CN=Enterprise
Adm ns, CN=User s, DC=Fabr i kam DC=com

G oupCat egory . Security

G oupScope : Uni ver sal

nane . Enterprise Adnins

obj ect Cl ass : group

obj ect GQUI D : 0215b0a5- aeal- 40da- b598- 720ef e930ddf
SamAccount Nane . Enterprise Adm ns

SID : S 1-5-21-41432690- 3719764436-1984117282-
519

di sti ngui shedNanme : CN=Schema
Adm ns, CN=User s, DC=Fabr i kam DC=com

G oupCat egory . Security

Gr oupScope : Uni ver sal

name : Schema Admi ns

obj ect Cl ass . group

obj ect GUI D . 8d62890f - 385e- 4cf a- 9b2a- ¢ 72576097583
SamAccount Nanme : Schema Adni ns

SID : S 1-5-21-41432690- 3719764436-1984117282-
518

di sti ngui shedNanme : CN=Donmi n
Adm ns, CN=User s, DC=Fabr i kam DC=com

G oupCat egory : Security

G oupScope . G obal

name : Domai n Admi ns

obj ect Cl ass . group

obj ect QU D : 5ccc6037-c2c9-42be- 8e92- c8f 98af dO011
SamAccount Nane : Domai n Admi ns

SI D : S 1-5-21-41432690- 3719764436-1984117282-
512

di sti ngui shedNane
CN=Adm ni strators, CN=BUI | tin, DC=Fabri kam DC=com
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G oupCat egory
G oupScope
name

obj ect Cl ass
obj ect GUI D
SamAccount Nanme
SID

Security

Donai nLoca

Adm ni strators

group

02ce3874- dd86-41ba- bddc- 013f 34019978
Adm ni strators

S-1-5-32-544
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Cmdlet: Get-ADReplicationAttributeMetadata

Synops

Returns the replication metadata for one or more Active Directory replication partners.

Syntax

CGet - ADRepl i cati onAttri but eMet adata [-Obj ect] <ADObject> [ - Server]
<String>

[[-Properties] <String[]>] [-AuthType {Negotiate | Basic}] |[-
Credenti al

<PSCredential >] [-Filter <String>] [-IncludeDel et edCbj ect s]

[ - ShowAl | Li nkedVal ues] [ <ConmonPar anet er s>]

Description

The Get-ADReplicationAttributeMetadata cmdlet returns the replication metadata for one
or more attributes on a given object. The metadata is contained in the following two
directory objects:

single-value attribute: msDS-ReplAttributeMetaData
multi-value attribute: msDS-ReplValueMetaData

The cmdlet parses the byte array(s) and returns the data in a readable format.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies a user account that has permission to perform this action. The
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default is the current user.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Filter

Description :Specifies a filter in the provider's format or language. The value of this
parameter qualifies the Path parameter. The syntax of the filter, including the use of
wildcards, depends on the provider. Filters are more efficient than other parameters,
because the provider applies them when retrieving the objects, rather than having
Windows PowerShell filter the objects after they are retrieved.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :IncludeDeletedObjects

Description :Specifies to retrieve deleted objects and the deactivated forward and
backward links. When this parameter is specified, the cmdlet uses the following LDAP
controls:

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Object

Description :Specifies an Active Directory object by providing one of the following
property values. The identifier in parentheses is the LDAP display name for the attribute.

|Required true
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Position 1
Default value None
Accept pipeline input? True (ByValue)
Accept wildcard characters? false

Parameter :Properties

Description :Specifies a list of one or more attribute names as a comma separated list to
return the metadata for replication partners. This parameter also accepts * to indicate that
all attributes set on the object should be returned.

Required false

Position 3

Default value * (all properties)
Accept pipeline input? false

Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required true
Position 2
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ShowAlILinkedValues
Description :Specifying this switch returns all linked values if the attribute returned is
multi-valued.

Required false
Position named
Default value False; by default, only the

linked value with the highest
USN is returned

Accept pipeline input? false
Accept wildcard characters? false
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Inputs
A class structure that represents the Active Directory objects.

Type : Microsoft.ActiveDirectory.Management.ADObject

Outputs
A class structure that represents Active Directory replication attribute metadata objects.

Type : Microsoft.ActiveDirectory.Management.ADReplicationAttributeMetadata

Notes
Examples
EXAMPLE 1

Description

Get the replication metadata for the attributes of a group with Distinguished Name
"CN=Domain Admins,CN=Users,DC=corp,DC=contoso,DC=com" from the CORP-DC01
domain controller. By including the -ShowAllLinkedValues switch parameter if a multi-
valued attribute is present, all its linked values are also retrieved.

C. \ PS>Get - ADRepl i cati onAttri but eMet adata " CN=Donmai n
Adm ns, CN=User s, DC=cor p, DC=cont oso, DC=com' cor p- DC01 -
ShowAl | Li nkedVal ues

EXAMPLE 2

Description

Get the replication metadata for the attributes of an object with GUID "1A7BFEC6-C92C-
4804-94B0-D407E51F1B64", including the deleted objects and the deactivated forward
and backward links.

C.\ PS>Cet - ADRepl i cati onAttri but eMet adat a " 1A7BFEC6- C92C- 4804-
94B0- D4A07E51F1B64" cor p-DCO1 -1 ncl udeDel et edoj ect s

EXAMPLE 3

Description
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Get all groups that have any of their attributes modified on 11/10/2011.

C. \ PS>Get - ADObj ect -Filter 'objectclass -eq "group"' | Get-
ADReplicationAttributeMetadata - Server corp-DCO1l | Were-

Obj ect {$_.lastoriginatingchangetine -like "*11/10/2011*"} |
For mat - Tabl e obj ect
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Cmdlet: Get-ADReplicationConnection

Synops
Returns a specific Active Directory replication connection or a set of AD replication
connection objects based on a specified filter.

Syntax

Get - ADRepl i cati onConnection [-AuthType {Negotiate | Basic}] |[-
Credenti al

<PSCredential >] [-Filter <String>] [-Properties <String[]>]
[ - Server

<String>] [<ConmonParanet er s>]

Cet - ADRepl i cati onConnection [-l1dentity] <ADReplicationConnection>

[-Aut hType {Negotiate | Basic}] [-Credential <PSCredenti al >]
[-Properties
<String[]>] [-Server <String>] [<CommonParamneters>]

Description

The Get-ADReplicationConnection cmdlet returns a specific Active Directory replication
connection or a set of AD replication connection objects based on a specified filter.
Connections are used to enable domain controllers to replicate with each other. A
connection defines a one-way, inbound route from one domain controller, the source, to
another domain controller, the destination. The Kerberos consistency checker (KCC)
reuses existing connections where it can, deletes unused connections, and creates new
connections if none exist that meet the current need.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false
Position named
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Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Filter

Description :Specifies a query string that retrieves Active Directory objects. This string
uses the PowerShell Expression Language syntax. The PowerShell Expression
Language syntax provides rich type-conversion support for value types received by the
Filter parameter. The syntax uses an in-order representation, which means that the
operator is placed between the operand and the value. For more information about the
Filter parameter, see about_ActiveDirectory_Filter.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory object by providing one of the following
property values. The identifier in parentheses is the LDAP display name for the attribute.

Required true
Position 1
Default value
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Accept pipeline input? True (ByValue)
Accept wildcard characters? false

Parameter :Properties

Description :Specifies the properties of the output object to retrieve from the server. Use
this parameter to retrieve properties that are not included in the default set.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Inputs
A connection object is received by the Identity parameter.

Type : None or Microsoft.ActiveDirectory.Management.ADReplicationConnection

Examples
EXAMPLE 1

Description

Get all the replication connections.

C.\ PS>Get - ADRepl i cati onConnection -Filter *
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EXAMPLE 2

Description

Get all replication connections that replicate from corp-DCO1.

C. \ PS>Get - ADRepl i cati onConnection -Filter
{Repl i cat eFronDi rectoryServer -eq "corp-DC01"}

EXAMPLE 3

Description
Get the replication connection with name '5f98e288-19e0-47a0-9677-57f05ed54f6b'.

C:.\ PS>Get - ADRepl i cati onConnecti on "5f 98e288-19e0-47a0- 9677-
57f 05ed54f 6b"

EXAMPLE 4
Description

Get all the properties of the replication connection with name '5f98e288-19e0-47a0-9677-
57f05ed54f6b'.

C:.\ PS>Get - ADRepl i cati onConnecti on "5f 98e288-19e0-47a0-9677-
57f 05ed54f 6b" -Properties *

227



Cmdlet: Get-ADReplicationFailure

Synops

Returns a collection of data describing an Active Directory replication failure.

Syntax

CGet - ADRepl i cationFailure [-Target] <Qhject[]> [-AuthType
{Negotiate |

Basic}] [-Credential <PSCredential>] [-EnuneratingServer
<String>]

[-Filter <String>] [<ConmonParaneters>]

CGet - ADReplicationFailure [[-Target] <Object[]>] [-Scope] {Domain
| Forest
| Server | Site} [-AuthType {Negotiate | Basic}] [-Credenti al

<PSCredential >] [-EnuneratingServer <String>] [-Filter
<String>]
[ <ConmonPar anet er s>]

Description

The Get-ADReplicationFailure cmdlet returns all failures currently associated with a given
domain controller or Active Directory Lightweight Directory Services (AD LDS) instance.
The return object is of type ADReplicationFailure. This cmdlet returns the list of failures in
the ADReplicationSummary object for a specific server.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate
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false
false

Accept pipeline input?
Accept wildcard characters?

Parameter :Credential
Description :Specifies a user account that has permission to perform this action. The
default is the current user.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :EnumeratingServer

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Filter

Description :Specifies a filter in the provider's format or language. The value of this
parameter qualifies the Path parameter. The syntax of the filter, including the use of
wildcards, depends on the provider. Filters are more efficient than other parameters,
because the provider applies them when retrieving the objects, rather than having
Windows PowerShell filter the objects after they are retrieved.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Scope

Description :Specifies the type of object used as input by the Target parameter. The
following are allowable values to use:

Required true
Position 2
Default value None
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Target

Description :Specifies either one or more (using a comma separated list) of Active
Directory domain controllers, sites, domains, or forests. It will return results for all the
domain controllers that are specified or that are part of the specified container.

Required true

Position 1

Default value DCLocator; Provider: -Server
of the connected drive

Accept pipeline input? True (ByValue)

Accept wildcard characters? false

Inputs
A class structure that contains one or more Active Directory server objects.

Type : Microsoft.ActiveDirectory.Management.ADDirectoryServer

Outputs
A class structure that represents Active Directory replication failure objects.

Type : Microsoft.ActiveDirectory.Management.ADReplicationFailure

Examples
EXAMPLE 1

Description

Get a collection of data describing an Active Directory replication failure for corp-DCO1.

C.\ PS>Get - ADRepl i cati onFai l ure -Target corp-DC01
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EXAMPLE 2

Description

Get a collection of data describing an Active Directory replication failure from corp-DCO01
(same as above).

C. \ PS>Get - ADRepl i cati onFai l ure -Target corp-DC01 - Scope Server

EXAMPLE 3

Description

Get a collection of data describing an Active Directory replication failure from corp-DCO01
and corp-DCO02.

C. \ PS>Cet - ADRepl i cati onFai |l ure -Target corp-DC01, cor p- DCO2

EXAMPLE 4

Description

Get a collection of data describing Active Directory replication failures from all the domain
controllers in the site ‘NorthAmerica'.

C. \ PS>Get - ADRepl i cati onFai l ure -Target NorthAnmerica - Scope
Site

EXAMPLE 5

Description

Get a collection of data describing Active Directory replication failures from all the domain
controllers in the domain 'corp.contoso.com'.

C. \ PS>Get - ADRepl i cati onFai |l ure -Target "corp.contoso.cont -
Scope Domai n
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EXAMPLE 6

Description

Get a collection of data describing Active Directory replication failures from all the domain
controllers in the forest 'corp.contoso.com’

C. \ PS>Get - ADRepl i cati onFai l ure -Target "corp.contoso.cont -
Scope For est
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Cmdlet: Get-ADReplicationPartnerMetadata

Synops

Returns the replication metadata for a set of one or more replication partners.

Syntax

CGet - ADRepl i cati onPartner Metadata [-Target] <Object[]> [[-
Partition]

<String[]>] [[-PartnerType] {Both | Inbound | Qutbound}] [-
Aut hType

{Negotiate | Basic}] [-Credential <PSCredential>] [-
Enuner ati onServer

<String>] [-Filter <String>] [<ComonParaneters>]

CGet - ADRepl i cati onPartnerMetadata [[-Target] <Object[]>] [-Scope]
{Dormai n |

Forest | Server | Site} [[-Partition] <String[]>] [I[-
Part ner Type] {Both |

I nbound | Qutbound}] [-AuthType {Negotiate | Basic}] [-
Credenti al

<PSCredential >] [-EnunerationServer <String>] [-Filter
<String>]

[ <ConmonPar anet er s>]

Description

The Get-ADReplicationPartnerMetadata cmdlet returns an Active Directory replication
partner metadata object for each of its replication partners which contains all of the
relevant replication data for the partners involved. This includes attributes such as
LastReplicationSuccess or LastReplicationAttempt and other data specific to each pairing
of replication partners. If the results are too verbose for your needs, you can use the
Partition parameter to specify a partition to narrow down the results. Optionally, you can
use the Filter parameter to narrow down results as well. If no partition or filter are
specified for the results, the default naming context is used and metadata for all
replication partners is returned.

Parameters
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Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies a user account that has permission to perform this action. The
default is the current user.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :EnumerationServer

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Filter

Description :Specifies a filter in the provider's format or language. The value of this
parameter qualifies the Path parameter. The syntax of the filter, including the use of
wildcards, depends on the provider. Filters are more efficient than other parameters,
because the provider applies them when retrieving the objects, rather than having
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Windows PowerShell filter the objects after they are retrieved.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Partition

Description :Specifies the distinguished name of an Active Directory partition. The
distinguished name must be one of the naming contexts on the current directory server.
The cmdlet searches this partition to find the object defined by the Identity parameter.

Required false
Position 3
Default value DefaultNC; Provider: Default is

to use the Partition that you are
currently in. Else, use
DefaultNC (IE: If you are in the
RootDSE)

Accept pipeline input? false

Accept wildcard characters? false

Parameter :PartnerType

Description :An enumeration of the replication types returned by this cmdlet. The
following are the allowable values for this parameter: Inbound, Outbound, Both.

Required false
Position 4
Default value Inbound
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Scope

Description :Specifies the scope type for the Target parameter when used as input. The
allowable values for this parameter are:

|Required true
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Position 2
Default value None
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Target

Description :Specifies the target for returning replication partner metadata as either one
or more domain controllers, sites, domains, or forests. If multiple values for the target are
to be specified, they need to be separated by commas. This parameter will return results
for all the domain controllers specified or for part of the specified container.

Required true

Position 1

Default value DCLocator; Provider: -Server
of the connected drive

Accept pipeline input? True (ByValue)

Accept wildcard characters? false

Inputs
A class structure that represents Active Directory server objects.

Type : Microsoft.ActiveDirectory.Management.ADDirectoryServer

Outputs
A class structure that represents Active Directory replication partner metadata objects.

Type : Microsoft.ActiveDirectory.Management.ADReplicationPartnerMetadata

Notes
Examples
EXAMPLE 1

Description

Get the replication metadata between corp-DCO01 and its inbound partners for the default
partition only.

C. \ PS>Get - ADRepl i cati onPart ner Met adat a - Target cor p- DCO1
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EXAMPLE 2

Description

Get the replication metadata between corp-DCO1 and its inbound partners for the default
partition only (same as above).

C.\ PS>Get - ADRepl i cati onPart ner Met adat a - Target cor p-DC01 -
Part ner Type | nbound

EXAMPLE 3

Description

Get the replication metadata between corp-DCO01, corp-DC02 and their respective
partners only (both inbound and outbound) for the schema patrtition.

C.\ PS>Get - ADRepl i cati onPart ner Met adat a - Target cor p- DC01, cor p-
DCO2 - Partner Type Both -Partition Schema

EXAMPLE 4

Description

Get the replication metadata for all the inbound partners of all the domain controllers
within the 'NorthAmerica' site for all hosted partitions.

C.\ PS>Get - ADRepl i cati onPart ner Met adat a - Target NorthAmerica -
Scope Site -Partition *

EXAMPLE 5

Description

Get the replication metadata for all the domain controllers that are inbound partners for
the default partition in the domain 'corp.contoso.com'.

C.\ PS>Get - ADRepl i cati onPart ner Met adat a - Tar get
"cor p. cont oso. coni' - Scope Domai n

237



EXAMPLE 6

Description

Get the replication metadata for all the domain controllers that are inbound partners for
the configuration partition in the forest 'corp.contoso.com'.

C.\ PS>Get - ADRepl i cati onPart ner Met adat a - Tar get
"cor p. cont oso. cont' -Scope Forest -Partition Configuration
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Cmdlet: Get-ADReplicationQueueOperation

Synops

Returns the contents of the replication queue for a specified server.

Syntax

CGet - ADRepl i cati onQueueQOperation [-Server] <String> [[-Partition]
<String[]>] [-AuthType {Negotiate | Basic}] [-Credential
<PSCr edenti al >]
[-Filter <String>] [<CommonParaneters>]

Description

The Get-ADReplicationQueueOperation cmdlet returns all of the pending operations in
the replication queue. While replication operations are pending, this cmdlet can be useful
for determining the status of queued operations.

The Get-ADReplicationQueueOperation cmdlet can be called from script to watch and
observe when operations get moved out of the queue as they are replicated. It also
allows for filtering on any of the properties on the ADReplicationOperation object.

The replication queue operates in the following manner: suppose a domain controller has
five inbound replication connections. As the domain controller formulates change
requests, either by a schedule being reached or from a notification, it adds a work item
for each request to the end of the queue of pending synchronization requests. Each
pending synchronization request represents one <source domain controller, directory
partition> pair, such as "synchronize the schema directory partition from DCL1," or "delete
the ApplicationX directory partition."

When a work item has been received into the queue, notification and polling intervals do
not apply. Instead, the domain controller processes the item (begins synchronizing from
its source) as soon as the work item reaches the front of the replication queue. This
process continues until either the destination is fully synchronized with the source domain
controller, an error occurs, or the synchronization is pre-empted by a higher-priority
operation.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:
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Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies a user account that has permission to perform this action. The
default is the current user.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Filter

Description :Specifies a filter in the provider's format or language. The value of this
parameter qualifies the Path parameter. The syntax of the filter, including the use of
wildcards, depends on the provider. Filters are more efficient than other parameters,
because the provider applies them when retrieving the objects, rather than having
Windows PowerShell filter the objects after they are retrieved.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Partition

Description :Specifies the distinguished name of an Active Directory partition. The
distinguished name must be one of the naming contexts on the current directory server.
The cmdlet searches this partition to find the object defined by the Identity parameter.

Required false
Position 3
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Default value DefaultNC; Provider: Default is
to use the Partition that you are
currently in. Else, use
DefaultNC (IE: If you are in the
Ro0tDSE)

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required true
Position 2
Default value

Accept pipeline input? false
Accept wildcard characters? false

Inputs
A class structure that represents one or more Active Directory servers.

Type : Microsoft.ActiveDirectory.Management.ADDirectoryServer
Outputs

A class structure that represents one or more Active Directory replication operations.

Type : Microsoft.ActiveDirectory.Management.ADReplicationOperation
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Cmdlet: Get-ADReplicationSite

Synops
Returns a specific Active Directory replication site or a set of replication site objects
based on a specified filter.

Syntax

Get-ADReplicationSite [[-ldentity] <ADReplicationSite>] |-
Aut hType

{Negotiate | Basic}] [-Credential <PSCredential>] [-
Properties <String[]>]

[-Server <String>] [<ConmonParaneters>]

Cet- ADReplicationSite [-AuthType {Negotiate | Basic}] [-
Credenti al

<PSCredential >] [-Properties <String[]>] [-Server <String>] -
Filter

<String> [ <ComonPar amnet er s>]

Description

The Get-ADReplicationSite cmdlet returns a specific Active Directory replication site or a
set of replication site objects based on a specified filter. Sites are used in Active Directory
to either enable clients to discover network resources (published shares, domain
controllers) close to the physical location of a client computer or to reduce network traffic
over wide area network (WAN) links. Sites can also be used to optimize replication
between domain controllers.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false
Position named
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Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Filter

Description :Specifies a query string that retrieves Active Directory objects. This string
uses the PowerShell Expression Language syntax. The PowerShell Expression
Language syntax provides rich type-conversion support for value types received by the
Filter parameter. The syntax uses an in-order representation, which means that the
operator is placed between the operand and the value. For more information about the
Filter parameter, see about_ActiveDirectory_Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory object by providing one of the following
property values. The identifier in parentheses is the LDAP display name for the attribute.

Required false
Position 1
Default value All Sites (Filter *)
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Accept pipeline input? True (ByValue)
Accept wildcard characters? false

Parameter :Properties

Description :Specifies the properties of the output object to retrieve from the server. Use
this parameter to retrieve properties that are not included in the default set.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Inputs
A site object is received by the Identity parameter.

Type : None or Microsoft.ActiveDirectory.Management.ADReplicationSite

Examples
EXAMPLE 1

Description

Get all the sites.
C. \ PS>Get - ADReplicationSite -Filter *
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EXAMPLE 2
Description

Get all sites that have the WindowsServer2003KCCBehaviorEnabled flag turned on. (The
—Properties parameter must be set because the
WindowsServer2003KCCSiteLinkBridgingEnabled property is not retrieved by default.)

C.\ PS>Get - ADRepl i cationSite -Properties * -Filter
{ W ndowsSer ver 2003KCCSi t eLi nkBri dgi ngEnabl ed -eq $TRUE}

EXAMPLE 3

Description

Get the site with name 'NorthAmerica'.
C. \ PS>Get - ADRepl i cationSite NorthAmerica

EXAMPLE 4
Description

Get the AutomaticlnterSiteTopologyGenerationEnabled property of the site with name
'NorthAmerica'.

C. \ PS>Cet - ADRepl i cationSite NorthAmerica -Properties
Aut omati cl nt er Si t eTopol ogyGener at i onEnabl ed
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Cmdlet: Get-ADReplicationSiteLink

Synops
Returns a specific Active Directory site link or a set of site links based on a specified
filter.

Syntax

Get - ADRepl i cationSiteLink [-AuthType {Negotiate | Basic}] [-
Credenti al

<PSCredential >] [-Properties <String[]>] [-Server <String>] -
Filter

<String> [ <ComonPar anet er s>]

Cet- ADReplicationSiteLink [-ldentity] <ADReplicationSiteLink> |-
Aut hType

{Negotiate | Basic}] [-Credential <PSCredential>] [-
Properties <String[]>]

[-Server <String>] [<ConmonParaneters>]

Description

The Get-ADReplicationSiteLink cmdlet can be used to return a specific Active Directory
site link or a set of site links based on a specified filter. A site link connects two or more
sites. Site links reflect the administrative policy for how sites are to be interconnected and
the methods used to transfer replication traffic. You must connect sites with site links so
that domain controllers at each site can replicate Active Directory changes.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate
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Accept pipeline input? false
Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Filter

Description :Specifies a query string that retrieves Active Directory objects. This string
uses the PowerShell Expression Language syntax. The PowerShell Expression
Language syntax provides rich type-conversion support for value types received by the
Filter parameter. The syntax uses an in-order representation, which means that the
operator is placed between the operand and the value. For more information about the
Filter parameter, see about_ActiveDirectory_Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory object by providing one of the following
property values. The identifier in parentheses is the LDAP display name for the attribute.

Required true

Position 1

Default value

Accept pipeline input? True (ByValue)
Accept wildcard characters? false
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Parameter :Properties

Description :Specifies the properties of the output object to retrieve from the server. Use
this parameter to retrieve properties that are not included in the default set.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Inputs
A site link object is received by the Identity parameter.

Type : None or Microsoft.ActiveDirectory.Management.ADReplicationSiteLink

Examples
EXAMPLE 1

Description

Get all the site links.
C.\ PS>Get - ADRepl i cationSiteLink -Filter *

EXAMPLE 2
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Description
Get all site links that include 'NorthAmerica'.

C.\ PS>Get - ADRepl i cationSiteLink -Filter {Siteslncluded -eq
"NorthAnerica"} | FT Name, Siteslncluded -A

EXAMPLE 3
Description

Get all site links that have a cost greater than 100 and a replication frequency less than
15 minutes.

C.\ PS>Get - ADRepl i cationSiteLink -Filter {Cost -gt 100 -and
Repl i cati onFrequencyl nM nutes -1t 15}

EXAMPLE 4

Description

Get the site link with name 'Europe-Asia’.
C. \ PS>Get - ADRepl i cati onSi t eLi nk " Eur ope- Asi a"

EXAMPLE 5

Description

Get the ReplicationSchedule property of the site link with name 'Europe-Asia’.

C.\ PS>Cet - ADRepl i cati onSi teLi nk "Europe-Asia" -Properties
Repl i cati onSchedul e
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Cmdlet: Get-ADReplicationSiteLinkBridge

Synops
Returns a specific Active Directory site link bridge or a set of site link bridge objects
based on a specified filter.

Syntax

Get - ADRepl i cati onSiteLi nkBridge [-AuthType {Negotiate | Basic}]
[-Credential <PSCredential>] [-Properties <String[]>] [-
Server <String>]
-Filter <String> [ <CommpnPar anet er s>]

CGet - ADRepl i cationSitelLi nkBridge [-1dentity]
<ADRepl i cati onSiteLi nkBri dge>

[-Aut hType {Negotiate | Basic}] [-Credential <PSCredenti al >]
[-Properties

<String[]>] [-Server <String>] [<ConmonParaneters>]

Description

The Get-ADReplicationSiteLinkBridge cmdlet returns a specific Active Directory site link
bridge or a set of site link bridge objects based on a specified filter. A site link bridge
connects two or more site links and enables transitivity between site links. Each site link
in a bridge must have a site in common with another site link in the bridge.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false
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Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Filter

Description :Specifies a query string that retrieves Active Directory objects. This string
uses the PowerShell Expression Language syntax. The PowerShell Expression
Language syntax provides rich type-conversion support for value types received by the
Filter parameter. The syntax uses an in-order representation, which means that the
operator is placed between the operand and the value. For more information about the
Filter parameter, see about_ActiveDirectory Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory object by providing one of the following
property values. The identifier in parentheses is the LDAP display name for the attribute.

Required true
Position 1
Default value

Accept pipeline input?
Accept wildcard characters?

True (ByValue)
false

Parameter :Properties
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Description :Specifies the properties of the output object to retrieve from the server. Use
this parameter to retrieve properties that are not included in the default set.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Inputs
A site link bridge object is received by the Identity parameter.
Type : None or Microsoft.ActiveDirectory.Management.ADReplicationSiteLinkBridge

Notes
Examples
EXAMPLE 1

Description

Get all the site link bridges.
C. \ PS>Get - ADRepl i cationSiteLi nkBridge -Filter *

EXAMPLE 2

Description
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Get all site link bridges that include site link 'NorthAmerica-Europe'.

C. \ PS>Get - ADRepl i cationSiteLi nkBridge -Filter
{Si teLi nkslncluded -eq "NorthAnerica-Europe"} | FT
Nane, Si t eLi nksl ncl uded - A

EXAMPLE 3

Description

Get the site link bridge with name 'NorthAmerica-Europe'

C. \ PS>Get - ADRepl i cati onSit eLi nkBri dge "Nort hAmeri ca- Asi a"

EXAMPLE 4

Description

Get all the properties of the site link bridge with name 'NorthAmerica-Europe'.

C.\ PS>Get - ADRepl i cati onSi t eLi nkBri dge "NorthAnerica-Asi a"
Properties *
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Cmdlet: Get-ADReplicationSubnet

Synops
Returns a specific Active Directory subnet or a set of AD subnets based on a specified
filter.

Syntax

Get - ADRepl i cati onSubnet [-Aut hType {Negotiate | Basic}] [-
Credenti al

<PSCredential >] [-Properties <String[]>] [-Server <String>] -
Filter

<String> [ <ComonPar anet er s>]

Cet - ADRepl i cati onSubnet [-l1dentity] <ADReplicationSubnet> |-
Aut hType

{Negotiate | Basic}] [-Credential <PSCredential>] [-
Properties <String[]>]

[-Server <String>] [<ConmonParaneters>]

Description

The Get-ADReplicationSubnet cmdlet returns a specific Active Directory subnet or a set
of AD subnets based on a specified filter. Subnet objects (class subnet) define network
subnets in Active Directory. A network subnet is a segment of a TCP/IP network to which
a set of logical IP addresses is assigned. Subnets group computers in a way that
identifies their physical proximity on the network. Subnet objects in Active Directory are
used to map computers to sites.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false
Position named
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Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Filter

Description :Specifies a query string that retrieves Active Directory objects. This string
uses the PowerShell Expression Language syntax. The PowerShell Expression
Language syntax provides rich type-conversion support for value types received by the
Filter parameter. The syntax uses an in-order representation, which means that the
operator is placed between the operand and the value. For more information about the
Filter parameter, see about_ActiveDirectory_Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory object by providing one of the following
property values. The identifier in parentheses is the LDAP display name for the attribute.

Required true
Position 1
Default value All Subnets (Filter *)
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Accept pipeline input? True (ByValue)
Accept wildcard characters? false

Parameter :Properties

Description :Specifies the properties of the output object to retrieve from the server. Use
this parameter to retrieve properties that are not included in the default set.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Inputs
A subnet object is received by the Identity parameter.

Type : None or Microsoft.ActiveDirectory.Management.ADReplicationSubnet

Examples
EXAMPLE 1

Description

Get all the subnets.
C. \ PS>Get - ADRepl i cati onSubnet -Filter *
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EXAMPLE 2

Description

Get all the subnets in Japan.

C. \ PS>Get - ADRepl i cati onSubnet -Filter {Location -1like
"*Japan"}

EXAMPLE 3

Description

Get the subnet with name '10.0.0.0/25'".
C.\ PS>Get - ADRepl i cati onSubnet "10.0. 0. 0/ 25"

EXAMPLE 4

Description

Get all the properties of the subnet with name '10.0.0.0/25'.
C. \ PS>Cet - ADRepl i cati onSubnet "10.0.0.0/25" -Properties *
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Cmdlet: Get-ADReplicationUpToDatenessVectorTable

Synops
Displays the highest Update Sequence Number (USN) for the specified domain
controller.

Syntax

CGet - ADRepl i cati onUpToDat enessVector Tabl e [-Target] <Object[]>

[[-Partition] <String[]>] [-AuthType {Negotiate | Basic}] [-
Credenti al

<PSCredential >] [-EnunerationServer <String>] [-Filter
<String>]

[ <ConmonPar anet er s>]

Cet - ADRepl i cati onUpToDat enessVector Tabl e [[-Target] <Cbject[]>]
[ - Scope]

{Domain | Forest | Server | Site} [[-Partition] <String[]>]
[ - Aut hType

{Negotiate | Basic}] [-Credential <PSCredential>] [-
Enuner ati onServer

<String>] [-Filter <String>] [<ComonParaneters>]

Description

Displays the highest Update Sequence Number (USN) for the specified domain
controller(s). This information shows how up-to-date a replica is with its replication
partners. During replication, each object that is replicated has USN and if the object is
modified, the USN is incremented. The value of the USN for a given object is local to
each domain controller where it has replicated are number is different on each domain
controller.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:
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Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies a user account that has permission to perform this action. The
default is the current user.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :EnumerationServer

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Filter

Description :Specifies a filter in the provider's format or language. The value of this
parameter qualifies the Path parameter. The syntax of the filter, including the use of
wildcards, depends on the provider. Filters are more efficient than other parameters,
because the provider applies them when retrieving the objects, rather than having
Windows PowerShell filter the objects after they are retrieved.

Required false
Position named
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Default value
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Partition

Description :Specifies the distinguished name of an Active Directory partition. The
distinguished name must be one of the naming contexts on the current directory server.
The cmdlet searches this partition to find the object defined by the Identity parameter.

Required false
Position 3
Default value DefaultNC; Provider: Default is

to use the Partition that you are
currently in. Else, use
DefaultNC (IE: If you are in the
RO0tDSE)

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Scope

Description :Specifies the type of object used as input by the Target parameter. The
following are allowable values to use:

Required true
Position 2
Default value None
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Target

Description :Specifies either one or more (using a comma separated list) of Active
Directory domain controllers, sites, domains, or forests. It will return results for all the
domain controllers that are specified or that are part of the specified container.

Required true

Position 1

Default value DCLocator; Provider: -Server
of the connected drive

Accept pipeline input? True (ByValue)
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|Accept wildcard characters? |false

Inputs
A class structure that contains one or more Active Directory server objects.

Type : Microsoft.ActiveDirectory.Management.ADDirectoryServer

Outputs

A class structure that contains one or more Active Directory replication up-to-dateness
(UTD) vector tables.

Type : Microsoft.ActiveDirectory.Management.ADReplicationUpToDatenessVector

Examples
EXAMPLE 1

Description

Get the highest Update Sequence Number (USN) information for the default partition
from corp-DCOL1.

C.\ PS>Cet - ADRepl i cat i onUpToDat enessVect or Tabl e - Target corp-
DC01

EXAMPLE 2
Description

Get the highest Update Sequence Number (USN) information for the default partition
from corp-DCO1 (same as above).

C. \ PS>CGet - ADRepl i cat i onUpToDat enessVect or Tabl e - Target corp-
DC01 - Scope Server

EXAMPLE 3

Description

Get the highest Update Sequence Number (USN) information for the schema partition
from corp-DCO01 and corp-DCO02.

261



C. \ PS>Get - ADRepl i cati onUpToDat enessVect or Tabl e - Target cor p-
DCO1, corp-DCO2 -Partition Schema

EXAMPLE 4

Description

Get the highest Update Sequence Number (USN) for all partitions from all the Domain
Controllers in site 'NorthAmerica'.

C. \ PS>Get - ADRepl i cati onUpToDat enessVect or Tabl e - Tar get
Nort hAnerica -Scope Site -Partition *

EXAMPLE 5

Description

Get the highest Update Sequence Number (USN) for the default partition from all the
Domain Controllers in domain ‘corp.contoso.com'.

C. \ PS>Get - ADRepl i cati onUpToDat enessVect or Tabl e - Tar get
"corp. contoso. conl' -Scope Dormain -Partition Default

EXAMPLE 6

Description

Get the highest Update Sequence Number (USN) for the configuration partition from all
the Domain Controllers in forest 'corp.contoso.com'.

C. \ PS>Get - ADRepl i cati onUpToDat enessVect or Tabl e - Tar get
"corp.contoso. conl' -Scope Forest -Partition Configuration
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Cmdlet: Get-ADResourceProperty

Synops

Gets one or more resource properties.

Syntax

CGet - ADResour ceProperty [-AuthType {Negotiate | Basic}] [-
Credenti al
<PSCredential >] [-Properties <String[]>] [-ResultPageSize
<l nt 32>]
[-ResultSet Si ze <Int32>] [-Server <String>] -Filter <String>
[ <ConmonPar anet er s>]

Cet - ADResourceProperty [-ldentity] <ADResourceProperty> [-
Aut hType

{Negotiate | Basic}] [-Credential <PSCredential>] [-
Properties <String[]>]

[-Server <String>] [<ConmonParaneters>]

CGet - ADResour ceProperty [-AuthType {Negotiate | Basic}] [-
Credenti al

<PSCredential >] [-Properties <String[]>] [-ResultPageSize
<l nt 32>]

[-Resul tSet Si ze <Int32>] [-Server <String>] -LDAPFilter
<String>

[ <ConmonPar anet er s>]

Description

The Get-ADResourceProperty cmdlet gets one or more resource properties.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:
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Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Filter

Description :Specifies a query string that retrieves Active Directory objects. This string
uses the PowerShell Expression Language syntax. The PowerShell Expression
Language syntax provides rich type-conversion support for value types received by the
Filter parameter. The syntax uses an in-order representation, which means that the
operator is placed between the operand and the value. For more information about the
Filter parameter, see about_ActiveDirectory Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory object by providing one of the following
property values. The identifier in parentheses is the LDAP display name for the attribute.
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Required true
Position 1
Default value

Accept pipeline input?
Accept wildcard characters?

True (ByValue)
false

Parameter :LDAPFilter

Description :Specifies an LDAP query string that is used to filter Active Directory objects.
You can use this parameter to run your existing LDAP queries. The Filter parameter
syntax supports the same functionality as the LDAP syntax. For more information, see
the Filter parameter description and the about_ActiveDirectory_Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Properties

Description :Specifies the properties of the output object to retrieve from the server. Use
this parameter to retrieve properties that are not included in the default set.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ResultPageSize

Description :Specifies the number of objects to include in one page for an Active
Directory Domain Services query.

Required false
Position named
Default value 256
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ResultSetSize

Description :Specifies the maximum number of objects to return for an Active Directory
Domain Services query. If you want to receive all of the objects, set this parameter to
$null (null value). You can use Ctrl+c to stop the query and return of objects.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Examples

EXAMPLE 1

Description

Get all the resource properties that refer to the claim type named 'Country' for their
suggested values.

C. \ PS>Get - ADResour ceProperty -Filter {SharesVal uesWth -eq
"Country'}

EXAMPLE 2

Description
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Get the resource property with display name 'Authors'.
C:. \ PS>Get - ADResour ceProperty Aut hors
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Cmdlet: Get-ADResourcePropertyList

Synops

Retrieves resource property lists from Active Directory.

Syntax

CGet - ADResour cePropertyLi st [-AuthType {Negotiate | Basic}] [-
Credenti al
<PSCredential >] [-Properties <String[]>] [-ResultPageSize
<l nt 32>]
[-ResultSet Si ze <Int32>] [-Server <String>] -Filter <String>
[ <ConmonPar anet er s>]

Cet - ADResour cePropertyList [-1dentity] <ADResourcePropertylist>
[ - Aut hType

{Negotiate | Basic}] [-Credential <PSCredential>] [-
Properties <String[]>]

[-Server <String>] [<ConmonParaneters>]

CGet - ADResour cePropertyLi st [-AuthType {Negotiate | Basic}] [-
Credenti al

<PSCredential >] [-Properties <String[]>] [-ResultPageSize
<l nt 32>]

[-Resul tSet Si ze <Int32>] [-Server <String>] -LDAPFilter
<String>

[ <ConmonPar anet er s>]

Description

The Get-ADResourcePropertyList cmdlet retrieves resource property lists from Active
Directory.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
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parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Filter

Description :Specifies a query string that retrieves Active Directory objects. This string
uses the PowerShell Expression Language syntax. The PowerShell Expression
Language syntax provides rich type-conversion support for value types received by the
Filter parameter. The syntax uses an in-order representation, which means that the
operator is placed between the operand and the value. For more information about the
Filter parameter, see about_ActiveDirectory Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory object by providing one of the following
property values. The identifier in parentheses is the LDAP display name for the attribute.
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Required true
Position 1
Default value

Accept pipeline input?
Accept wildcard characters?

True (ByValue)
false

Parameter :LDAPFilter

Description :Specifies an LDAP query string that is used to filter Active Directory objects.
You can use this parameter to run your existing LDAP queries. The Filter parameter
syntax supports the same functionality as the LDAP syntax. For more information, see
the Filter parameter description and the about_ActiveDirectory_Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Properties

Description :Specifies the properties of the output object to retrieve from the server. Use
this parameter to retrieve properties that are not included in the default set.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ResultPageSize

Description :Specifies the number of objects to include in one page for an Active
Directory Domain Services query.

Required false
Position named
Default value 256
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ResultSetSize

Description :Specifies the maximum number of objects to return for an Active Directory
Domain Services query. If you want to receive all of the objects, set this parameter to
$null (null value). You can use Ctrl+c to stop the query and return of objects.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Notes
Examples
EXAMPLE 1

Description

Retrieves a list of all resource property lists.

C. \ PS>Get - ADResour cePropertyList -Filter *

EXAMPLE 2

Description
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Retrieves all resource property lists that has the resource property "Country” in the list.

C. \ PS>Get - ADResour cePropertylList -Filter {Menbers -eq
"Country'}

EXAMPLE 3

Description

Retrieves the global resource property list.

C. \ PS>Get - ADResour cePropertylLi st "G obal Resource Property
List"
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Cmdlet: Get-ADResourcePropertyValueType

Synops

Retrieves a resource property value type from Active Directory.

Syntax

Cet - ADResour cePropertyVal ueType [-Aut hType {Negotiate | Basic}]
[-Credential <PSCredential>] [-Properties <String[]>] [-
Server <String>]
-Filter <String> [ <CommonPar anet er s>]

CGet - ADResour cePropertyVal ueType [-1dentity]
<ADResour cePr opertyVal ueType>

[-Aut hType {Negotiate | Basic}] [-Credential <PSCredential >]
[-Properties

<String[]>] [-Server <String>] [<ConmonParaneters>]

Get - ADResour cePropertyVal ueType [-Aut hType {Negotiate | Basic}]
[-Credential <PSCredential>] [-Properties <String[]>] [-
Server <String>]
-LDAPFi | ter <String> [ <CommonPar anet er s>]

Description

The Get-ADResourcePropertyValueType cmdlet retrieves a resource property value type
from Active Directory. The resource property value type supports the following Active
Directory primitives (ValueType, IsSingleValued, RestrictValues) and a Boolean
indicating whether SuggestedValues are allowed.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

| Required |false
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Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Neqgotiate
Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Filter

Description :Specifies a query string that retrieves Active Directory objects. This string
uses the PowerShell Expression Language syntax. The PowerShell Expression
Language syntax provides rich type-conversion support for value types received by the
Filter parameter. The syntax uses an in-order representation, which means that the
operator is placed between the operand and the value. For more information about the
Filter parameter, see about_ActiveDirectory_Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory user object by providing one of the following
property values. The identifier in parentheses is the LDAP display name for the attribute.

Required true
Position 1
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Default value

Accept pipeline input?

True (ByValue)

Accept wildcard characters?

false

Parameter :LDAPFilter

Description :Specifies an LDAP query string that is used to filter Active Directory objects.
You can use this parameter to run your existing LDAP queries. The Filter parameter
syntax supports the same functionality as the LDAP syntax. For more information, see
the Filter parameter description and the about_ActiveDirectory_Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Properties

Description :Specifies the properties of the output object to retrieve from the server. Use
this parameter to retrieve properties that are not included in the default set.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false
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Outputs

Default

1 ValueType

2 IsSingleValued

3 RestrictValues

4 AreSuggestedValuesPresent

Type : Microsoft.ActiveDirectory.Management.ADResourcePropertyValueType

Examples
EXAMPLE 1

Description

Retrieves the names of all resource property value types.
C.\ PS>Get - ADResour cePropertyVal ueType -Filter * | ft Name

EXAMPLE 2

Description

Retrieves all resource property value types that the resource properties "Country" and
"Authors" use.
C. \ PS>Get - ADResour cePr opertyVal ueType -Filter

{ResourceProperties -eq 'Country' -or ResourceProperties -eq
"Aut hors'}

EXAMPLE 3

Description

Retrieves a resource property value type named "MS-DS-Text".
C. \ PS>Get - ADResour cePr opert yVal ueType "Ms- DS- Text "
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Cmdlet; Get-ADRo0tDSE

Synops

Gets the root of a Directory Server information tree.

Syntax

CGet - ADRoot DSE [ - Aut hType {Negotiate | Basic}] [-Credenti al
<PSCr edent i al >]

[-Properties <String[]>] [-Server <String>]
[ <ConmonPar anet er s>]

Description

The Get-ADRootDSE cmdlet gets the conceptual object representing the root of the
directory information tree of a directory server. This tree provides information about the
configuration and capabilities of the directory server, such as the distinguished name for
the configuration container, the current time on the directory server, and the functional
levels of the directory server and the domain.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.
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Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Properties

Description :Specifies the properties of the output object to retrieve from the server. Use
this parameter to retrieve properties that are not included in the default set.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Outputs

An ADRoo0tDSE object that represents the data tree for the specified directory server is
output by this cmdlet.

Type : Microsoft.ActiveDirectory.Management. ADRootDSE

Examples
EXAMPLE 1

Description
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Get the rooDSE from the default domain controller.
C. \ PS>Get - ADRoot DSE

confi gur ati onNam ngCont ext :
CN=Conf i gur ati on, DC=Fabr i kam DC—com

current Ti me 3/ 18/ 2009 11:12:55 AM

def aul t Nam ngCont ext : DC=Fabr i kam DC=com

dnsHost Nane . FABRI KAM DCL. Fabri kam com
domai nControl |l erFunctionality : W ndows2008R2

domai nFunctionality : W ndows2003Donai n

dsSer vi ceNanme CN=NTDS Setti ngs, CN=FABRI KAM

DC1, CN=Servers, CN=Def aul t - Fi rst Site-
Narre CN=Si t es, CN=Conf| gurati on DC=Fabr i kam DC=com

f or est Funct i onal i ty W ndows2003For est

hi ghest Conmi tt edUSN . 23015

i s@ obal Cat al ogReady . {TRUE}

i sSynchroni zed . {TRUE}

| dapSer vi ceNane . Fabri kam com FABRI KAM
DC1$@ABRI KAM COM

nani ngCont ext s { DC=Fabr i kam DC=com

CN=Confi gur ati on, DC=Fabr i kam DC—com

CN=Schema, CN=Conf | gur ati on, DC=Fabr i kam DC=com

DC=Donmai nDnsZones, DC=Fabr i kam DC=com . .}

r oot Domai nNam ngCont ext : DC=Fabri kam DC=com
schemaNamni ngCont ext :

CN=Schema, CN=Conf i gur ati on, DC=Fabr i kam DC=com

server Nanme . CN=FABRI KAM

DC1, CN=Servers, CN=Defaul t-First-Site-

Name CN=Si t es, CN=Oonf| gurati on DC=Fabr i kam DC=com
subschenmaSubent ry

CN=Aggr egat e, CN=Schenma, CN=Oonf| gur ati on, DC=Fabri kam DC=com
supportedCapabl lities :{1.2. 840. 113556. 1. 4. 800
(LDAP_CAP_ACTI VE_DI RECTORY_Q D), 1.2.840.113556.1.4.1670
(LDAP_ CAP_ACTI VE_DI RECTORY_V51 C] D), 1.2.840.113556.1.4.1791
( LDAP_CAP_ACTI VE_DI RECTORY_LDAP_| NTEG abD,
1.2.840.113556. 1. 4. 1935

(LDAP_CAP_ACTI VE_DI RECTORY_V61 A D)...}

support edCont r ol : {1.2.840.113556. 1. 4. 319
(LDAP_PAGED RESULT O D _STRING, 1.2.840.113556.1.4.801
(LDAP_ SERVER _SD FLAGS O D, 1. 2 840. 113556. 1. 4. 473
(LDAP_SERVER SORT_QO D), 1. 2.840. 113556. 1. 4. 528

( LDAP_SERVER_NOTI FI CATI ON_ A D).

support edLDAPPol i ci es : {MaxPooI Thr eads,
MaxDat agr amRecv, MaxRecei veBuffer, |nitRecvTi neout...}
suppor t edLDAPVer si on {3, 2}
support edSASLMechani sns . {GSSAPI, GSS-SPNEGO, EXTERNAL,
DI GEST- MD5}
EXAMPLE 2
Description
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Get the rootDSE information including the supportedExtension property for Fabrikam-
RODC1 server.

C:.\ PS>Get - ADRoot DSE - Server Fabri kam RODC1 - Properties
support edExt ensi on

conf i gur ati onNam ngCont ext
CN=Confi gur ati on, DC=Fabr i kam DC-com

current Ti me 3/ 18/ 2009 11:12:55 AM

def aul t Nam ngCont ext : DC=Fabr i kam DC=com

dnsHost Name . FABRI KAM RODCL. Fabri kam com
domai nControl |l erFunctionality : W ndows2008R2

domai nFunctionality : W ndows2003Donai n

dsSer vi ceNanme CN=NTDS Setti ngs, CN=FABRI KAM

RODC1, CN=Ser ver s, CN=Def aul t - Fi rst Site-
Nane, CN=S| tes, CN=Conf| gur ati on, DC=Fabri kam DC=com

f or est Funct i onal i ty . W ndows2003For est

hi ghest Conmi tt edUSN . 23015

i sd obal Cat al ogReady . {TRUE}

i sSynchroni zed . {TRUE}

| dapSer vi ceNane . Fabri kam com FABRI KAM
RODCL$@ABRI KAM COM

nanm ngCont ext s . {DC=Fabri kam DC=com

CN=Confi gur at i on, DC=Fabri kam DC=com

CN=Schema, CN=Conf i gur ati on, DC=Fabr i kam DC=com

DC=Domai nDnsZones, DC=Fabr i kam DC=com . . }

r oot Domai nNam ngCont ext : DC=Fabri kam DC=com
schenmaNam ngCont ext :

CN=Schema, CN=Conf i gur ati on, DC—Fabrl kam DC=com

server Nane . CN=FABRI KAM

RODC1, CN=Servers, CN=Defaul t-First-Site-

Narme, CNES tes, CN=Conf | gurati on, DC=Fabr i kam DC=com
subschemaSubent ry

CN=Aggr egat e, CN=Schenm, CN=Oonf| gur at i on, DC=Fabr i kam DC=com
support edCapabl lities {1.2. 840. 113556. 1. 4. 800
(LDAP_CAP_ACTI VE_DI RECTORY_O D), 1.2.840.113556.1.4.1670
( LDAP_CAP_ACTI VE_DI RECTORY V51 _ G D), 1.2.840.113556.1.4.1791
(LDAP_ CAP_ACTI VE_DI RECTORY_LDAP | NTEG ano,
1.2.840.113556. 1. 4. 1935

(LDAP_CAP_ACTI VE_DI RECTORY_V61 A D)...}

support edCont r ol : {1.2.840.113556. 1. 4. 319
(LDAP_PAGED RESULT_O D _STRING, 1.2.840.113556.1.4.801
(LDAP_SERVER SD FLAGS O D), 1. 2 840. 113556. 1. 4. 473
(LDAP_ SERVER _SORT_O D) 1. 2 840. 113556. 1. 4. 528

( LDAP_SERVER_NOTI FI CATI ON. A D).

support edExt ensi on : {1. 3.6.1.4.1.1466. 20037,
1.3.6.1.4.1.1466. 101. 119. 1, 1.2.840.113556.1.4.1781,
1.3.6.1.4.1.4203.1.11. 3}

support edLDAPPol i ci es . {MaxPool Thr eads,
MaxDat agr amRecv, MaxRecei veBuffer, InitRecvTi neout...}
suppor t edLDAPVer si on {3, 2}
support edSASLMechani sns . {GSSAPI, GSS-SPNEGD, EXTERNAL,
DI GEST- MD5}
EXAMPLE 3
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Description

Get the rootDSE information of FABRIKAM-ADLDS1 using the FABRIKAM\userl
credentials.

C: \ PS>Get - ADRoot DSE - Server " FABRI KAM
ADLDS1. Fabri kam com 60000" -Credenti al " FABRI KAM User 1"

confi gurati onNam ngCont ext : CN=Configuration, CN={9131D98B-
E210- 480F- A95D- 24F9396898CA}

current Ti ne : 3/18/ 2009 11:40:19 AM

dnsHost Name : FABRI KAM ADLDS1. Fabri kam com
domai nControl |l erFunctionality : W ndows2008R2

dsServi ceNane : CNENTDS Settings, CN=FABRI KAM

ADLDS1%$i nst ancel, CN=Ser ver s, CN=Def ault-First-Site-
Nane, CN=Si tes, C
N=Oonf i guration, CN={9131D98B- E210- 480F- A95D- 24F9396898CA}

forest Functionality : W ndows2003For est
hi ghest Conmi tt edUSN . 13967
i sSynchroni zed . {TRUE}

nam ngCont ext s

{ CN=Conf i gur at i on, CN={ 9131D98B- E210- 480F- A95D- 24F9396898CA} ,
CN=Schens, CN=Conf i guration, CN={9131D98B- E210- 480F- A95D-
24F9396898CA} DC=AppNC}

schemaNami ngOont ext

CN=Schema, CN=Conf i gur ati on, CN={ 9131D98B- E210- 480F- A95D-
24F9396898CA}

server Name . CNFFABRI KAM

ADLDS1%i nst ancel, CN=Ser vers, CN=Defaul t-First-Site-

Nane, CN=Si t es, CN=Conf i gur ati on, CN={ 9131D98B- E210- 480F- A95D-
24F9396898CA}

subschenaSubent ry

CN=Aggr egat e, CN=Schena, CN=Conf| guration, CN={9131D98B- E210-
480F- A95D- 24F9396898CA}

supportedCapabilities : {1.2.840.113556.1. 4. 1851
(LDAP_CAP_ACTI VE_DI RECTORY_ADAM O D), 1.2.840.113556.1.4.1670
(LDAP_CAP_ACTI VE_DI RECTORY_ V51 _QO D), 1.2.840.113556.1.4.1791
( LDAP_CAP_ACTI VE_DI RECTORY_LDAP | NTEG apbD,

1.2.840.113556. 1. 4. 1935

(LDAP_CAP_ACTI VE_DI RECTORY_V61 QO D)...}

support edContr ol . {1.2.840.113556.1. 4. 319
(LDAP_PAGED RESULT_O D _STRI NG, 1.2.840.113556.1.4.801
(LDAP_SERVER SD FLAGS O D), 1. 2. 840. 113556. 1. 4. 473
(LDAP_SERVER SCRT QO D), 1. 2.840.113556. 1. 4. 528

( LDAP_SERVER_NOTI FI CATI ON. A D).

suppor t edLDAPPol i ci es : {I\/axPooI Thr eads,

MaxDat agr anRecv, MaxRecei veBuffer, |nitRecvTi neout...}

support edLDAPVer si on {3, 2}

support edSASLMechani sis : {GSSAPI, GSS-SPNEGO, EXTERNAL,
DI GEST- MD5}
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Cmdlet: Get-ADServiceAccount

Synops
Gets one or more Active Directory managed service accounts or group managed service
accounts.

Syntax

Get - ADSer vi ceAccount [-Aut hType {Negotiate | Basic}] [-Credenti al

<PSCredential >] [-Properties <String[]>] [-ResultPageSize
<I nt 32>]

[-Resul t Set Si ze <Int32>] [-SearchBase <String>] [-SearchScope
{Base |

OneLevel | Subtree}] [-Server <String>] -Filter <String>

[ <ConmonPar anet er s>]

CGet - ADSer vi ceAccount [-ldentity] <ADServi ceAccount> [-Aut hType
{Negotiate

| Basic}] [-Credential <PSCredential>] [-Partition <String>]
[-Properties

<String[]>] [-Server <String>] [<CommonParamneters>]

CGet - ADSer vi ceAccount [-Aut hType {Negotiate | Basic}] [-Credenti al

<PSCredential >] [-Properties <String[]>] [-ResultPageSize
<l nt 32>]
[-Resul t Set Si ze <Int32>] [-SearchBase <String>] [-SearchScope
{Base |
OnelLevel | Subtree}] [-Server <String>] -LDAPFilter <String>
[ <ConmonPar anet er s>]

Description

The Get-ADServiceAccount cmdlet gets a managed service account (MSA) or performs a
search to retrieve MSAs.

The Identity parameter specifies the Active Directory MSA to get. You can identify a MSA
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by its distinguished name Members (DN), GUID, security identifier (SID), or Security
Accounts Manager (SAM) account name. You can also set the parameter to a MSA
object variable, such as $<localServiceaccountObject> or pass a MSA object through the
pipeline to the Identity parameter.

To search for and retrieve more than one MSA, use the Filter or LDAPFilter parameters.
The Filter parameter uses the PowerShell Expression Language to write query strings for
Active Directory. PowerShell Expression Language syntax provides rich type conversion
support for value types received by the Filter parameter. For more information about the
Filter parameter syntax, see about_ActiveDirectory_Filter. If you have existing LDAP
guery strings, you can use the LDAPFilter parameter.

This cmdlet gets a default set of MSA object properties. To retrieve additional properties
use the Properties parameter. For more information about the how to determine the
properties for service account objects, see the Properties parameter description.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Filter

283



Description :Specifies a query string that retrieves Active Directory objects. This string
uses the PowerShell Expression Language syntax. The PowerShell Expression
Language syntax provides rich type-conversion support for value types received by the
Filter parameter. The syntax uses an in-order representation, which means that the
operator is placed between the operand and the value. For more information about the
Filter parameter, see about_ActiveDirectory_Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Distinguished Name Specifies an Active Directory account object by
providing one of the following property values. The identifier in parentheses is the LDAP
display name for the attribute.

Required true

Position 1

Default value

Accept pipeline input? True (ByValue)
Accept wildcard characters? false

Parameter :LDAPFilter

Description :Specifies an LDAP query string that is used to filter Active Directory objects.
You can use this parameter to run your existing LDAP queries. The Filter parameter
syntax supports the same functionality as the LDAP syntax. For more information, see
the Filter parameter description and the about_ActiveDirectory_Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Partition

Description :Specifies the distinguished name of an Active Directory partition. The
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distinguished name must be one of the naming contexts on the current directory server.
The cmdlet searches this partition to find the object defined by the Identity parameter.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Properties

Description :Specifies the properties of the output object to retrieve from the server. Use
this parameter to retrieve properties that are not included in the default set.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ResultPageSize

Description :Specifies the number of objects to include in one page for an Active
Directory Domain Services query.

Required false
Position named
Default value 256
Accept pipeline input? false
Accept wildcard characters? false

Parameter :ResultSetSize

Description :Specifies the maximum number of objects to return for an Active Directory
Domain Services query. If you want to receive all of the objects, set this parameter to
$null (null value). You can use Ctrl+c to stop the query and return of objects.

Required false
Position named
Default value
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Accept pipeline input? false
Accept wildcard characters? false

Parameter :SearchBase

Description :Specifies an Active Directory path to search under.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :SearchScope

Description :Specifies the scope of an Active Directory search. Possible values for this

parameter are:

Required false
Position named
Default value Subtree
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Inputs
A managed service account object is received by the Identity parameter.

Type : None or Microsoft.ActiveDirectory.Management.ADServiceAccount
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Outputs
Returns one or more managed service account (MSA) objects.

This cmdlet returns a default set of ADService account property values. To retrieve
additional ADService account properties, use the Properties parameter.

To view the properties for an ADService account object, see the following examples. To
run these examples, replace <service account> with a MSA identifier such as the name
of a MSA.

To get a list of the default set of properties of an ADService account object, use the
following command:

Get-ADService account <service account>| Get-Member

To get a list of all the properties of an ADService account object, use the following
command:

Get-ADService account <service account> -Properties ALL | Get-Member

Type : Microsoft.ActiveDirectory.Management.ADServiceAccount

Notes
Examples
EXAMPLE 1

Description

Retrieve Service-Account with samAccountName 'servicel'.
C. \ PS>Get - ADSer vi ceAccount -ldentity servicel

Enabl ed . True

Nanme . servicel

User Pri nci pal Nane :

SamAccount Nanme . servicel$

hj ect O ass : meDS- ManagedSer vi ceAccount

SID : S 1-5-21-159507390- 2980359153- 3438059098-
29770

bj ect QU D . eaad35ee- 6ebc-44dd- b4b6- dclbb5bcd23a

Host Conmput er s :
Di sti ngui shedNane : CN=servi cel, CN=Managed Service
Account s, DC=cont oso, DC=com

EXAMPLE 2

Description
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Retrieve the managed service account with SID S-1-5-21-159507390-2980359153-
3438059098-29770'".

C. \ PS>Get - ADSer vi ceAccount -ldentity S-1-5-21-159507390-
2980359153- 3438059098- 29770

Enabl ed . True

Nanme . servicel

User Pri nci pal Nane :

SamAccount Nane . servicel$

bj ect Cl ass : nmeDS- ManagedSer vi ceAccount

SID : S 1-5-21-159507390- 2980359153- 3438059098-
29770

hj ect U D : eaad3b5ee- 6ebc-44dd- b4b6- dclbb5bcd23a

Host Conput er s :
Di sti ngui shedNane : CN=servi cel, CN=Managed Servi ce
Account s, DC=cont oso, DC=com

EXAMPLE 3

Description

Find the Managed Service Accounts installed on the computer "CN=SQL-Server-
1,DC=contoso,DC=com".

C.\ PS>Cet - ADSer vi ceAccount -Filter {HostConputers -eq "CN=SQ.-
Server-1, DC=contoso, DC=com' }

Enabl ed : True

Narme . servicel

User Pri nci pal Nane :

SamAccount Nanme . servicel$

hj ect O ass : meDS- ManagedSer vi ceAccount

SID : S 1-5-21-159507390- 2980359153- 3438059098-
29770

bj ect QU D . eaad35ee- 6ebc-44dd- b4b6- dclbb5bcd23a

Host Conput er s : {CN=SQ.-- Server-1, DC=cont oso, DC=con}

Di sti ngui shedNane : CN=servi cel, CN=Managed Service
Account s, DC=cont oso, DC=com
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Cmdlet; Get-ADTrust

Synops

Returns all trusted domain objects in the directory.

Syntax

Get - ADTrust [-Aut hType {Negotiate | Basic}] [-Credenti al

<PSCr edent i al >]
[-Properties <String[]>] [-Server <String>] -Filter <String>
[ <ConmonPar anet er s>]

Get-ADTrust [-ldentity] <ADTrust> [-AuthType {Negotiate | Basic}]

[-Credential <PSCredential>] [-Properties <String[]>] [-
Server <String>]
[ <ConmonPar anet er s>]

Get - ADTrust [-Aut hType {Negotiate | Basic}] [-Credential
<PSCr edenti al >]

[-Properties <String[]>] [-Server <String>] -InputObject
<(bj ect >

[ <ConmonPar anet er s>]

Get - ADTrust [-Aut hType {Negotiate | Basic}] [-Credenti al
<PSCr edenti al >]

[-Properties <String[]>] [-Server <String>] -LDAPFilter
<String>

[ <ConmonPar anet er s>]

Description

The Get-ADTrust cmdlet returns all trusted domain objects in the directory.

Parameters
Parameter :AuthType
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Description :Specifies the authentication method to use. Possible values for this

parameter include:

Required

false

Position

named

Default value

Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input?

false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a

provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Filter

Description :Specifies a query string that retrieves Active Directory objects. This string
uses the PowerShell Expression Language syntax. The PowerShell Expression
Language syntax provides rich type-conversion support for value types received by the
Filter parameter. The syntax uses an in-order representation, which means that the
operator is placed between the operand and the value. For more information about the
Filter parameter, see about_ActiveDirectory_Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory object by providing one of the following
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property values. The identifier in parentheses is the LDAP display name for the attribute.

Required true
Position 1
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :InputObject

Description :Specifies an Active Directory input object. This parameter can accept one of
the the following object types:

Required true

Position named

Default value

Accept pipeline input? True (ByValue)
Accept wildcard characters? false

Parameter :LDAPFilter

Description :Specifies an LDAP query string that is used to filter Active Directory objects.
You can use this parameter to run your existing LDAP queries. The Filter parameter
syntax supports the same functionality as the LDAP syntax. For more information, see
the Filter parameter description and the about_ActiveDirectory_Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Properties

Description :Specifies the properties of the output object to retrieve from the server. Use
this parameter to retrieve properties that are not included in the default set.

Required false
Position named
Default value
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Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Inputs
A trusted domain object is received by the Identity parameter.

Type : None or Microsoft.ActiveDirectory.Management.ADTrust

Notes
Examples
EXAMPLE 1

Description

Get all the trusted domain objects in the forest.

C. \ PS>CGet - ADTrust -Filter *

EXAMPLE 2

Description

Get all the trusted domain objects with 'corp.contoso.com' as the trust partner.

C. \ PS>Get - ADTrust -Filter {Target -eq "corp.contoso.coni}
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EXAMPLE 3

Description

Get the trusted domain object with name 'corp.contoso.com'
C. \ PS>Get - ADTrust "cor p. cont oso. cont'
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Cmdlet: Get-ADUser

Synops

Gets one or more Active Directory users.

Syntax

CGet - ADUser [-AuthType {Negotiate | Basic}] [-Credenti al
<PSCr edent i al >]

[-Properties <String[]>] [-ResultPageSize <Int32>] [-
Resul t Set Si ze

<Int32>] [-SearchBase <String>] [-SearchScope {Base |
OnelLevel | Subtree}]

[-Server <String>] -Filter <String> [ <ConmonPar anet er s>]

CGet - ADUser [-ldentity] <ADUser> [-AuthType {Negotiate | Basic}]
[-Credential <PSCredential>] [-Partition <String>] [-
Properties
<String[]>] [-Server <String>] [<CommonParamneters>]

CGet - ADUser [-AuthType {Negotiate | Basic}] [-Credenti al
<PSCr edent i al >]
[-Properties <String[]>] [-ResultPageSize <Int32>] [-
Resul t Set Si ze
<Int32>] [-SearchBase <String>] [-SearchScope {Base |
OnelLevel | Subtree}]
[-Server <String>] -LDAPFilter <String> [ <ConmonPar anet ers>]

Description

The Get-ADUser cmdlet gets a user object or performs a search to retrieve multiple user
objects.

The Identity parameter specifies the Active Directory user to get. You can identify a user
by its distinguished name (DN), GUID, security identifier (SID), Security Accounts
Manager (SAM) account name or name. You can also set the parameter to a user object
variable, such as $<localUserObject> or pass a user object through the pipeline to the
Identity parameter.
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To search for and retrieve more than one user, use the Filter or LDAPFilter parameters.
The Filter parameter uses the PowerShell Expression Language to write query strings for
Active Directory. PowerShell Expression Language syntax provides rich type conversion
support for value types received by the Filter parameter. For more information about the
Filter parameter syntax, see about_ActiveDirectory_Filter. If you have existing LDAP
guery strings, you can use the LDAPFilter parameter.

This cmdlet retrieves a default set of user object properties. To retrieve additional
properties use the Properties parameter. For more information about the how to
determine the properties for user objects, see the Properties parameter description.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Filter

Description :Specifies a query string that retrieves Active Directory objects. This string
uses the PowerShell Expression Language syntax. The PowerShell Expression
Language syntax provides rich type-conversion support for value types received by the
Filter parameter. The syntax uses an in-order representation, which means that the
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operator is placed between the operand and the value. For more information about the
Filter parameter, see about_ActiveDirectory Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory user object by providing one of the following
property values. The identifier in parentheses is the LDAP display name for the attribute.

Required true

Position 1

Default value

Accept pipeline input? True (ByValue)
Accept wildcard characters? false

Parameter :LDAPFilter

Description :Specifies an LDAP query string that is used to filter Active Directory objects.
You can use this parameter to run your existing LDAP queries. The Filter parameter
syntax supports the same functionality as the LDAP syntax. For more information, see
the Filter parameter description and the about_ActiveDirectory_Filter.

Required true
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Partition

Description :Specifies the distinguished name of an Active Directory partition. The
distinguished name must be one of the naming contexts on the current directory server.
The cmdlet searches this partition to find the object defined by the Identity parameter.

| Required false
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Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Properties

Description :Specifies the properties of the output object to retrieve from the server. Use
this parameter to retrieve properties that are not included in the default set.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ResultPageSize

Description :Specifies the number of objects to include in one page for an Active
Directory Domain Services query.

Required false
Position named
Default value 256
Accept pipeline input? false
Accept wildcard characters? false

Parameter :ResultSetSize

Description :Specifies the maximum number of objects to return for an Active Directory
Domain Services query. If you want to receive all of the objects, set this parameter to
$null (null value). You can use Ctrl+c to stop the query and return of objects.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :SearchBase
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Description :Specifies an Active Directory path to search under.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :SearchScope

Description :Specifies the scope of an Active Directory search. Possible values for this

parameter are:

Required false
Position named
Default value Subtree
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Inputs
A user object is received by the Identity parameter.

Type : None or Microsoft.ActiveDirectory.Management.ADUser
Outputs

Returns one or more user objects.
This cmdlet returns a default set of ADUser property values. To retrieve additional
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ADUser properties, use the Properties parameter.

To get a list of the default set of properties of an ADUser object, use the following
command:

Get-ADUser <user>| Get-Member

To get a list of the most commonly used properties of an ADUser object, use the
following command:

Get-ADUser <user> -Properties Extended | Get-Member
To get a list of all the properties of an ADUser object, use the following command:
Get-ADUser <user> -Properties * | Get-Member

Type : Microsoft.ActiveDirectory.Management.ADUser

Notes
Examples
EXAMPLE 1

Description

Get all users under the container
'OU=Finance,OU=UserAccounts,DC=FABRIKAM,DC=COM'".

C. \ PS>Get - ADUser -Filter * -SearchBase
" QU=Fi nance, OU=User Account s, DC=FABRI KAM DC=COM'

EXAMPLE 2

Description

Get all users that have a name that ends with 'SvcAccount'.

C.\ PS>Cet - ADUser -Filter 'Nane -like "*SvcAccount"' | FT
Nanme, SamAccount Nane - A

Name SamAccount Nane

SQ.01 SvcAccount SQ.01
SQL02 SvcAccount SQL02
1 S0O1 SvcAccount |1S01

EXAMPLE 3
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Description

Get all properties of the user with samAccountName 'GlenJohn'.
C.\ PS>Get - ADUser d enJohn -Properties *

Sur nane : John

Nane : den John

User Pri nci pal Nane :

G venNane . den

Enabl ed : Fal se

SamAccount Nane : d endohn

bj ect O ass . user

SID : S-1-5-21-2889043008-4136710315-2444824263-
3544

oj ect QUI D : e1418d64- 096¢c- 4cb0-b903-ebb66562d99d

Di sti ngui shedNane : CN=d en
John, OU=Nort hAneri ca, OJ=Sal es, OU=User Account s, DC=FABRI KAM DC=C
oM

EXAMPLE 4
Description
Get the user with name 'GlenJohn' on the AD LDS instance.

C.\ PS>Get - ADUser -Filter {Nane -eq "d enJohn"} - SearchBase
"DC=AppNC' -Properties mail -Server |ds.Fabrikam com 50000
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Cmdlet: Get-ADUserResultantPasswordPolicy

Synops

Gets the resultant password policy for a user.

Syntax

Get - ADUser Resul t ant PasswordPol icy [-1dentity] <ADUser> [-AuthType

{Negotiate | Basic}] [-Credential <PSCredential>] [-Partition
<String>]
[-Server <String>] [<ConmonParaneters>]

Description

The Get-ADUserResultantPasswordPolicy gets the resultant password policy object
(RSoP) for a user. The RSoP is defined by the Active Directory attribute named msDS-
ResultantPSO.

A user can have multiple password policy objects (PSOs) associated with it, but only one
PSO is the RSoP. A PSO is associated with a user when the PSO applies directly to the
user or when the PSO applies to an Active Directory group that contains the user. When
more than one PSO policy is associated with a user or group, the RSoP value defines the
PSO to apply.

The resultant password policy or RSoP for a user is determined by using the following
procedure.

- If only one PSO is associated with a user, this PSO is the RSoP.

- If more than one PSO is associated with a user, the PSO that applies directly to the
user is the RSoP.

- If more than one PSO applies directly to the user, the PSO with the lowest msDS-
PasswordSettingsPrecedence attribute value is the RSoP and this event is logged as a
warning in the Active Directory event log. The lowest attribute value represents the
highest PSO precedence. For example, if the msDS-PasswordSettingsPrecedence
values of two PSOs are 100 and 200, the PSO with the attribute value of 100 is the
RSoP.

- If there are no PSOs that apply directly to the user, the PSOs of the global security
groups that have the user as a member are compared. The PSO with the lowest msDS-
PasswordSettingsPrecedence value is the RSoP.

The Identity parameter specifies the Active Directory user. You can identify a user by its
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distinguished name (DN), GUID, security identifier (SID) or Security Accounts Manager
(SAM) account name. You can also set the parameter to a user object variable, such as
$<localUserObject> or pass a user object through the pipeline to the Identity parameter.
For example, you can use the Get-ADUser cmdlet to retrieve a user object and then pass
the object through the pipeline to the Get-ADUserResultantPasswordPolicy cmdlet.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory user object by providing one of the following
property values. The identifier in parentheses is the LDAP display name for the attribute.

Required true

Position 1

Default value

Accept pipeline input? True (ByValue)
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Accept wildcard characters? |false

Parameter :Partition

Description :Specifies the distinguished name of an Active Directory partition. The
distinguished name must be one of the naming contexts on the current directory server.
The cmdlet searches this partition to find the object defined by the Identity parameter.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Inputs
A user object is received by the Identity parameter.

Type : Microsoft.ActiveDirectory.Management.ADUser

Outputs

Returns a fine grained password policy object that represents the resultant password
policy for the user.

Type : Microsoft.ActiveDirectory.Management.ADFineGrainedPasswordPolicy

Notes
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Cmdlet: Grant-ADAuthenticationPolicySiloAccess

Synops

Grants permission to join an authentication policy silo.

Syntax

G ant - ADAut henti cati onPol i cySi | oAccess [-Identity]

<ADAut henti cati onPolicySil o> [-Account] <ADAccount> |-
Aut hType {Negoti ate

| Basic}] [-Credential <PSCredential>] [-PassThru] [-Server
<String>]

[-Confirn] [-Whatlf] [<ConmonParaneters>]

Description

The Grant-ADAuthenticationPolicySiloAccess cmdlet grants permission to an account to
join an authentication policy silo in Active Directory® Domain Services.

Parameters
Parameter :Account

Description :Specifies the account to which to grant access to the authentication policy
silo. Specify the account in one of the following formats:

-- Distinguished Name
-- GUID
-- Security Identifier

-- SAM Account Name

Required true

Position 1

Default value

Accept pipeline input? True (ByValue)
Accept wildcard characters? false
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Parameter :AuthType

Description :Specifies the authentication method to use. The acceptable values for this
parameter are:

--Negotiate or 0

--Basic or 1
Required false
Position named
Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Credential

Description :Specifies a user account that has permission to perform the task. The
default is the current user. Type a user name, such as "User01" or "Domain01\User01",
or enter a PSCredential object, such as one generated by the Get-Credential cmdlet.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Identity

Description :Specifies an ADAuthenticationPolicySilo object. Specify the authentication
policy silo object in one of the following formats:

--Distinguished Name
--GUID

--Name

Required true
Position 0
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Default value

Accept pipeline input?

True (ByValue)

Accept wildcard characters?

false

Parameter :PassThru

Description :Returns an object representing the item with which you are working. By
default, this cmdlet does not generate any output.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to which to connect,
by providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Confirm

Description :Prompts you for confirmation before running the cmdlet.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Whatlf
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.
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Required false

Position named
Default value false
Accept pipeline input? false

Accept wildcard characters? false

Examples

Example 1: Grant access to an authentication policy silo to a user account

This command grants access to the authentication policy silo named
AuthenticationPolicySilo01 to the user account named User01.

PS C.\>G ant - ADAut hent i cati onPol i cySi | oAccess -ldentity
Aut henti cati onPolicySil o001 - Account UserO1

Example 2: grant access to an authentication policy silo for filter matches

This example first uses the Get-ADComputer cmdlet to get a list of computers that match
the filter specified by the Filter parameter. The output is then passed to the Grant-
ADAuthenticationPolicySiloAccess to grant access to the authentication policy silo
named AuthenticationPolicySilo02.

PS C. \>Get - ADConputer -Filter 'Name -like "newConputer*"' |
Gr ant - ADAut henti cati onPol i cySi | oAccess -ldentity
Aut henti cati onPol i cySi | 001
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Cmdlet: Install-ADServiceAccount

Synops
Installs an Active Directory managed service account on a computer or caches a group
managed service account on a computer.

Syntax

I nstal | - ADServi ceAccount [-ldentity] <ADServiceAccount> |-
Account Password
<SecureString>] [-AuthType {Negotiate | Basic}] [-Force]
[ - Pronpt For Password] [-Confirn] [-Watlf]
[ <ConmonPar anet er s>]

Description

The Install-ADServiceAccount cmdlet installs an existing Active Directory managed
service account (MSA) on the computer on which the cmdlet is run. This cmdlet verifies
that the computer is eligible to host the MSA. The cmdlet also makes the required
changes locally so that the MSA password can be managed without requiring any user
action.

The Identity parameter specifies the Active Directory MSA to install. You can identify a
MSA by its distinguished name Members (DN), GUID, security identifier (SID) or Security
Accounts Manager (SAM) account name. You can also set the parameter to a MSA
object variable, such as $<localServiceaccountObject> or pass a MSA object through the
pipeline to the Identity parameter. For example, you can use Get-ADServiceAccount to
get a MSA object and then pass the object through the pipeline to the Install-
ADServiceAccount.

The AccountPassword parameter allows you to pass a SecureString that contains the
password of a standalone MSA and is ignored for group MSAs. Alternatively you can
use PromptForPassword switch parameter to be prompted for the standalone MSA
password. You need to enter the password of a standalone MSA if you want to install an
account that you have pre-provisioned early on. This is required when you are installing a
standalone MSA on a server located on a segmented network (site) with no access to
writable DCs but only RODCs (e.g. perimeter network or DMZ). In this case you should
create the standalone MSA, link it with the appropriate computer account and assign a
well-known password that needs to be passed when installing the standalone MSA on
the server on the RODC-only site with no access to writable DCs. If you pass both
AccountPassword and PromptForPassword parameters the AccountPassword parameter
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takes precedence.

Parameters
Parameter :AccountPassword

Description :The AccountPassword SecureString parameter will allow you to inline pass-
in the password of a standalone Managed Service Account (MSA) that you have pre-
provisioned early on and is ignored for group MSAs. This is required when you are
installing a standalone MSA on a server located on a segmented network (site) with no
access to writable DCs but only RODCs (e.g. perimeter network or DMZ). In this case
you should create the standalone MSA, link it with the appropriate computer account and
assign a well-known password that needs to be passed when installing the standalone
MSA on the server on the RODC-only site with no access to writable DCs. If you pass
both AccountPassword and PromptForPassword parameters the AccountPassword
parameter takes precedence.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Force

Description :Forces installation of the service account.

Required false
Position named
Default value
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false
false

Accept pipeline input?
Accept wildcard characters?

Parameter :ldentity

Description :Specifies an Active Directory account object by providing one of the
following property values. The identifier in parentheses is the LDAP display hame for the
attribute.

Required true
Position 1
Default value

Accept pipeline input?
Accept wildcard characters?

True (ByValue)
false

Parameter :PromptForPassword

Description :The PromptForPassword switch parameter will allow you to enter the
password of a standalone Managed Service Account (MSA) that you have pre-
provisioned early on and ignored for group MSAs. This is required when you are
installing a standalone MSA on a server located on a segmented network (site) with no
access to writable DCs but only RODCs (e.g. perimeter network or DMZ). In this case
you should create the standalone MSA, link it with the appropriate computer account and
assign a well-known password that needs to be passed when installing the standalone
MSA on the server on the RODC-only site with no access to writable DCs. If you pass
both AccountPassword and PromptForPassword parameters the AccountPassword
parameter takes precedence.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Confirm

Description :Prompts you for confirmation before running the cmdlet.

Required false
Position named
Default value false
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Accept pipeline input? false
Accept wildcard characters? false

Parameter :Whatlf

Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Inputs
A managed service account object is received by the Identity parameter.

Type : Microsoft.ActiveDirectory.Management.ADServiceAccount

Notes
Examples
EXAMPLE 1

Description

Install a Managed Service Account with name 'SQL-HR-svc-01' on the local computer. (If
a Group Managed Service Account is used, the service account must have the
PrincipalsAllowedToRetrieveManagedPassword property set.)

C.\ PS>l nstal | - ADSer vi ceAccount -ldentity ' SQ.-HR-svc-01'

EXAMPLE 2

Description

Get a Managed Service Account with name 'SQL-HR-svc-01' from the default directory
and install it on the local machine. (If a Group Managed Service Account is used, the
service account must have the PrincipalsAllowedToRetrieveManagedPassword property
set.)

C.\PS>%a = Get-ADServi ceAccount -Filter { Nanme -eq ' SQ.- HR-

svc-01'}
I nst al | - ADSer vi ceAccount $a
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EXAMPLE 3

Description

Installs a standalone Managed Service Account with name 'SQL-HR-svc-01' in a RODC-
only site with not access to writable DCs. (If a Group Managed Service Account is used,
the service account must have the PrincipalsAllowedToRetrieveManagedPassword
property set.)

C.\ PS>l nstal | - ADServi ceAccount -ldentity 'SQ.-HR-svc-01" -
Pr onpt For Passwor d

Pl ease enter the current password for ' CN=SQL- HR-svc-
01, CN=Managed Servi ce Accounts, DC=cont oso, DC=com
Password; **x**=*x

EXAMPLE 4

Description

Installs a standalone Managed Service Account with name 'SQL-HR-svc-01' in a RODC-
only site with not access to writable DCs passing the account password as a secure
string. (If a Group Managed Service Account is used, the service account must have the
PrincipalsAllowedToRetrieveManagedPassword property set.)

C.\ PS>l nstal | - ADSer vi ceAccount -ldentity ' SQ-HR-svc-01' -
Account Password (Convert To- SecureString -AsPl ai nText
"p@swird" - Force)
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Cmdlet: Move-ADDirectoryServer

Synops

Moves a directory server in Active Directory to a new site.

Syntax

Move- ADDi rectoryServer [-ldentity] <ADDirectoryServer> [-Site]
<ADRepl i cationSite> [-AuthType {Negotiate | Basic}] [-
Credenti al
<PSCredential >] [-Server <String>] [-Confirn] [-Watlf]
[ <ConmonPar anet er s>]

Description

The Move-ADDirectoryServer cmdlet moves a directory server in Active Directory to a
new site within the same domain.

The Identity parameter specifies the directory server to move. You can specify a directory
server object by one of the following values:

Name of the server object (hame)

Distinguished Name (DN) of the NTDS Settings object

Distinguished Name (DN) of the server object that represents the directory server
GUID (objectGUID) of server object under the configuration partition

GUID (objectGUID) of NTDS settings object under the configuration partition

You can also set the Identity parameter to a directory server object variable such as
$<localDirectoryServerObject>, or you can pass an object through the pipeline to the
Identity parameter. For example, you can use the Get-ADDomainController to get a
directory server object and then pass that object through the pipeline to the Move-
ADDirectoryServer cmdlet.

The Site parameter specifies the new site for the directory server. You can identify a site
by its distinguished name (DN) or GUID.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:
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Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory server object by providing one of the following
values. The identifier in parentheses is the LDAP display name for the attribute.

Required true

Position 1

Default value

Accept pipeline input? True (ByValue)
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
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Default value
Accept pipeline input?
Accept wildcard characters?

false
false

Parameter :Site

Description :Specifies the new site for the directory server. You can identify the site by
one of the following property values. Note: The identifier in parentheses is the LDAP
display name for the attribute.

Required true
Position 2
Default value

Accept pipeline input?
Accept wildcard characters?

false
false

Parameter :Confirm

Description :Prompts you for confirmation before running the cmdlet.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Whatlf

Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Inputs
A directory server object is received b y the Identity parameter.

Type : None or Microsoft.ActiveDirectory.Management.ADDirectoryServer
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Notes
Examples

EXAMPLE 1

Description

Move the domain controller "FABRIKAM-DC2" to the site "Branch-Office-Site".

C.\ PS>Move- ADDi rect oryServer -ldentity "FABRI KAM DC2" -Site
"Branch-Ofice-Site"

EXAMPLE 2

Description

Move all Read Only Domain Controllers to the site "RODC-Site-Name".

C. \ PS>Get - ADDomai nControl ler -Filter {IsReadOnly -eq $true} |
Move- ADDi rect oryServer -site "RODC- Site-Nane"
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Cmdlet: Move- _
ADDirectoryServerOperationMasterRole

Synops

Moves operation master roles to an Active Directory directory server.

Syntax

Move- ADDi r ect oryServer Qperati onMasterRol e [-1dentity]
<ADDi r ect or yServer >

[-Operati onMasterRol e] {PDCEmul ator | RI Dvaster |
InfrastructureMaster |

SchemaMast er | Domai nNami ngMaster} [-AuthType {Negotiate |
Basi c}]

[-Credential <PSCredential>] [-Force] [-PassThru] [-Server
<String>]

[-Confirm [-Whatlf] [<CommonPar aneters>]

Description

The Move-ADDirectoryServerOperationMasterRole cmdlet moves one or more operation
master roles to a directory server. You can move operation master roles to a directory
server in a different domain if the credentials are the same in both domains.

The Identity parameter specifies the directory server that receives the roles. You can
specify a directory server object by one of the following values:

Name of the server object (hame)

Distinguished Name (DN) of the NTDS Settings object

Distinguished Name (DN) of the server object that represents the directory server
GUID (objectGUID) of server object under the configuration partition

GUID (objectGUID) of NTDS settings object under the configuration partition

For AD LDS instances the syntax for the server object name is <computer-
name>$<instance-name>. The following is an example of this syntax:

asia-w7-vm4$instancel

When you type this value in Windows PowerShell, you must use the backtick () as an
escape character for the dollar sign ($). Therefore, for this example, you would type the
following:

asia-w7-vm4 $instancel
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You can also set the parameter to a directory server object variable, such as
$<localDirectoryServerObject>.

The Move-ADDirectoryServerOperationMasteRole cmdlet provides two options for
moving operation master roles:

1. Role transfer, which involves transferring roles to be moved by running the cmdlet
using the Identity parameter to specify the current role holder and the
OperationMasterRole parameter to specify the roles for transfer. This is the
recommended option.

Operation roles include PDCEmulator, RIDMaster, InfrastructureMaster, SchemaMaster,
or DomainNamingMaster. To specify more than one role, use a comma-separated list.

2. Role seizure, which involves seizing roles you previously attempted to transfer by
running the cmdlet a second time using the same parameters as the transfer operation,
and adding the Force parameter. The Force parameter must be used as a switch to
indicate that seizure (instead of transfer) of operation master roles is being performed.
This operation still attempts graceful transfer first, then seizes if transfer is not possible.

Unlike using Ntdsutil.exe to move operation master roles, the Move-
ADDirectoryServerOperationMasteRole cmdlet can be remotely executed from any
domain joined computer where the Active Directory PowerShell administration module is
installed and available for use. This can make the process of moving roles simpler and
easier to centrally administer as each of the two command operations required can be
run remotely and do not have to be locally executed at each of the corresponding role
holders involved in the movement of the roles (i.e. role transfer only allowed at the old
role holder, role seizure only allowed at the new role holder).

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
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run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Force

Description :This parameter is used for seize operations on domain controllers with the
flexible single master operations (FSMO) role.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory server object by providing one of the following
values. The identifier in parentheses is the LDAP display name for the attribute.

Required true

Position 1

Default value

Accept pipeline input? True (ByValue)
Accept wildcard characters? false

Parameter :OperationMasterRole

Description :Specifies one or more operation master roles to move to the specified
directory server in Active Directory Domain Services. Possible values for this parameter

include:

Required true
Position 2
Default value
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false
false

Accept pipeline input?
Accept wildcard characters?

Parameter :PassThru

Description :Returns the new or modified object. By default (i.e. if -PassThru is not
specified), this cmdlet does not generate any output.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value See notes
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Confirm

Description :Prompts you for confirmation before running the cmdlet.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Whatlf

Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.
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Required false

Position named
Default value false
Accept pipeline input? false

Accept wildcard characters? false

Inputs
A directory server object is received by the Identity parameter.

Type : Microsoft.ActiveDirectory.Management.ADDirectoryServer

Outputs

Returns the modified directory server object when the PassThru parameter is specified.
By default, this cmdlet does not generate any output.

Type : None or Microsoft.ActiveDirectory.Management.ADDirectoryServer

Notes
Examples
EXAMPLE 1

Description

Move the PDC Emulator role to the Domain Controller "FABRIKAM-DC1".

C:.\ PS>Move- ADDi r ect or ySer ver Oper at i onMast er Rol e " FABRI KAM DC1"
PDCEmul at or

EXAMPLE 2

Description

Move the PDC Emulator and Schema Master roles to the Domain Controller
"FABRIKAM-DC2".

C.\ PS>Move- ADDi r ect orySer ver Operati onVasterRol e -ldentity
"FABRI KAM DC2" - Oper ati onMast er Rol e PDCEmul at or, SchenmaMast er

EXAMPLE 3

Description
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Move the schema master FSMO owner to the AD LDS instance "instancel' on the server
"Fabrikam-DC".

C. \ PS>Move- ADDi r ect or ySer ver Oper at i onMast er Rol e Fabri kam
DC $i nstancel - OperationMasterRol e schemaMast er -server
Fabri kam DC: 50000

EXAMPLE 4

Description
Seizes the specified roles (RID master, infrastructure master, domain naming master).

C. \ PS>Move- ADDi r ect orySer ver Operati onMaster Rol e -l dentity
FABRI KAM DC1 - Oper ati onMast er Rol e
RI DMast er, I nfrastruct ur eMast er, Domai nNani ngMast er - Force

EXAMPLE 5

Description

Transfers the flexible single master operations (FSMO) role to the specified domain
controller. When using the fully qualified domain name (FQDN) to identify the domain
controller, the Get-ADDomainController cmdlet must be used first as a preliminary step.
There is a known issue where the Move-ADDirectoryServerOperationMasterRole cmdlet
fails when an FQDN is specified directly as the value of the -ldentity parameter.

PS C.\>$server = Get-ADDonmi nController -ldentity "TK5- CORP-
DC- 10. f abri kam conft

PS C.\ >Move- ADDi rect oryServer Operati onMasterRol e -ldentity
$server -OperationMasterRole

SchemaMast er, Dormai nNami ngMast er , PDCEmul at or, Rl Dvast er, I nfrastr
uct ur eMvast er
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Cmdlet: Move-ADODbject

Synops
Moves an Active Directory object or a container of objects to a different container or
domain.

Syntax

Move- ADOhj ect [-ldentity] <ADCbject> [-TargetPath] <String> |-
Aut hType

{Negotiate | Basic}] [-Credential <PSCredential>] [-Partition
<String>]

[-PassThru] [-Server <String>] [-TargetServer <String>] [-
Confirm

[-What I f] [ <CommonPar anet er s>]

Description

The Move-ADObject cmdlet moves an object or a container of objects from one container
to another or from one domain to another.

The Identity parameter specifies the Active Directory object or container to move. You
can identify an object or container by its distinguished name (DN) or GUID. You can also
set the Identity parameter to an object variable such as $<localObject>, or you can pass
an object through the pipeline to the Identity parameter. For example, you can use the
Get-ADObject cmdlet to retrieve an object and then pass the object through the pipeline
to the Move-ADObject cmdlet. You can also use the Get-ADGroup, Get-ADUser, Get-
ADComputer, Get-ADServiceAccount, Get-ADOrganizationalUnit and Get-
ADFineGrainedPasswordPolicy cmdlets to get an object that you can pass through the
pipeline to this cmdlet.

The TargetPath parameter must be specified. This parameter identifies the new location
for the object or container.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:
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Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ldentity

Description :Specifies an Active Directory object by providing one of the following
property values. The identifier in parentheses is the LDAP display name for the attribute.

Required true

Position 1

Default value

Accept pipeline input? True (ByValue)
Accept wildcard characters? false

Parameter :Partition

Description :Specifies the distinguished name of an Active Directory partition. The
distinguished name must be one of the naming contexts on the current directory server.
The cmdlet searches this partition to find the object defined by the Identity parameter.

Required false
Position named
Default value

Accept pipeline input? false
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Accept wildcard characters? |false

Parameter :PassThru

Description :Returns the new or modified object. By default (i.e. if -PassThru is not
specified), this cmdlet does not generate any output.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :TargetPath

Description :Specifies the new location for the object. This location must be the path to a
container or organizational unit.

Required true
Position 2
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :TargetServer

Description :Specifies the Active Directory instance to use by providing the following
value for a corresponding domain name or directory server.
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Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Confirm

Description :Prompts you for confirmation before running the cmdlet.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Whatlf

Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Inputs

An Active Directory object is received by the Identity parameter. Derived types, such as

the following are also accepted:

Microsoft.ActiveDirectory.Management. ADGroup

Microsoft.ActiveDirectory.Management.ADUser

Microsoft.ActiveDirectory.Management. ADComputer

Microsoft.ActiveDirectory.Management.ADServiceAccount

Microsoft.ActiveDirectory.Management.ADOrganizationalUnit

Microsoft.ActiveDirectory.Management. ADFineGrainedPasswordPolicy

Type : Microsoft.ActiveDirectory.Management.AObject
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Notes
Examples

EXAMPLE 1

Description

Moves the Organizational Unit '"ManagedGroups' to a new location. The OU
'ManagedGroups' must NOT be protected from accidental deletion for the successful
move.

C. \ PS>Move- ADObj ect -ldentity

" OU=ManagedG oups, DC=Fabri kam DC=Con" - Tar get Pat h
" OU=Managed, DC=Fabr i kam DC=Conft

EXAMPLE 2

Description

Moves the object identified by the specified GUID to the new location.

C. \ PS>Move- ADObj ect "8d0bcc44-c826-4dd8- af 5¢- 2c69960f bd47"
Tar get Pat h " OU=Managed, DC=Fabr i kam DC=Cont'

EXAMPLE 3

Description

Moves an object to a new location. Both the object and the target path are specified
using GUIDs.

C. \ PS>Move- ADObj ect "8d0bcc44-c826- 4dd8- af 5¢- 2c69960f bd4 7"
Target Path "1c2ea8a8-c2b7-4a87-8190- Oe8al66aeelb”

EXAMPLE 4

Description

Moves an object with DistinguishedName 'CN=Peter
Bankov,OU=Accounting,DC=Fabrikam,DC=com' to a different domain.
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C. \ PS>Move- ADChj ect -ldentity "CN=Peter

Bankov, OU=Account i ng, DC=Fabr i kam DC=conf - Tar get Pat h

" OU=Account i ng, DC=Eur ope, DC=Fabr i kam DC=cont - Tar get Ser ver
"server01l. europe. f abri kam cont

EXAMPLE 5

Description

Moves an object to a new location within an LDS instance.

C.\ PS>Move- ADCbj ect -ldentity "CN=Account Leads, DC=AppNC' -
Tar get Pat h " OU=Account Dept OU, DC=AppNC' -server "FABRI KAM
SRV1: 60000"
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Cmdlet: New-ADAuthenticationPolicy

Synops

Creates an Active Directory Domain Services authentication policy object.

Syntax

New- ADAut hent i cati onPolicy [-Name] <String> [-AuthType {Negotiate
|

Basi c}] [- Conputer Al | onedToAut henti cateTo <Stri ng>]

[-Computer TGTLi feti mteM ns <Int32>] [-Credenti al
<PSCr edent i al >]

[-Description <String>] [-Enforce] [-Instance
<ADAut henti cati onPol i cy>]

[-OherAttributes <Hashtabl e>] [-PassThru]

[ - Prot ect edFronAcci dent al Del eti on <Bool ean>] [-Server
<String>]

[ - ServiceAl | onedToAut henti cat eFrom <Stri ng>]

[ - ServiceAl | owedToAut henti cateTo <String>] [-
Servi ceTGILi feti neM ns

<Int32>] [-UserAl |l owedToAut henticateFrom <Stri ng>]

[ - User Al | owedToAut henti cateTo <String>] [-UserTGILifeti meM ns
<l nt 32>]

[-Confirn] [-Whatlf] [<ConmonParaneters>]

Description

The New-ADAuthenticationPolicy creates an authentication policy object in Active
Directory® Domain Services.

Commonly used attributes of the object can be specified by the parameters of this
cmdlet. To set attributes for the object that are not represented by the parameters of this
cmdlet, specify the OtherAttributes parameter.

You can use the pipeline operator and the Import-Csv cmdlet to pass a list for bulk
creation of objects in the directory. You can also specify a template object by using the
Instance parameter to create objects from a template.

Parameters
Parameter :AuthType
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Description :Specifies the authentication method to use. The acceptable values for this
parameter are:

--Negotiate or 0

--Basic or 1
Required false
Position named
Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate
Accept pipeline input? false
Accept wildcard characters? false

Parameter :ComputerAllowedToAuthenticateTo

Description :Specifies the security descriptor definition language (SDDL) string of the
security descriptor used to determine if the computer can authenticate to this account.

Required false

Position named

Default value

Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Parameter :ComputerTGTLifetimeMins

Description :Specifies the lifetime in minutes for non-renewable ticket granting tickets
(TGTs) for computer accounts.

Required false

Position named

Default value

Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Parameter :Credential

Description :Specifies a user account that has permission to perform the task. The
default is the current user. Type a user name, such as "User01" or "Domain01\User01",
or enter a PSCredential object, such as one generated by the Get-Credential cmdlet.
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Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Description

Description :Specifies a description for the object. This parameter sets the value of the
description property for the object. The LDAP Display Name (IdapDisplayName) for this
property is "description".

Required

false

Position

named

Default value

Accept pipeline input?

True (ByPropertyName)

Accept wildcard characters?

false

Parameter :Enforce

Description :Indicates that the authentication policy is enforced.

Required

false

Position

named

Default value

Accept pipeline input?

True (ByPropertyName)

Accept wildcard characters?

false

Parameter :Instance

Description :Specifies an instance of an ADAuthenticationPolicy object to use as a
template for a new ADAuthenticationPolicy object. To get the ADAuthenticationPolicy
object to use as a template, use the Get-ADAuthenticationPolicy cmdlet.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Name

Description :Specifies the name of the object. This parameter sets the Name property of
the Active Directory Domain Services object. The LDAP Display Name
(IdapDisplayName) of this property is "name".

Required true
Position 1
Default value

Accept pipeline input?
Accept wildcard characters?

True (ByPropertyName)
false

Parameter :OtherAttributes

Description :Specifies a list of object attribute values for attributes that are not
represented by other parameters. You can set one or more attributes at the same time
with this parameter, and if an attribute takes more than one value you can assign multiple
values. To identify an attribute, specify the LDAPDisplayName (IdapDisplayName)
defined for it in the Active Directory Domain Services schema.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :PassThru

Description :Returns an object representing the item with which you are working. By
default, this cmdlet does not generate any output.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ProtectedFromAccidentalDeletion

Description :Indicates whether to prevent the object from being deleted. When this
property is set to true, you cannot delete the corresponding object without changing the

332



value of the property. The acceptable values for this parameter are:

--$False or 0
--$True or 1
Required false
Position named
Default value $true
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to which to connect,
by providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ServiceAllowedToAuthenticateFrom

Description :Specifies an access control expression used to determine from which
devices the service can authenticate.

false
named

Required

Position

Default value

Accept pipeline input?
Accept wildcard characters?

True (ByPropertyName)
false

Parameter :ServiceAllowedToAuthenticateTo

Description :Specifies the SDDL string of the security descriptor used to determine if the
service can authenticate to this account.
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Required false

Position named
Default value
Accept pipeline input? True (ByPropertyName)

Accept wildcard characters? false

Parameter :ServiceTGTLifetimeMins

Description :Specifies the lifetime in minutes for non-renewable TGTs for service
accounts.

Required false

Position named

Default value

Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Parameter :UserAllowedToAuthenticateFrom

Description :Specifies an access control expression used to determine from which
devices the users can authenticate.

Required false

Position named

Default value

Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Parameter :UserAllowedToAuthenticateTo

Description :Specifies the SDDL string of the security descriptor used to determine if the
users can authenticate to this account.

Required false

Position named

Default value

Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Parameter :UserTGTLifetimeMins
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Description :Specifies the lifetime in minutes for non-renewable TGTs for user accounts.

Required

false

Position

named

Default value

Accept pipeline input?

True (ByPropertyName)

Accept wildcard characters?

false

Parameter :Confirm

Description :Prompts you for confirmation before running the cmdlet.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Whatlf

Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Examples
Example 1: Create an authentication policy with a user TGT lifetime

This command creates an authentication policy object named AuthenticationPolicy01 and
sets the TGT lifetime for a user account to 60 minutes. Because the Enforce parameter is
not specified, the authentication policy created is in audit mode.

PS C:\> New ADAut henti cati onPol i cy AuthenticationPolicyOl -
User TGTLi feti meM ns 60

Example 2: Create an enforced authentication policy

This command creates an authentication policy named AuthenticationPolicy02 and
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enforces it by specifying the Enforce parameter.

PS C.\> New ADAut henti cati onPol i cy AuthenticationPolicy02 -
Enf or ce

Example 3:

This command creates an authentication policy named TestAuthenticationPolicy. The
UserAllowedToAuthenticationFrom parameter specifies the devices from which users are
allowed to authenticate by an SDDL string in the file named someFile.txt

PS C.\> New ADAut henti cati onPol icy testAuthenticationPolicy -
User Al | owedToAut henti cat eFrom (Get-Acl .\soneFile.txt).sddl
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Cmdlet: New-ADAuthenticationPolicySilo

Synops

Creates an Active Directory Domain Services authentication policy silo object.

Syntax

New- ADAut hent i cati onPolicySilo [-Nane] <String> [-AuthType
{Negotiate |

Basi c}] [- ConputerAut henticationPolicy
<ADAut henti cati onPol i cy>]

[-Credential <PSCredential>] [-Description <String>] [-
Enforce] [-Instance

<ADAut henti cati onPolicySilo>] [-QtherAttributes <Hashtabl e>]
[ - PassThru]

[ - Prot ect edFronAcci dent al Del eti on <Bool ean>] [-Server
<String>]

[ - ServiceAut henti cati onPol i cy <ADAut henti cati onPol i cy>]

[ - User Aut henti cati onPol i cy <ADAut henticationPolicy>] [-
Confirm [-Watlf]

[ <ConmonPar anet er s>]

Description

The New-ADAuthenticationPolicySilo cmdlet creates an authentication policy silo object
in Active Directory® Domain Services.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. The acceptable values for this
parameter are:

--Negotiate or 0

--Basic or 1
Required false
Position named
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Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ComputerAuthenticationPolicy

Description :Specifies the authentication policy that applies to computer accounts.

Required false

Position named

Default value

Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Parameter :Credential

Description :Specifies a user account that has permission to perform the task. The
default is the current user. Type a user name, such as "User01" or "Domain01\User01",
or enter a PSCredential object, such as one generated by the Get-Credential cmdlet.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Description

Description :Specifies a description for the object. This parameter sets the value of the
description property for the object. The LDAP Display Name (IdapDisplayName) for this
property is "description”.

Required false

Position named

Default value

Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Parameter :Enforce

338



Description :Indicates that the authentication policy silo is enforced.

Required

false

Position

named

Default value

Accept pipeline input?

True (ByPropertyName)

Accept wildcard characters?

false

Parameter :Instance

Description :Specifies an instance of an ADAuthenticationPolicySilo object to use as a

template for a new ADAuthenticationPolicySilo object. To get the
ADAuthenticationPolicySilo object to use as a template, use the Get-

ADAuthenticationPolicySilo cmdlet.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Name

Description :Specifies the name of the object. This parameter sets the Name property of
the Active Directory Domain Services object. The LDAP Display Name
(IdapDisplayName) of this property is "name".

Required true
Position 1
Default value
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Parameter :OtherAttributes

Description :Specifies a list of object attribute values for attributes that are not
represented by other parameters. You can set one or more attributes at the same time
with this parameter, and if an attribute takes more than one value you can assign multiple
values. To identify an attribute, specify the LDAPDisplayName (IdapDisplayName)
defined for it in the Active Directory Domain Services schema.
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Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :PassThru

Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ProtectedFromAccidentalDeletion

Description :Indicates whether to prevent the object from being deleted. When this
property is set to true, you cannot delete the corresponding object without changing the

value of the property. The acceptable values for this parameter are:

--$False or 0

-$Trueor 1
Required false
Position named
Default value $true

Accept pipeline input?

True (ByPropertyName)

Accept wildcard characters?

false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to which to connect,
by providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

| Required false
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Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ServiceAuthenticationPolicy

Description :Specifies the authentication policy that applies to managed service

accounts.

Required

false

Position

named

Default value

Accept pipeline input?

True (ByPropertyName)

Accept wildcard characters?

false

Parameter :UserAuthenticationPolicy

Description :Specifies the authentication policy that applies to user accounts.

Required

false

Position

named

Default value

Accept pipeline input?

True (ByPropertyName)

Accept wildcard characters?

false

Parameter :Confirm

Description :Prompts you for confirmation before running the cmdlet.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Whatlf

Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.

|Required

|false
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Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Examples
Example 1: Create an authentication policy silo and enforce it
This command creates an authentication policy silo object and enforces it.

PS C.\ >New ADAut henti cati onPol i cySi| o - Nanme
Aut henti cati onPol i cySi | 001 —Enforce

Example 2: Create an authentication policy silo without enforcement
This command creates an authentication policy silo object but does not enforce it.

PS C:.\ >New ADAut henti cati onPolicySil o - Nane
Aut henti cati onPol i cySi | 002
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Cmdlet: New-ADCentralAccessPolicy

Synops
Creates a new central access policy in Active Directory containing a set of central access
rules.

Syntax

New ADCent r al AccessPolicy [-Nane] <String> [-AuthType {Negoti ate
| Basic}]
[-Credential <PSCredential>] [-Description <String>] [-
I nst ance
<ADCent ral AccessPol i cy>] [-PassThru] |-
Pr ot ect edFr omAcci dent al Del eti on
<Bool ean>] [-Server <String>] [-Confirm [-Whatlf]
[ <ConmonPar anet er s>]

Description

The New-ADCentralAccessPolicy cmdlet creates a new central access policy in Active
Directory. A central access policy in Active Directory contains a set of central access
rules.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
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default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Description

Description :Specifies a description of the object. This parameter sets the value of the
Description property for the object. The LDAP Display Name (IdapDisplayName) for this
property is "description”.

Required

false

Position

named

Default value

Accept pipeline input?

True (ByPropertyName)

Accept wildcard characters?

false

Parameter :Instance

Description :Specifies an instance of an Active Directory object to use as a template for a
new Active Directory object.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Name

Description :Specifies the name of the object. This parameter sets the Name property of
the Active Directory object. The LDAP Display Name (IdapDisplayName) of this property
is "name".

|Required |true |
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Position

Default value

Accept pipeline input?

True (ByPropertyName)

Accept wildcard characters?

false

Parameter :PassThru

Description :Returns the new or modified object. By default (i.e. if -PassThru is not
specified), this cmdlet does not generate any output.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ProtectedFromAccidentalDeletion

Description :Specifies whether to prevent the object from being deleted. When this
property is set to true, you cannot delete the corresponding object without changing the
value of the property. Possible values for this parameter include:

Required false

Position

named

Default value

Accept pipeline input?

True (ByPropertyName)

Accept wildcard characters?

false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Confirm

Description :Prompts you for confirmation before running the cmdlet.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Whatlf

Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Inputs

An Active Directory object that is a template for the new object is received by the
Instance parameter.

Type : None or Microsoft.ActiveDirectory.Management.ADCentralAccessPolicy

Outputs

Returns the new central access policy object when the PassThru parameter is specified.
By default, this cmdlet does not generate any output.

Type : None or Microsoft.ActiveDirectory.Management.ADCentralAccessPolicy

Notes
Examples
EXAMPLE 1

Description

Create a new central access rule named "Finance Documents Rule" with a new resource
condition. The resource condition scopes the resources to ones containing the value
'Finance' in their 'Department’ resource property.
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C. \ PS>$depart nent Resour ceProperty = Get - ADResour ceProperty
Depart nment

$resourceCondition = "( @ESOURCE. " +

$depart nent Resour ceProperty. Nane + " Contains { "Finance "})"
New ADCent r al AccessRul e "Fi nance Docunents Rul e" -

Resour ceCondi ti on $resourceConditi on

EXAMPLE 2

Description

Create a new central access rule named "Finance Documents Rule" with a new resource
condition and new permissions.

The new rule specifies that documents should only be read by members of the Finance
department. Members of the Finance department should only be able to access
documents in their own country. Only Finance Administrators should have write access.
The rule allows an exception for members of the FinanceException group. This group will
have read access.

Targeting:

Resource.Department Contains Finance

Access rules:

Allow Read User.Country=Resource.Country AND User.department =
Resource.Department

Allow Full control User.MemberOf(FinanceAdmin)

Allow Read User.Country=Resource.Country AND User.department =
Resource.DepartmentAllow Read User.MemberOf(FinanceException)
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C.\ PS>$count ryC ai nilype = Get - ADCl ai nifype Country;

$depart nent d ai nType = Cet - ADCl ai nType Depart ment ;

$count r yResour ceProperty = Get- ADResourceProperty Country;
$depart nent Resour ceProperty = Get - ADResour ceProperty
Depart nment ;

$f i nanceExcepti on = Get - ADG oup Fi nanceExcepti on;

$f i nanceAdmi n = Get - ADG oup Fi nanceAdmi n;

$resourceCondition = "( @ESOURCE. " +
$depar t nent Resour ceProperty. Name + " Contains { "Finance "})"

$current Acl =

"O SYG SYD: AR(A; ; FA; ;; ON (A;; FA; ;; BA) (A;; 0x1200a9; ; ;" +
$f i nanceException. SID. Val ue + ") (A;; 0x1301bf;;;" +

$f i nanceAdm n. SI D. Val ue +

"Y(A;; FA; ;; SY) (XA ; 0x1200a9; ; ; AU, (( QSER. " +

$countryC ai mype. Name + " Any_of @RESOURCE." +

$count ryResour ceProperty. Nane + ") && (@QSER " +
$depart nent C ai mMype. Nane + " Any_of @RESOURCE." +
$depart nent Resour ceProperty. Nane + ")))";

Set - ADCent r al AccessRul e "Fi nance Docunments Rul e" -
ResourceCondi ti on $resourceCondition -CurrentAcl $current Acl

EXAMPLE 3

Description

Create a new central access policy named "Human Resources Policy" using the property
values from 'Finance Policy', and set the description to "For the Human Resources
Department.”

C. \ PS>Get - ADCent r al AccessPol icy "Finance Policy" | New
ADCent r al AccessPol i cy "Human Resources Policy" -Description
"For the Human Resources Departnent."
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Cmdlet; New-ADCentralAccessRule

Synops

Creates a new central access rule in Active Directory.

Syntax

New ADCent r al AccessRul e [-Nane] <String> [-AuthType {Negotiate |
Basi c}]

[-Credential <PSCredential>] [-CQurrentAcl <String>] [-
Descri ption

<String>] [-Instance <ADCentral AccessRul e>] [-PassThru] |-
Pr oposedAcl

<String>] [-ProtectedFromAcci dent al Del eti on <Bool ean>] |-
Resour ceCondi tion

<String>] [-Server <String>] [-Confirn] [-Watlf]
[ <ConmonPar anet er s>]

Description

The New-ADCentralAccessRule cmdlet creates a new central access rule in Active
Directory.

Parameters
Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
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default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a

provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :CurrentAcl

Description :This parameter specifies the currently effective access control list (ACL) of

the rule.

Required

false

Position

named

Default value

Accept pipeline input?

True (ByPropertyName)

Accept wildcard characters?

false

Parameter :Description

Description :Specifies a description of the object. This parameter sets the value of the
Description property for the object. The LDAP Display Name (IdapDisplayName) for this

property is "description".

Required

false

Position

named

Default value

Accept pipeline input?

True (ByPropertyName)

Accept wildcard characters?

false

Parameter :Instance

Description :Specifies an instance of an Active Directory object to use as a template for a

new Active Directory object.

Required

false

Position

named
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Default value
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Name

Description :Specifies the name of the object. This parameter sets the Name property of
the Active Directory object. The LDAP Display Name (IdapDisplayName) of this property
is "name".

Required true
Position 2
Default value
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Parameter :PassThru

Description :Returns the new or modified object. By default (i.e. if -PassThru is not
specified), this cmdlet does not generate any output.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ProposedAcl

Description :This parameter specifies the proposed accessed control list (ACL) of the

rule.

Required

false

Position

named

Default value

Accept pipeline input?

True (ByPropertyName)

Accept wildcard characters?

false

Parameter :ProtectedFromAccidentalDeletion

Description :Specifies whether to prevent the object from being deleted. When this
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property is set to true, you cannot delete the corresponding object without changing the

value of the property. Possible values for this parameter include:

Required

false

Position

named

Default value

Accept pipeline input?

True (ByPropertyName)

Accept wildcard characters?

false

Parameter :ResourceCondition

Description :This parameter specifies the resource condition of the rule.

Required

false

Position

named

Default value

Accept pipeline input?

True (ByPropertyName)

Accept wildcard characters? false

Parameter :Server

Description :Specifies the Active Directory Domain Services instance to connect to, by
providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Confirm

Description :Prompts you for confirmation before running the cmdlet.

Required false
Position named
Default value false
Accept pipeline input? false
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Accept wildcard characters? |false

Parameter :Whatlf

Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Inputs

An Active Directory object that is a template for the new object is received by the
Instance parameter.

Type : None or Microsoft.ActiveDirectory.Management.ADCentralAccessRule

Outputs

Returns the new central access rule object when the PassThru parameter is specified. By
default, this cmdlet does not generate any output.
Type : None or Microsoft.ActiveDirectory.Management.ADCentralAccessRule

Notes
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Cmdlet: New-ADClaimTransformPolicy

Synops

Creates a new claim transformation policy object in Active Directory.

Syntax

New ADC ai miTr ansfornPolicy [-Nanme] <String> [-AuthType {Negotiate
|

Basic}] [-Credential <PSCredential>] [-Description <String>]
[ - PassThru]

[ - Protect edFronmAcci dent al Del eti on <Bool ean>] [-Server
<String>] -AlowAll

[-Confirm [-Whatlf] [<CommonPar aneters>]

New ADCl ai mlr ansfornPolicy [-Name] <String> [-AuthType {Negotiate
|

Basic}] [-Credential <PSCredential>] [-Description <String>]
[ - PassThru]

[ - Protect edFronmAcci dent al Del eti on <Bool ean>] [-Server
<String>]

-Al'l owAl | Except <ADd ai niType[]> [-Confirn] [-Whatlf]
[ <ConmonPar anet er s>]

New ADC ai miTransfornPolicy [-Nanme] <String> [-AuthType {Negotiate
I

Basic}] [-Credential <PSCredential>] [-Description <String>]
[ - PassThru]

[ - Prot ect edFronAcci dent al Del eti on <Bool ean>] [-Server
<String>] -DenyAll

[-Confirn] [-Whatlf] [<ConmonParaneters>]

New ADC ai miTransfornPolicy [-Nanme] <String> [-AuthType {Negotiate
I

Basic}] [-Credential <PSCredential>] [-Description <String>]
[ - PassThru]

[ - Protect edFronmAcci dent al Del eti on <Bool ean>] [-Server
<String>]
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- DenyAl | Except <ADC ai niType[]> [-Confirm] [-Whatlf]
[ <ConmonPar anet er s>]

New ADC ai mTransfornPolicy [-Nanme] <String> [-AuthType {Negotiate
I

Basic}] [-Credential <PSCredential>] [-Description <String>]
[ -1 nstance

<ADd ai mTransfornPolicy>] [-PassThru] [-
Pr ot ect edFr omAcci dent al Del et i on

<Bool ean>] [-Server <String>] -Rule <String> [-Confirm |-
What | f]

[ <ConmonPar anet er s>]

Description

The New-ADClaimTransformPolicy cmdlet creates a new claims transformation policy
object in Active Directory. A claims transformation policy object contains a set of rules
authored in the transformation rule language. After creating a policy object, you can link it
with a forest trust to apply the claims transformation to the trust.

Parameters
Parameter :AllowAll

Description :When this parameter is specified, the policy sets a claims transformation rule
that would allow all claims to be sent or received.

Required true

Position named

Default value

Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Parameter :AllowAllExcept

Description :When this parameter is specified, the policy sets a claims transformation rule
that would allow all claims to be sent or received except for the specified claim types.

Required true
Position named
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Default value
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false

Position named

Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false

Accept wildcard characters? false

Parameter :Credential

Description :Specifies a user account that has permission to perform this action. The
default is the current user.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :DenyAll

Description :When this parameter is specified, the policy sets a claims transformation rule
that would deny all claims to be sent or received.

Required true

Position named

Default value

Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Parameter :DenyAllExcept

Description :When this parameter is specified, the policy sets a claims transformation rule
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that would deny all claims to be sent or received except for the specified claim types.

true
named

Required

Position

Default value

Accept pipeline input?
Accept wildcard characters?

True (ByPropertyName)
false

Parameter :Description

Description :Specifies a description of the object. This parameter sets the value of the
Description property for the object. The LDAP Display Name (IdapDisplayName) for this
property is "description".

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Instance

Description :Specifies an instance of an Active Directory object to use as a template for a
new claims transformation policy object.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Name

Description :Specifies the name of the object. This parameter sets the Name property of
the Active Directory object. The LDAP Display Name (IdapDisplayName) of this property
is "name”.

Required true
Position 1
Default value
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false
false

Accept pipeline input?
Accept wildcard characters?

Parameter :PassThru

Description :Returns the new or modified object. By default (i.e. if -PassThru is not
specified), this cmdlet does not generate any output.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :ProtectedFromAccidentalDeletion

Description :Specifies whether to prevent the object from being deleted. When this
property is set to true, you cannot delete the corresponding object without changing the
value of the property. Possible values for this parameter include:

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Rule

Description :Represents the claims transformation rule. To specify the rule, you can
either (1) type the rule in a text file, and then pass the file to the cmdlet (recommended),
or (2) type the rule inline.

true
named

Required

Position

Default value

Accept pipeline input?
Accept wildcard characters?

True (ByPropertyName)
false

Parameter :Server
Description :Specifies the Active Directory Domain Services instance to connect to, by
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providing one of the following values for a corresponding domain name or directory
server. The service may be any of the following: Active Directory Lightweight Domain
Services, Active Directory Domain Services or Active Directory Snapshot instance.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Confirm

Description :Prompts you for confirmation before running the cmdlet.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Parameter :Whatlf

Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Inputs

A claims transformation policy object that is a template for the new claims transformation
policy object is received by the Instance parameter.

Type : None or Microsoft.ActiveDirectory.Management.ADClaimTransformPolicy

Notes
Examples
EXAMPLE 1

Description
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Create a new claims transformation policy named 'DenyAllPolicy' that denies all claims,
both those that are sent as well as those that are received.

C:. \ PS>New ADCl ai mTr ansf or nPol i cy DenyAl | Policy -DenyAl l

EXAMPLE 2

Description

Create a new claims transformation policy named
'‘AllowAllExceptCompanyAndDepartmentPolicy' that allows all claims to be sent or
received except for the claims '‘Company' and 'Department'.

C:. \ PS>New ADCl ai mTr ansf or nPol i cy
Al | owAl | Except ConmpanyAndDepart nent Pol i cy - Al | owAl | Except
Conpany, Depart nment

EXAMPLE 3

Description

Create a new claims transformation policy named 'HumanResourcesToHrPolicy' that
transforms the value 'Human Resources' to 'HR' in the claim 'Department'.
C:\ PS>New ADCl ai miTr ansf or nPol i cy HumanResour cesToHr Policy -
Rul e ' CL: [ Type=="ad: // ext/ Depart nment: 88ceb0f e88al125db",

Val ue=="Human Resources", Val ueType=="string"] =>
i ssue(Type=Cl. Type, Val ue="HR', Val ueType=Cl. Val ueType) ;'

EXAMPLE 4

Description

Create a new claims transformation policy named 'MyRule' with the rule specified in
C:\rule.txt.

C.\PS>$rule = Get-Content C:\rule.txt;
New ADCl ai milr ansfornPolicy M/Rule -Rule $rule
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Cmdlet: New-ADClaimType

Synops

Creates a new claim type in Active Directory.

Syntax

New ADCl ai mType [-Di spl ayNanme] <String> [-AppliesTod asses
<String[]>]

[-Aut hType {Negotiate | Basic}] [-Credential <PSCredential >]
[-Description

<String>] [-Enabled <Boolean>] [-ID <String>] [-Instance
<ADd ai nType>]

[-1sSi ngl evVal ued <Bool ean>] [-OherAttributes <Hashtable>] |-
PassThr u]

[ - Protect edFromAcci dent al Del eti on <Bool ean>] [-RestrictVal ues
<Bool ean>]

[-Server <String>] [-SuggestedVal ues
<ADSuggest edVal ueEntry[] >]

-SourceAttribute <String> [-Confirm [-Whatlf]
[ <ConmonPar anet er s>]

New ADC ai nType [-Di spl ayNanme] <String> [-AppliesTod asses
<String[]>]

[-Aut hType {Negotiate | Basic}] [-Credential <PSCredenti al >]
[-Description

<String>] [-Enabled <Boolean>] [-ID <String>] [-Instance
<ADC ai nType>]

[-1sSi ngl eVal ued <Bool ean>] [-QtherAttri butes <Hashtable>] |-
PassThr u]

[ - Protect edFromAcci dent al Del eti on <Bool ean>] [-RestrictVal ues
<Bool ean>]

[-Server <String>] -SourcedD <String> [-Confirn] [-Watlf]

[ <ConmonPar anet er s>]

New ADCl ai mType [-Di spl ayNanme] <String> [-AppliesTod asses
<String[]>]

[-Aut hType {Negotiate | Basic}] [-Credential <PSCredential >]
[-Description
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<String>] [-Enabled <Boolean>] [-ID <String>] [-Instance
<ADd ai nType>]

[-1sSi ngl eVal ued <Bool ean>] [-QherAttributes <Hashtable>] |-
PassThr u]

[ - Prot ect edFromAcci dent al Del eti on <Bool ean>] [-RestrictVal ues
<Bool ean>]

[-Server <String>] [-SuggestedVal ues
<ADSuggest edVal ueEntry[] >]

-Sour ceTransfornPol i cy -Val ueType {Invalid | Int64 | U nt64 |
String |

FQBN | SID| Boolean | CctetString} [-Confirn] [-Whatlf]

[ <ConmonPar anet er s>]

Description

The New-ADClaimType cmdlet creates a new claim type in Active Directory.

Parameters
Parameter :AppliesToClasses

Description :This parameter is used to specify the security principal classes to which this
claim applies. Possible values for this parameter include the following (or any Active
Directory type that derives from these base types):

Required false
Position named
Default value Depending on SourceAttribute /

SourceOID, the value is set to
User / Computer respectively

Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Parameter :AuthType

Description :Specifies the authentication method to use. Possible values for this
parameter include:

Required false
Position named

363



Default value Microsoft.ActiveDirectory.Mana
gement.AuthType.Negotiate

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Credential

Description :Specifies the user account credentials to use to perform this task. The
default credentials are the credentials of the currently logged on user unless the cmdlet is
run from an Active Directory PowerShell provider drive. If the cmdlet is run from such a
provider drive, the account associated with the drive is the default.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :Description

Description :Specifies a description of the object. This parameter sets the value of the
Description property for the object. The LDAP Display Name (IdapDisplayName) for this
property is "description".

Required false

Position named

Default value

Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Parameter :DisplayName

Description :Specifies the display name of the claim type, which must be unique. The
display name of a claim type can be used as an identity in other Active Directory cmdlets.
For example, if the display nhame of a claim type is "Employee Type", then you can use
'Get-ADClaimType -ldentity "Employee Type™ to retrieve the claim type.

Required true

Position 1

Default value

Accept pipeline input? True (ByPropertyName)
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Accept wildcard characters?

|false

Parameter :Enabled

Description :Specifies if the claim type is enabled.

Required false
Position named
Default value True

Accept pipeline input?

True (ByPropertyName)

Accept wildcard characters?

false

Parameter :ID

Description :Specifies the claim type ID. This is an optional parameter. By default, New-

ADClaimType generates the ID automatically.

Required

false

Position

named

Default value

Auto-generated

Accept pipeline input?

True (ByPropertyName)

Accept wildcard characters?

false

Parameter :Instance

Description :Specifies an instance of an claim type object to use as a template for a new

claim type object.

Required false
Position named
Default value

Accept pipeline input? false
Accept wildcard characters? false

Parameter :IsSingleValued

Description :Specifies whether the claim type is single va