
The Powershell Book Generator 
 

 

 
PowerShell with  

DnsServer 
 

 

 

 

 

 

 

 

 

  
The PowerShell Book Genrator - Andreas Nick 2019  

http://www.andreasnick.com  

http://www.software-virtualisierung.de 



Table Of Contents 
 

Add-DnsServerClientSubnet 6

Add-DnsServerConditionalForwarderZone 11

Add-DnsServerDirectoryPartition 18

Add-DnsServerForwarder 23

Add-DnsServerPrimaryZone 27

Add-DnsServerQueryResolutionPolicy 35

Add-DnsServerRecursionScope 53

Add-DnsServerResourceRecord 58

Add-DnsServerResourceRecordA 90

Add-DnsServerResourceRecordAAAA 96

Add-DnsServerResourceRecordCName 102

Add-DnsServerResourceRecordDnsKey 108

Add-DnsServerResourceRecordDS 114

Add-DnsServerResourceRecordMX 120

Add-DnsServerResourceRecordPtr 126

Add-DnsServerResponseRateLimitingExceptionlist 132

Add-DnsServerRootHint 137

Add-DnsServerSecondaryZone 142

Add-DnsServerSigningKey 148

Add-DnsServerStubZone 155

Add-DnsServerTrustAnchor 162

Add-DnsServerVirtualizationInstance 170

Add-DnsServerZoneDelegation 173

Add-DnsServerZoneScope 178

Add-DnsServerZoneTransferPolicy 183

Clear-DnsServerCache 193

Clear-DnsServerStatistics 197

ConvertTo-DnsServerPrimaryZone 201

ConvertTo-DnsServerSecondaryZone 207

Disable-DnsServerPolicy 211

Disable-DnsServerSigningKeyRollover 216

Enable-DnsServerPolicy 220

Enable-DnsServerSigningKeyRollover 225

Export-DnsServerDnsSecPublicKey 230

Export-DnsServerTrustAnchor 237

2

Table Of Contents 
 

Add-DnsServerClientSubnet 6

Add-DnsServerConditionalForwarderZone 11

Add-DnsServerDirectoryPartition 18

Add-DnsServerForwarder 23

Add-DnsServerPrimaryZone 27

Add-DnsServerQueryResolutionPolicy 35

Add-DnsServerRecursionScope 53

Add-DnsServerResourceRecord 58

Add-DnsServerResourceRecordA 90

Add-DnsServerResourceRecordAAAA 96

Add-DnsServerResourceRecordCName 102

Add-DnsServerResourceRecordDnsKey 108

Add-DnsServerResourceRecordDS 114

Add-DnsServerResourceRecordMX 120

Add-DnsServerResourceRecordPtr 126

Add-DnsServerResponseRateLimitingExceptionlist 132

Add-DnsServerRootHint 137

Add-DnsServerSecondaryZone 142

Add-DnsServerSigningKey 148

Add-DnsServerStubZone 155

Add-DnsServerTrustAnchor 162

Add-DnsServerVirtualizationInstance 170

Add-DnsServerZoneDelegation 173

Add-DnsServerZoneScope 178

Add-DnsServerZoneTransferPolicy 183

Clear-DnsServerCache 193

Clear-DnsServerStatistics 197

ConvertTo-DnsServerPrimaryZone 201

ConvertTo-DnsServerSecondaryZone 207

Disable-DnsServerPolicy 211

Disable-DnsServerSigningKeyRollover 216

Enable-DnsServerPolicy 220

Enable-DnsServerSigningKeyRollover 225

Export-DnsServerDnsSecPublicKey 230

Export-DnsServerTrustAnchor 237



Export-DnsServerZone 244

Get-DnsServer 248

Get-DnsServerCache 251

Get-DnsServerClientSubnet 254

Get-DnsServerDiagnostics 258

Get-DnsServerDirectoryPartition 260

Get-DnsServerDnsSecZoneSetting 264

Get-DnsServerDsSetting 272

Get-DnsServerEDns 275

Get-DnsServerForwarder 278

Get-DnsServerGlobalNameZone 281

Get-DnsServerGlobalQueryBlockList 284

Get-DnsServerQueryResolutionPolicy 287

Get-DnsServerRecursion 296

Get-DnsServerRecursionScope 299

Get-DnsServerResourceRecord 303

Get-DnsServerResponseRateLimiting 309

Get-DnsServerResponseRateLimitingExceptionlist 313

Get-DnsServerRootHint 317

Get-DnsServerRRL 320

Get-DnsServerScavenging 324

Get-DnsServerSetting 326

Get-DnsServerSigningKey 329

Get-DnsServerStatistics 332

Get-DnsServerTrustAnchor 339

Get-DnsServerTrustPoint 342

Get-DnsServerVirtualizationInstance 345

Get-DnsServerZone 347

Get-DnsServerZoneAging 350

Get-DnsServerZoneDelegation 353

Get-DnsServerZoneScope 356

Get-DnsServerZoneTransferPolicy 360

Import-DnsServerResourceRecordDS 365

Import-DnsServerRootHint 369

Import-DnsServerTrustAnchor 373

Invoke-DnsServerSigningKeyRollover 378

Invoke-DnsServerZoneSign 382

3

Export-DnsServerZone 244

Get-DnsServer 248

Get-DnsServerCache 251

Get-DnsServerClientSubnet 254

Get-DnsServerDiagnostics 258

Get-DnsServerDirectoryPartition 260

Get-DnsServerDnsSecZoneSetting 264

Get-DnsServerDsSetting 272

Get-DnsServerEDns 275

Get-DnsServerForwarder 278

Get-DnsServerGlobalNameZone 281

Get-DnsServerGlobalQueryBlockList 284

Get-DnsServerQueryResolutionPolicy 287

Get-DnsServerRecursion 296

Get-DnsServerRecursionScope 299

Get-DnsServerResourceRecord 303

Get-DnsServerResponseRateLimiting 309

Get-DnsServerResponseRateLimitingExceptionlist 313

Get-DnsServerRootHint 317

Get-DnsServerRRL 320

Get-DnsServerScavenging 324

Get-DnsServerSetting 326

Get-DnsServerSigningKey 329

Get-DnsServerStatistics 332

Get-DnsServerTrustAnchor 339

Get-DnsServerTrustPoint 342

Get-DnsServerVirtualizationInstance 345

Get-DnsServerZone 347

Get-DnsServerZoneAging 350

Get-DnsServerZoneDelegation 353

Get-DnsServerZoneScope 356

Get-DnsServerZoneTransferPolicy 360

Import-DnsServerResourceRecordDS 365

Import-DnsServerRootHint 369

Import-DnsServerTrustAnchor 373

Invoke-DnsServerSigningKeyRollover 378

Invoke-DnsServerZoneSign 382



Invoke-DnsServerZoneUnsign 387

Register-DnsServerDirectoryPartition 391

Remove-DnsServerClientSubnet 395

Remove-DnsServerDirectoryPartition 400

Remove-DnsServerForwarder 404

Remove-DnsServerQueryResolutionPolicy 408

Remove-DnsServerRecursionScope 414

Remove-DnsServerResourceRecord 418

Remove-DnsServerResponseRateLimitingExceptionlist 425

Remove-DnsServerRootHint 429

Remove-DnsServerSigningKey 434

Remove-DnsServerTrustAnchor 439

Remove-DnsServerVirtualizationInstance 443

Remove-DnsServerZone 446

Remove-DnsServerZoneDelegation 450

Remove-DnsServerZoneScope 455

Remove-DnsServerZoneTransferPolicy 460

Reset-DnsServerZoneKeyMasterRole 465

Restore-DnsServerPrimaryZone 470

Restore-DnsServerSecondaryZone 474

Resume-DnsServerZone 478

Set-DnsServer 482

Set-DnsServerCache 487

Set-DnsServerClientSubnet 493

Set-DnsServerConditionalForwarderZone 499

Set-DnsServerDiagnostics 505

Set-DnsServerDnsSecZoneSetting 519

Set-DnsServerDsSetting 529

Set-DnsServerEDns 535

Set-DnsServerForwarder 539

Set-DnsServerGlobalNameZone 545

Set-DnsServerGlobalQueryBlockList 551

Set-DnsServerPrimaryZone 555

Set-DnsServerQueryResolutionPolicy 564

Set-DnsServerRecursion 573

Set-DnsServerRecursionScope 578

Set-DnsServerResourceRecord 582

4

Invoke-DnsServerZoneUnsign 387

Register-DnsServerDirectoryPartition 391

Remove-DnsServerClientSubnet 395

Remove-DnsServerDirectoryPartition 400

Remove-DnsServerForwarder 404

Remove-DnsServerQueryResolutionPolicy 408

Remove-DnsServerRecursionScope 414

Remove-DnsServerResourceRecord 418

Remove-DnsServerResponseRateLimitingExceptionlist 425

Remove-DnsServerRootHint 429

Remove-DnsServerSigningKey 434

Remove-DnsServerTrustAnchor 439

Remove-DnsServerVirtualizationInstance 443

Remove-DnsServerZone 446

Remove-DnsServerZoneDelegation 450

Remove-DnsServerZoneScope 455

Remove-DnsServerZoneTransferPolicy 460

Reset-DnsServerZoneKeyMasterRole 465

Restore-DnsServerPrimaryZone 470

Restore-DnsServerSecondaryZone 474

Resume-DnsServerZone 478

Set-DnsServer 482

Set-DnsServerCache 487

Set-DnsServerClientSubnet 493

Set-DnsServerConditionalForwarderZone 499

Set-DnsServerDiagnostics 505

Set-DnsServerDnsSecZoneSetting 519

Set-DnsServerDsSetting 529

Set-DnsServerEDns 535

Set-DnsServerForwarder 539

Set-DnsServerGlobalNameZone 545

Set-DnsServerGlobalQueryBlockList 551

Set-DnsServerPrimaryZone 555

Set-DnsServerQueryResolutionPolicy 564

Set-DnsServerRecursion 573

Set-DnsServerRecursionScope 578

Set-DnsServerResourceRecord 582



Set-DnsServerResourceRecordAging 587

Set-DnsServerResponseRateLimiting 592

Set-DnsServerResponseRateLimitingExceptionlist 600

Set-DnsServerRootHint 605

Set-DnsServerRRL 608

Set-DnsServerScavenging 616

Set-DnsServerSecondaryZone 621

Set-DnsServerSetting 625

Set-DnsServerSigningKey 629

Set-DnsServerStubZone 634

Set-DnsServerVirtualizationInstance 640

Set-DnsServerZoneAging 643

Set-DnsServerZoneDelegation 648

Set-DnsServerZoneTransferPolicy 653

Show-DnsServerCache 660

Show-DnsServerKeyStorageProvider 663

Start-DnsServerScavenging 666

Start-DnsServerZoneTransfer 670

Step-DnsServerSigningKeyRollover 674

Suspend-DnsServerZone 679

Sync-DnsServerZone 683

Test-DnsServer 687

Test-DnsServerDnsSecZoneSetting 692

Unregister-DnsServerDirectoryPartition 695

Update-DnsServerTrustPoint 699

5

Set-DnsServerResourceRecordAging 587

Set-DnsServerResponseRateLimiting 592

Set-DnsServerResponseRateLimitingExceptionlist 600

Set-DnsServerRootHint 605

Set-DnsServerRRL 608

Set-DnsServerScavenging 616

Set-DnsServerSecondaryZone 621

Set-DnsServerSetting 625

Set-DnsServerSigningKey 629

Set-DnsServerStubZone 634

Set-DnsServerVirtualizationInstance 640

Set-DnsServerZoneAging 643

Set-DnsServerZoneDelegation 648

Set-DnsServerZoneTransferPolicy 653

Show-DnsServerCache 660

Show-DnsServerKeyStorageProvider 663

Start-DnsServerScavenging 666

Start-DnsServerZoneTransfer 670

Step-DnsServerSigningKeyRollover 674

Suspend-DnsServerZone 679

Sync-DnsServerZone 683

Test-DnsServer 687

Test-DnsServerDnsSecZoneSetting 692

Unregister-DnsServerDirectoryPartition 695

Update-DnsServerTrustPoint 699



Cmdlet: Add-DnsServerClientSubnet 
  
Synops  
Adds a client subnet to a DNS server. 

  
Syntax  
 

Add-DnsServerClientSubnet [-Name] <String> [[-IPv4Subnet]

<String[]>]

    [[-IPv6Subnet] <String[]>] [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerClientSubnet cmdlet adds a client subnet to a Domain Name System

(DNS) server. A client subnet is a group of  IP subnets. A client subnet is identified by a

name. A client subnet contains two lists of IP address, one for IPv4 subnets and one for

IPv6 subnets. A client subnet can represent a logical group, for example, a geographical

area, a datacenter, or a trusted resolver fleet. You can use client subnets in criteria in

DNS policies. Multiple DNS policies can refer to the same client subnet. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Add-DnsServerClientSubnet [-Name] <String> [[-IPv4Subnet]

<String[]>]

    [[-IPv6Subnet] <String[]>] [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerClientSubnet cmdlet adds a client subnet to a Domain Name System

(DNS) server. A client subnet is a group of  IP subnets. A client subnet is identified by a

name. A client subnet contains two lists of IP address, one for IPv4 subnets and one for

IPv6 subnets. A client subnet can represent a logical group, for example, a geographical

area, a datacenter, or a trusted resolver fleet. You can use client subnets in criteria in

DNS policies. Multiple DNS policies can refer to the same client subnet. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

values for this parameter are:

 

-- SilentlyContinue

-- Stop

-- Continue

-- Inquire

-- Ignore

-- Suspend 

 

  
Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

values for this parameter are:

 

-- SilentlyContinue

-- Stop

-- Continue

-- Inquire

-- Ignore

-- Suspend 

 

  
Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Parameter :IPv4Subnet  
Description :Specifies an array of IPv4 subnet addresses in Classless Interdomain

Routing (CIDR) notation. 

 

  
Parameter :IPv6Subnet  
Description :Specifies an array of IPv6 subnet addresses in CIDR notation. 

 

  
Parameter :Name  
Description :Species the name of the new client subnet. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

Required false
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position 4
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :IPv4Subnet  
Description :Specifies an array of IPv4 subnet addresses in Classless Interdomain

Routing (CIDR) notation. 

 

  
Parameter :IPv6Subnet  
Description :Specifies an array of IPv6 subnet addresses in CIDR notation. 

 

  
Parameter :Name  
Description :Species the name of the new client subnet. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

Required false
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position 4
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerClientSubnet 

  
Examples  
Example 1: Add a client subnet specified in IPv4  

This command adds a client subnet named NorthAmericaSubnet to the DNS server. The

command specifies the subnet by using an IPv4 address.     

 

  
Example 2: Add a client subnet specified in IPv6  

This command adds a client subnet named EuropeSubnet to the DNS server. The

command specifies the subnet by using an IPv6 address. The command uses the

Format-List cmdlet to control the appearance of the output. For more information, type

Get-Help Format-List.     

 

  
Example 3: Add a client subnet specified in both IPv4 and IPv6  

This command adds a client subnet named AsiaSubnet to the DNS server. The

command specifies the subnet by using both IPv4 and IPv6 addresses.     

 

 

 

PS C:\>Add-DnsServerClientSubnet -Name "NorthAmericaSubnet" -
IPv4Subnet 172.21.33.0/16 -PassThru
Name
IPV4Subnet
----
----------
NorthAmericaSubnet
{172.21.33.0/16}

PS C:\>Add-DnsServerClientSubnet -Name "EuropeSubnet" -
IPv6Subnet 0db8::1/28 -PassThru | Format-List
Name       : EuropeSubnet
IPV4Subnet :
IPV6Subnet : {3ffe::1/28}

PS C:\>Add-DnsServerClientSubnet -Name "AsiaSubnet" -
IPv6Subnet 0db8::1/28 -PassThru -IPv4Subnet 172.16.0.1/8 |
Format-List
Name       : AsiaSubnet
IPV4Subnet : {172.0.0.1/8}
IPV6Subnet : {4ffe::1/28}
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Cmdlet: Add-DnsServerConditionalForwarderZone 
  
Synops  
Adds a conditional forwarder to a DNS server. 

  
Syntax  
 

Add-DnsServerConditionalForwarderZone [-Name] <String> [-

MasterServers]

    <IPAddress[]> [[-ForwarderTimeout] <UInt32>] [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-LoadExisting] [-PassThru] [-ThrottleLimit

<Int32>]

    [-UseRecursion] [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerConditionalForwarderZone [-Name] <String> [-

MasterServers]

    <IPAddress[]> [[-ForwarderTimeout] <UInt32>] [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-DirectoryPartitionName <String>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

LoadExisting]

    [-PassThru] [-ReplicationScope {Forest | Domain | Legacy |

Custom}]

    [-ThrottleLimit <Int32>] [-UseRecursion] [-Confirm] [-WhatIf]

 

    [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerConditionalForwarderZone cmdlet adds a conditional forwarder to a

Domain Name System (DNS) server. You can select the master servers, forwarder time-
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Cmdlet: Add-DnsServerConditionalForwarderZone 
  
Synops  
Adds a conditional forwarder to a DNS server. 

  
Syntax  
 

Add-DnsServerConditionalForwarderZone [-Name] <String> [-

MasterServers]

    <IPAddress[]> [[-ForwarderTimeout] <UInt32>] [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-LoadExisting] [-PassThru] [-ThrottleLimit

<Int32>]

    [-UseRecursion] [-Confirm] [-WhatIf] [<CommonParameters>]
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LoadExisting]

    [-PassThru] [-ReplicationScope {Forest | Domain | Legacy |

Custom}]

    [-ThrottleLimit <Int32>] [-UseRecursion] [-Confirm] [-WhatIf]

 

    [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerConditionalForwarderZone cmdlet adds a conditional forwarder to a

Domain Name System (DNS) server. You can select the master servers, forwarder time-



out, recursion, host computer, replication scope, and directory partition for the conditional

forwarder. Conditional forwarders are stored as zones on a DNS server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies the DNS server. The cmdlet adds the forwarder to this server. If

you do not specify this parameter, the command runs on the local system. You can

specify an IP address or any value that resolves to an IP address, such as a fully

qualified domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :DirectoryPartitionName  
Description :Specifies a directory partition on which to store the forwarder. Conditional

forwarders are internally stored as zones. Use this parameter when the ReplicationScope

parameter has a value of Custom. 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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out, recursion, host computer, replication scope, and directory partition for the conditional

forwarder. Conditional forwarders are stored as zones on a DNS server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies the DNS server. The cmdlet adds the forwarder to this server. If

you do not specify this parameter, the command runs on the local system. You can

specify an IP address or any value that resolves to an IP address, such as a fully

qualified domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :DirectoryPartitionName  
Description :Specifies a directory partition on which to store the forwarder. Conditional

forwarders are internally stored as zones. Use this parameter when the ReplicationScope

parameter has a value of Custom. 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



Parameter :ForwarderTimeout  
Description :Specifies a length of time, in seconds, that a DNS server waits for a master

server to resolve a query. If a server does not resolve the request, the next server in the

list is queried until all master servers are queried. After this period, the DNS server can

attempt to resolve the query itself. This parameter applies only to the forwarder zone.

The minimum value is 0. The maximum value is 15. 

 

  
Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

values for this parameter are:

 

-- SilentlyContinue

-- Stop

-- Continue

-- Inquire

-- Ignore

-- Suspend 

 

  
Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

Required false
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ForwarderTimeout  
Description :Specifies a length of time, in seconds, that a DNS server waits for a master

server to resolve a query. If a server does not resolve the request, the next server in the

list is queried until all master servers are queried. After this period, the DNS server can

attempt to resolve the query itself. This parameter applies only to the forwarder zone.

The minimum value is 0. The maximum value is 15. 

 

  
Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

values for this parameter are:

 

-- SilentlyContinue

-- Stop

-- Continue

-- Inquire

-- Ignore

-- Suspend 

 

  
Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

Required false
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :LoadExisting  
Description :Indicates that the server loads existing data for the forwarder from the

registry. Conditional forwarders are internally stored as zones. This parameter is not valid

for Active Directory-integrated zones. 

 

  
Parameter :MasterServers  
Description :Specifies an array of IP addresses of the master servers of the zone. DNS

queries for a forwarded zone are sent to master servers. You can use both IPv4 and IPv6

addresses. You must specify at least one master server. 

 

  
Parameter :Name  
Description :Specifies the name of a zone. The cmdlet adds a conditional forwarder for

this zone. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :LoadExisting  
Description :Indicates that the server loads existing data for the forwarder from the

registry. Conditional forwarders are internally stored as zones. This parameter is not valid

for Active Directory-integrated zones. 

 

  
Parameter :MasterServers  
Description :Specifies an array of IP addresses of the master servers of the zone. DNS

queries for a forwarded zone are sent to master servers. You can use both IPv4 and IPv6

addresses. You must specify at least one master server. 

 

  
Parameter :Name  
Description :Specifies the name of a zone. The cmdlet adds a conditional forwarder for

this zone. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :ReplicationScope  
Description :Specifies the replication scope for the conditional forwarder. Conditional

forwarders are stored internally as zones. The acceptable values for this parameter are:

 

-- Custom. Replicate the conditional forwarder to all DNS servers running on domain

controllers enlisted in a custom directory partition.

-- Domain. Replicate the conditional forwarder to all DNS servers that run on domain

controllers in the domain.

-- Forest. Replicate the conditional forwarder to all DNS servers that run on domain

controllers in the forest.

-- Legacy. Replicate the conditional forwarder to all domain controllers in the domain. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :UseRecursion 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ReplicationScope  
Description :Specifies the replication scope for the conditional forwarder. Conditional

forwarders are stored internally as zones. The acceptable values for this parameter are:

 

-- Custom. Replicate the conditional forwarder to all DNS servers running on domain

controllers enlisted in a custom directory partition.

-- Domain. Replicate the conditional forwarder to all DNS servers that run on domain

controllers in the domain.

-- Forest. Replicate the conditional forwarder to all DNS servers that run on domain

controllers in the forest.

-- Legacy. Replicate the conditional forwarder to all domain controllers in the domain. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :UseRecursion 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Description :Specifies whether a DNS server attempts to resolve a query after the

forwarder fails to resolve it. A value of $False prevents a DNS server from attempting

resolution using other DNS servers. This parameter overrides the Use Recursion setting

for a DNS server. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Create a non-Active Directory-integrated forwarder  

This command creates a conditional forwarder zone called contoso.com. The entries are

stored in the registry. The command includes IP addresses for one or more master DNS

servers. The command uses the PassThru parameter.     

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Description :Specifies whether a DNS server attempts to resolve a query after the

forwarder fails to resolve it. A value of $False prevents a DNS server from attempting

resolution using other DNS servers. This parameter overrides the Use Recursion setting

for a DNS server. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Create a non-Active Directory-integrated forwarder  

This command creates a conditional forwarder zone called contoso.com. The entries are

stored in the registry. The command includes IP addresses for one or more master DNS

servers. The command uses the PassThru parameter.     

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



 

  
Example 2: Create an Active Directory-integrated forwarder  

This command creates an Active Directory-integrated conditional forwarder zone for

contoso.com. The command specifies IP addresses for one or more master DNS

servers.     

 

 

 

PS C:\> Add-DnsServerConditionalForwarderZone -Name
"contoso.com" -MasterServers
2001:4898:7020:f100:458f:e6a2:fcaf:698c,172.23.90.124 -
PassThru
ZoneName                            ZoneType
IsAutoCreated   IsDsIntegrated  IsReverseLookupZone  IsSigned

--------                            --------        ----------
---   --------------  -------------------  --------

contoso.com                         Forwarder       False
False           False

PS C:\>Add-DnsServerConditionalForwarderZone -Name
"contoso.com" -ReplicationScope "Forest" -MasterServers
2001:4898:7020:f100:458f:e6a2:fcaf:698c,172.23.90.124
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Example 2: Create an Active Directory-integrated forwarder  

This command creates an Active Directory-integrated conditional forwarder zone for

contoso.com. The command specifies IP addresses for one or more master DNS

servers.     

 

 

 

PS C:\> Add-DnsServerConditionalForwarderZone -Name
"contoso.com" -MasterServers
2001:4898:7020:f100:458f:e6a2:fcaf:698c,172.23.90.124 -
PassThru
ZoneName                            ZoneType
IsAutoCreated   IsDsIntegrated  IsReverseLookupZone  IsSigned

--------                            --------        ----------
---   --------------  -------------------  --------

contoso.com                         Forwarder       False
False           False

PS C:\>Add-DnsServerConditionalForwarderZone -Name
"contoso.com" -ReplicationScope "Forest" -MasterServers
2001:4898:7020:f100:458f:e6a2:fcaf:698c,172.23.90.124



Cmdlet: Add-DnsServerDirectoryPartition 
  
Synops  
Creates a DNS application directory partition. 

  
Syntax  
 

Add-DnsServerDirectoryPartition [-Name] <String> [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerDirectoryPartition [-CimSession <CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-PassThru] [-ThrottleLimit <Int32>] -Type

{Forest |

    Domain} [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerDirectoryPartition cmdlet creates a Domain Name System (DNS)

application directory partition. After you install a DNS server, DNS creates an application

directory partition for the service at the forest and domain levels. This cmdlet creates

additional DNS application directory partitions.  

You can store DNS zones in the domain or application directory partitions of Active

Directory Domain Services (AD DS). A partition is a data structure in AD DS that

distinguishes data for different replication purposes. When you create an application

directory partition for DNS, you can control the scope of replication for the zone that is

stored in that partition. 

  
Parameters  
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Cmdlet: Add-DnsServerDirectoryPartition 
  
Synops  
Creates a DNS application directory partition. 

  
Syntax  
 

Add-DnsServerDirectoryPartition [-Name] <String> [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerDirectoryPartition [-CimSession <CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-PassThru] [-ThrottleLimit <Int32>] -Type

{Forest |

    Domain} [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerDirectoryPartition cmdlet creates a Domain Name System (DNS)

application directory partition. After you install a DNS server, DNS creates an application

directory partition for the service at the forest and domain levels. This cmdlet creates

additional DNS application directory partitions.  

You can store DNS zones in the domain or application directory partitions of Active

Directory Domain Services (AD DS). A partition is a data structure in AD DS that

distinguishes data for different replication purposes. When you create an application

directory partition for DNS, you can control the scope of replication for the zone that is

stored in that partition. 

  
Parameters  



Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

values for this parameter are:

 

-- SilentlyContinue

-- Stop

-- Continue

-- Inquire

-- Ignore

-- Suspend 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

values for this parameter are:

 

-- SilentlyContinue

-- Stop

-- Continue

-- Inquire

-- Ignore

-- Suspend 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

  
Parameter :Name  
Description :Specifies a name for the new DNS application directory partition. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
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Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

  
Parameter :Name  
Description :Specifies a name for the new DNS application directory partition. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false



  
Parameter :Type  
Description :Specifies a type of DNS application directory partition. The acceptable

values for this parameter are:

 

-- /Domain

-- /Forest

-- /AllDomains 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

21

  
Parameter :Type  
Description :Specifies a type of DNS application directory partition. The acceptable

values for this parameter are:

 

-- /Domain

-- /Forest

-- /AllDomains 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



  
Inputs  
Class dnsDirectoryPartition

 

{

 

boolean ApplicationDirectoryPartitions; //Specifies whether support for application

directory partitions is enabled on the DNS Server.

string   fqdn; // UTF-8 string that specifies the FQDN of the application directory partition.

string dpdn; // Unicode string that specifies the distinguished name for the application

directory partition head object

string crDn; // Unicode string that specifies the distinguished name for the application

directory partition crossRef object.

ulong flags; //application directory partition properties (see MS-DNSP for details)

ulong ZoneCount:  //The number of zones from this application directory partition that are

loaded in the DNS server's memory.

ulong state; //The current state of this application directory partition  (see MS-DNSP for

details)

ulong replicaCount; // The number of replication locations for the application directory

partition

string replicaArray[]; //contains information about replication locations for this application

directory partition

boolean DefaultDirectoryPartitions

string     DirectoryPartition Scope

ComputerName servers[]; // servers enlisted in DNS Application Directory Partition  

}  

Type :  
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Inputs  
Class dnsDirectoryPartition

 

{

 

boolean ApplicationDirectoryPartitions; //Specifies whether support for application

directory partitions is enabled on the DNS Server.

string   fqdn; // UTF-8 string that specifies the FQDN of the application directory partition.

string dpdn; // Unicode string that specifies the distinguished name for the application

directory partition head object

string crDn; // Unicode string that specifies the distinguished name for the application

directory partition crossRef object.

ulong flags; //application directory partition properties (see MS-DNSP for details)

ulong ZoneCount:  //The number of zones from this application directory partition that are

loaded in the DNS server's memory.

ulong state; //The current state of this application directory partition  (see MS-DNSP for

details)

ulong replicaCount; // The number of replication locations for the application directory

partition

string replicaArray[]; //contains information about replication locations for this application

directory partition

boolean DefaultDirectoryPartitions

string     DirectoryPartition Scope

ComputerName servers[]; // servers enlisted in DNS Application Directory Partition  

}  

Type :  

 

 



Cmdlet: Add-DnsServerForwarder 
  
Synops  
Adds server level forwarders to a DNS server. 

  
Syntax  
 

Add-DnsServerForwarder [-IPAddress] <IPAddress[]> [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerForwarder cmdlet adds one or more forwarders to the forwarders list

of a Domain Name System (DNS) server. If you prefer one of the forwarders, put that

forwarder first in the series of forwarder IP addresses. After you first use this cmdlet to

add forwarders to a DNS server, this cmdlet adds forwarders to the end of the forwarders

list. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Add-DnsServerForwarder 
  
Synops  
Adds server level forwarders to a DNS server. 

  
Syntax  
 

Add-DnsServerForwarder [-IPAddress] <IPAddress[]> [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerForwarder cmdlet adds one or more forwarders to the forwarders list

of a Domain Name System (DNS) server. If you prefer one of the forwarders, put that

forwarder first in the series of forwarder IP addresses. After you first use this cmdlet to

add forwarders to a DNS server, this cmdlet adds forwarders to the end of the forwarders

list. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

values for this parameter are:

 

-- SilentlyContinue

-- Stop

-- Continue

-- Inquire

-- Ignore

-- Suspend 

 

  
Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

  
Parameter :IPAddress  
Description :Specifies an array of IP addresses of DNS servers where queries are

forwarded. If you prefer one of the forwarders, put that forwarder first in the series of

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

values for this parameter are:

 

-- SilentlyContinue

-- Stop

-- Continue

-- Inquire

-- Ignore

-- Suspend 

 

  
Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

  
Parameter :IPAddress  
Description :Specifies an array of IP addresses of DNS servers where queries are

forwarded. If you prefer one of the forwarders, put that forwarder first in the series of

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



forwarder IP addresses. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
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forwarder IP addresses. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named



  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Add a forwarder to a DNS server by using an IPv6 address  

This command adds the IPv6 address 2001:4898:7020:f100:458f:e6a2:fcaf:698c to the

list of forwarders on a local DNS server.     

 

  
Example 2: Add a forwarder to a DNS server by using an IP Address  

This command adds the IP address 172.23.90.124 to the list of forwarders on a local

DNS server.     

 

 

 

Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\> Add-DnsServerForwarder -IPAddress
2001:4898:7020:f100:458f:e6a2:fcaf:698c -PassThru

PS C:\>Add-DnsServerForwarder -IPAddress 172.23.90.124 -
PassThru
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Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Add a forwarder to a DNS server by using an IPv6 address  

This command adds the IPv6 address 2001:4898:7020:f100:458f:e6a2:fcaf:698c to the

list of forwarders on a local DNS server.     

 

  
Example 2: Add a forwarder to a DNS server by using an IP Address  

This command adds the IP address 172.23.90.124 to the list of forwarders on a local

DNS server.     

 

 

 

Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\> Add-DnsServerForwarder -IPAddress
2001:4898:7020:f100:458f:e6a2:fcaf:698c -PassThru

PS C:\>Add-DnsServerForwarder -IPAddress 172.23.90.124 -
PassThru



Cmdlet: Add-DnsServerPrimaryZone 
  
Synops  
Adds a primary zone to a DNS server. 

  
Syntax  
 

Add-DnsServerPrimaryZone [-Name] <String> [-ReplicationScope]

{Forest |

    Domain | Legacy | Custom} [[-DirectoryPartitionName]

<String>]

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

DynamicUpdate

    {None | Secure | NonsecureAndSecure}] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-LoadExisting] [-

PassThru]

    [-ResponsiblePerson <String>] [-ThrottleLimit <Int32>] [-

Confirm]

    [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerPrimaryZone [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-DynamicUpdate {None | Secure |

NonsecureAndSecure}]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

LoadExisting]

    [-PassThru] [-ResponsiblePerson <String>] [-ThrottleLimit

<Int32>]

    -NetworkId <String> -ZoneFile <String> [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

Add-DnsServerPrimaryZone [-ReplicationScope] {Forest | Domain |

Legacy |

    Custom} [[-DirectoryPartitionName] <String>] [-CimSession

<CimSession[]>]
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Cmdlet: Add-DnsServerPrimaryZone 
  
Synops  
Adds a primary zone to a DNS server. 

  
Syntax  
 

Add-DnsServerPrimaryZone [-Name] <String> [-ReplicationScope]

{Forest |

    Domain | Legacy | Custom} [[-DirectoryPartitionName]

<String>]

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

DynamicUpdate

    {None | Secure | NonsecureAndSecure}] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-LoadExisting] [-

PassThru]

    [-ResponsiblePerson <String>] [-ThrottleLimit <Int32>] [-

Confirm]

    [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerPrimaryZone [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-DynamicUpdate {None | Secure |

NonsecureAndSecure}]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

LoadExisting]

    [-PassThru] [-ResponsiblePerson <String>] [-ThrottleLimit

<Int32>]

    -NetworkId <String> -ZoneFile <String> [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

Add-DnsServerPrimaryZone [-ReplicationScope] {Forest | Domain |

Legacy |

    Custom} [[-DirectoryPartitionName] <String>] [-CimSession

<CimSession[]>]



    [-ComputerName <String>] [-DynamicUpdate {None | Secure |

    NonsecureAndSecure}] [-InformationAction {SilentlyContinue |

Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-LoadExisting] [-PassThru] [-

ResponsiblePerson <String>]

    [-ThrottleLimit <Int32>] -NetworkId <String> [-Confirm] [-

WhatIf]

    [<CommonParameters>]

   

   

Add-DnsServerPrimaryZone [-Name] <String> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-DynamicUpdate {None | Secure |

    NonsecureAndSecure}] [-InformationAction {SilentlyContinue |

Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-LoadExisting] [-PassThru] [-

ResponsiblePerson <String>]

    [-ThrottleLimit <Int32>] -ZoneFile <String> [-Confirm] [-

WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerPrimaryZone cmdlet adds a specified primary zone on a Domain

Name System (DNS) server.  

You can add an Active Directory-integrated forward lookup zone, an Active Directory-

integrated reverse lookup zone, a file-backed forward lookup zone, or a file-backed

reverse lookup zone. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 
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    [-ComputerName <String>] [-DynamicUpdate {None | Secure |

    NonsecureAndSecure}] [-InformationAction {SilentlyContinue |

Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-LoadExisting] [-PassThru] [-

ResponsiblePerson <String>]

    [-ThrottleLimit <Int32>] -NetworkId <String> [-Confirm] [-

WhatIf]

    [<CommonParameters>]

   

   

Add-DnsServerPrimaryZone [-Name] <String> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-DynamicUpdate {None | Secure |

    NonsecureAndSecure}] [-InformationAction {SilentlyContinue |

Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-LoadExisting] [-PassThru] [-

ResponsiblePerson <String>]

    [-ThrottleLimit <Int32>] -ZoneFile <String> [-Confirm] [-

WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerPrimaryZone cmdlet adds a specified primary zone on a Domain

Name System (DNS) server.  

You can add an Active Directory-integrated forward lookup zone, an Active Directory-

integrated reverse lookup zone, a file-backed forward lookup zone, or a file-backed

reverse lookup zone. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 



  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :DirectoryPartitionName  
Description :Specifies a directory partition on which to store the zone. Use this parameter

when the ReplicationScope parameter has a value of Custom. 

 

  
Parameter :DynamicUpdate  
Description :Specifies how a zone accepts dynamic updates. The acceptable values for

this parameter are:

 

-- None

-- Secure

-- NonsecureAndSecure 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
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Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :DirectoryPartitionName  
Description :Specifies a directory partition on which to store the zone. Use this parameter

when the ReplicationScope parameter has a value of Custom. 

 

  
Parameter :DynamicUpdate  
Description :Specifies how a zone accepts dynamic updates. The acceptable values for

this parameter are:

 

-- None

-- Secure

-- NonsecureAndSecure 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named



  
Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

values for this parameter are:

 

-- SilentlyContinue

-- Stop

-- Continue

-- Inquire

-- Ignore

-- Suspend 

 

  
Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

  
Parameter :LoadExisting  
Description :Indicates that the server loads an existing file for the zone. Otherwise, the

cmdlet creates default zone records automatically. This switch is relevant only for file-

backed zones. 

 

Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
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Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

values for this parameter are:

 

-- SilentlyContinue

-- Stop

-- Continue

-- Inquire

-- Ignore

-- Suspend 

 

  
Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

  
Parameter :LoadExisting  
Description :Indicates that the server loads an existing file for the zone. Otherwise, the

cmdlet creates default zone records automatically. This switch is relevant only for file-

backed zones. 

 

Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none



  
Parameter :Name  
Description :Specifies a name for the zone the cmdlet creates. 

 

  
Parameter :NetworkId  
Description :Specifies a network ID and prefix length for a reverse lookup zone. Use the

format A.B.C.D/prefix for IPv4 or 1111:2222:3333:4444::/prefix for IPv6. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ReplicationScope  
Description :Specifies a partition on which to store an Active Directory-integrated zone.

The acceptable values for this parameter are:

 

-- Custom. Any custom directory partition that a user creates. Specify a custom directory

Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Name  
Description :Specifies a name for the zone the cmdlet creates. 

 

  
Parameter :NetworkId  
Description :Specifies a network ID and prefix length for a reverse lookup zone. Use the

format A.B.C.D/prefix for IPv4 or 1111:2222:3333:4444::/prefix for IPv6. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ReplicationScope  
Description :Specifies a partition on which to store an Active Directory-integrated zone.

The acceptable values for this parameter are:

 

-- Custom. Any custom directory partition that a user creates. Specify a custom directory

Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



partition by using the DirectoryPartitionName parameter.

-- Domain. The domain directory partition.

-- Forest. The ForestDnsZone directory partition.

-- Legacy. A legacy directory partition. 

 

  
Parameter :ResponsiblePerson  
Description :Specifies a person responsible for the zone. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneFile  
Description :Specifies a name of the zone file. This parameter is only relevant for file-

backed DNS. 

 

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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partition by using the DirectoryPartitionName parameter.

-- Domain. The domain directory partition.

-- Forest. The ForestDnsZone directory partition.

-- Legacy. A legacy directory partition. 

 

  
Parameter :ResponsiblePerson  
Description :Specifies a person responsible for the zone. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneFile  
Description :Specifies a name of the zone file. This parameter is only relevant for file-

backed DNS. 

 

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Create a primary zone  

This command creates an Active Directory-integrated forward lookup zone called

west01.contoso.com with Forest-wide replication scope.     

 

  
Example 2: Create a file-backed primary zone  

This command creates a file-backed primary forward lookup zone called

west02.contoso.com with the specified DNS file.

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\> Add-DnsServerPrimaryZone -Name "west01.contoso.com" -
ReplicationScope "Forest" -PassThru
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Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Create a primary zone  

This command creates an Active Directory-integrated forward lookup zone called

west01.contoso.com with Forest-wide replication scope.     

 

  
Example 2: Create a file-backed primary zone  

This command creates a file-backed primary forward lookup zone called

west02.contoso.com with the specified DNS file.

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\> Add-DnsServerPrimaryZone -Name "west01.contoso.com" -
ReplicationScope "Forest" -PassThru



  

 

  
Example 3: Create a reverse lookup zone  

This command creates the Active Directory-integrated class C reverse lookup zone

0.1.10.in-addr.arpa with Forest-wide replication scope.     

 

  
Example 4: Create a file-backed reverse lookup zone  

This command creates the file-backed reverse lookup zone 0.3.10.in-addr.arpa.     

 

 

 

PS C:\>Add-DnsServerPrimaryZone -Name "west02.contoso.com" -
ZoneFile "west02.contoso.com.dns"

PS C:\>Add-DnsServerPrimaryZone -NetworkID "10.1.0.0/24" -
ReplicationScope "Forest"
ZoneName                            ZoneType
IsAutoCreated   IsDsIntegrated  IsReverseLookupZone  IsSigned

--------                            --------        ----------
---   --------------  -------------------  --------

1.10.in-addr.arpa                   Primary         False
True            True                 False

PS C:\>Add-DnsServerPrimaryZone -NetworkID 10.3.0.0/24 -
ZoneFile "0.3.10.in-addr.arpa.dns"
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Example 3: Create a reverse lookup zone  

This command creates the Active Directory-integrated class C reverse lookup zone

0.1.10.in-addr.arpa with Forest-wide replication scope.     

 

  
Example 4: Create a file-backed reverse lookup zone  

This command creates the file-backed reverse lookup zone 0.3.10.in-addr.arpa.     

 

 

 

PS C:\>Add-DnsServerPrimaryZone -Name "west02.contoso.com" -
ZoneFile "west02.contoso.com.dns"

PS C:\>Add-DnsServerPrimaryZone -NetworkID "10.1.0.0/24" -
ReplicationScope "Forest"
ZoneName                            ZoneType
IsAutoCreated   IsDsIntegrated  IsReverseLookupZone  IsSigned

--------                            --------        ----------
---   --------------  -------------------  --------

1.10.in-addr.arpa                   Primary         False
True            True                 False

PS C:\>Add-DnsServerPrimaryZone -NetworkID 10.3.0.0/24 -
ZoneFile "0.3.10.in-addr.arpa.dns"



Cmdlet: Add-DnsServerQueryResolutionPolicy 
  
Synops  
Adds a policy for query resolution to a DNS server. 

  
Syntax  
 

Add-DnsServerQueryResolutionPolicy [-Name] <String> [[-Action]

{ALLOW |

    DENY | IGNORE}] [[-Condition] {AND | OR}] [-ApplyOnRecursion]

[-CimSession

    <CimSession[]>] [-ClientSubnet <String>] [-ComputerName

<String>]

    [-Disable] [-Fqdn <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-InternetProtocol <String>] [-PassThru]

    [-ProcessingOrder <UInt32>] [-QType <String>] [-

RecursionScope <String>]

    [-ServerInterfaceIP <String>] [-ThrottleLimit <Int32>] [-

TimeOfDay

    <String>] [-TransportProtocol <String>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

Add-DnsServerQueryResolutionPolicy [-Name] <String> [-ZoneName]

<String>

    [[-Action] {ALLOW | DENY | IGNORE}] [[-Condition] {AND | OR}]

[-CimSession

    <CimSession[]>] [-ClientSubnet <String>] [-ComputerName

<String>]

    [-Disable] [-Fqdn <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-InternetProtocol <String>] [-PassThru]

    [-ProcessingOrder <UInt32>] [-QType <String>] [-

ServerInterfaceIP

    <String>] [-ThrottleLimit <Int32>] [-TimeOfDay <String>]

    [-TransportProtocol <String>] [-ZoneScope <String>] [-
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Cmdlet: Add-DnsServerQueryResolutionPolicy 
  
Synops  
Adds a policy for query resolution to a DNS server. 

  
Syntax  
 

Add-DnsServerQueryResolutionPolicy [-Name] <String> [[-Action]

{ALLOW |

    DENY | IGNORE}] [[-Condition] {AND | OR}] [-ApplyOnRecursion]

[-CimSession

    <CimSession[]>] [-ClientSubnet <String>] [-ComputerName

<String>]

    [-Disable] [-Fqdn <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-InternetProtocol <String>] [-PassThru]

    [-ProcessingOrder <UInt32>] [-QType <String>] [-

RecursionScope <String>]

    [-ServerInterfaceIP <String>] [-ThrottleLimit <Int32>] [-

TimeOfDay

    <String>] [-TransportProtocol <String>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

Add-DnsServerQueryResolutionPolicy [-Name] <String> [-ZoneName]

<String>

    [[-Action] {ALLOW | DENY | IGNORE}] [[-Condition] {AND | OR}]

[-CimSession

    <CimSession[]>] [-ClientSubnet <String>] [-ComputerName

<String>]

    [-Disable] [-Fqdn <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-InternetProtocol <String>] [-PassThru]

    [-ProcessingOrder <UInt32>] [-QType <String>] [-

ServerInterfaceIP

    <String>] [-ThrottleLimit <Int32>] [-TimeOfDay <String>]

    [-TransportProtocol <String>] [-ZoneScope <String>] [-



Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

Add-DnsServerQueryResolutionPolicy [-CimSession <CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-PassThru] [-ThrottleLimit <Int32>] [-

ZoneName <String>]

    [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerQueryResolutionPolicy cmdlet adds a policy for query resolution to a

Domain Name System (DNS) server. A policy determines the resolution of queries based

on criteria that you specify in the policy.  

A policy consists of criteria, action, and scopes.  

The criteria are a logical combination of client subnet, server interface IP address, fully

qualified domain name (FQDN), Internet Protocol (IPv4/IPv6), transport protocol

(UDP/TCP), time of day, and query type.  

Specify criteria in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in a

criterion.  

The policy treats values that follow the EQ operator as multiple assertions which are

logically combined (OR'd). The policy treats values that follow the NE operator as

multiple assertions which are logically differenced (AND'd).  

This cmdlet combines multiple criteria by using the value of the Condition parameter as

the logical operator. This parameter takes one of the following values:

 

-- OR. The policy evaluates criteria as multiple assertions which are logically combined

(OR'd).

-- AND. The policy evaluates criteria as multiple assertions which are logically differenced

(AND'd).  

If a query meets the criteria of a policy, the action is the response that the policy requires.
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Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

Add-DnsServerQueryResolutionPolicy [-CimSession <CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-PassThru] [-ThrottleLimit <Int32>] [-

ZoneName <String>]

    [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerQueryResolutionPolicy cmdlet adds a policy for query resolution to a

Domain Name System (DNS) server. A policy determines the resolution of queries based

on criteria that you specify in the policy.  

A policy consists of criteria, action, and scopes.  

The criteria are a logical combination of client subnet, server interface IP address, fully

qualified domain name (FQDN), Internet Protocol (IPv4/IPv6), transport protocol

(UDP/TCP), time of day, and query type.  

Specify criteria in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in a

criterion.  

The policy treats values that follow the EQ operator as multiple assertions which are

logically combined (OR'd). The policy treats values that follow the NE operator as

multiple assertions which are logically differenced (AND'd).  

This cmdlet combines multiple criteria by using the value of the Condition parameter as

the logical operator. This parameter takes one of the following values:

 

-- OR. The policy evaluates criteria as multiple assertions which are logically combined

(OR'd).

-- AND. The policy evaluates criteria as multiple assertions which are logically differenced

(AND'd).  

If a query meets the criteria of a policy, the action is the response that the policy requires.



You can specify ALLOW, DENY, or IGNORE.  

If you specify an action of ALLOW in a policy for a server that is authoritative for a query,

the policy determines which zone scopes to use to respond to the query and in what

ratio. If the answer for the query is cached, the policy determines which cache scopes to

use and in what ratio. Otherwise, the policy determines which recursion scope to use.  

You can create policies for query resolution at either the server level or the zone level.

Server level policies apply on every query that comes to the DNS server. Zone level

policies apply only on the queries that can be resolved from a zone hosted on the DNS

server. Server level policies apply either on the incoming queries or on the recursive

outgoing queries. On the incoming queries, server level policies can only DENY or

IGNORE. The most common use for server level policies is to implement blocked or safe

lists.  

Recursion policies are a special class of server level policies. Recursion policies control

how the DNS server performs recursion for a query. Recursion policies apply only when

query processing reaches the recursion path. You can chose a value of DENY or

IGNORE for recursion for a set of queries. Alternatively, you can choose a set of

forwarders for a set of queries. To configure this behavior, specify a recursion scope in

the recursion policies. You can use recursion policies to implement a Split-brain DNS

configuration. In this configuration, the DNS server performs recursion for a set of clients

for a query, while the DNS server does not perform recursion for other clients for that

query.  

Zone level policies apply to the zone in which you create them. Zone level policies apply

only when that zone is found during the query lookup. You cannot create a zone level

policy without a zone. If you remove a zone, that removal deletes the associated zone

level policies. In a zone level policy, you can specify a value of DENY or IGNORE for a

set of queries for records in a zone. Alternatively, if the action is Allow, zone level policies

can decide which zone scopes to use to answer queries and in what ratio. One use of

such zone level policies is application load balancing by means of DNS.  

The DNS server applies server level policies first, except for recursion policies. Then, the

DNS server applies zone level policies, and then recursion policies. Each policy has a

precedence value. You can specify the precedence by using the ProcessingOrder

parameter. The DNS server evaluates queries against policies in the order of precedence

for each type of policy.  

If the criteria of a server level policy match a query, and if the action is DENY, the DNS

server returns SERV_FAIL. If the action is IGNORE, the DNS server drops the query. If

the query does not match any server level policy, and if the server is authoritative for the

zone for the query, the server evaluates the query with regard to the zone level policies.  

If the criteria of a zone level policy in that zone match a query, and if the action is DENY,

the server returns SERV_FAIL. If the action is IGNORE, the server drops the query. If the

action is ALLOW, the DNS server responds to the query from one of the zone scopes
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You can specify ALLOW, DENY, or IGNORE.  

If you specify an action of ALLOW in a policy for a server that is authoritative for a query,

the policy determines which zone scopes to use to respond to the query and in what

ratio. If the answer for the query is cached, the policy determines which cache scopes to

use and in what ratio. Otherwise, the policy determines which recursion scope to use.  

You can create policies for query resolution at either the server level or the zone level.

Server level policies apply on every query that comes to the DNS server. Zone level

policies apply only on the queries that can be resolved from a zone hosted on the DNS

server. Server level policies apply either on the incoming queries or on the recursive

outgoing queries. On the incoming queries, server level policies can only DENY or

IGNORE. The most common use for server level policies is to implement blocked or safe

lists.  

Recursion policies are a special class of server level policies. Recursion policies control

how the DNS server performs recursion for a query. Recursion policies apply only when

query processing reaches the recursion path. You can chose a value of DENY or

IGNORE for recursion for a set of queries. Alternatively, you can choose a set of

forwarders for a set of queries. To configure this behavior, specify a recursion scope in

the recursion policies. You can use recursion policies to implement a Split-brain DNS

configuration. In this configuration, the DNS server performs recursion for a set of clients

for a query, while the DNS server does not perform recursion for other clients for that

query.  

Zone level policies apply to the zone in which you create them. Zone level policies apply

only when that zone is found during the query lookup. You cannot create a zone level

policy without a zone. If you remove a zone, that removal deletes the associated zone

level policies. In a zone level policy, you can specify a value of DENY or IGNORE for a

set of queries for records in a zone. Alternatively, if the action is Allow, zone level policies

can decide which zone scopes to use to answer queries and in what ratio. One use of

such zone level policies is application load balancing by means of DNS.  

The DNS server applies server level policies first, except for recursion policies. Then, the

DNS server applies zone level policies, and then recursion policies. Each policy has a

precedence value. You can specify the precedence by using the ProcessingOrder

parameter. The DNS server evaluates queries against policies in the order of precedence

for each type of policy.  

If the criteria of a server level policy match a query, and if the action is DENY, the DNS

server returns SERV_FAIL. If the action is IGNORE, the DNS server drops the query. If

the query does not match any server level policy, and if the server is authoritative for the

zone for the query, the server evaluates the query with regard to the zone level policies.  

If the criteria of a zone level policy in that zone match a query, and if the action is DENY,

the server returns SERV_FAIL. If the action is IGNORE, the server drops the query. If the

action is ALLOW, the DNS server responds to the query from one of the zone scopes



specified in the policy. You can chose to distribute the responses from multiple zone

scopes in a particular ratio.  

For policy processing, the cache is treated as a zone. The DNS server repeats the

process for zone level policies for the cache.  

If the server is not authoritative for the zone for which the query has been received, and

the response is not found in the cache or the specified cache scope, the DNS server

matches the query against the server level recursion policies in order of their

precedence. If the criteria of a recursion policy match a query and the action is DENY,

the DNS server returns SERV_FAIL. If the action is IGNORE, the DNS server drops the

query. If the action is ALLOW, the DNS server gets settings from the configured

recursion scope. Based on those settings, the DNS server gets the response for the

query by using recursion. 

  
Parameters  
Parameter :Action  
Description :Specifies the action to take if a query matches this policy. The acceptable

values for this parameter are:

 

-- ALLOW.

-- DENY. Respond with SERV_FAIL.

-- IGNORE. Do not respond. 

 

  
Parameter :ApplyOnRecursion  
Description :Indicates that this policy is a server level recursion policy. 

 

  
Parameter :CimSession 

Required false
Position 4
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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specified in the policy. You can chose to distribute the responses from multiple zone

scopes in a particular ratio.  

For policy processing, the cache is treated as a zone. The DNS server repeats the

process for zone level policies for the cache.  

If the server is not authoritative for the zone for which the query has been received, and

the response is not found in the cache or the specified cache scope, the DNS server

matches the query against the server level recursion policies in order of their

precedence. If the criteria of a recursion policy match a query and the action is DENY,

the DNS server returns SERV_FAIL. If the action is IGNORE, the DNS server drops the

query. If the action is ALLOW, the DNS server gets settings from the configured

recursion scope. Based on those settings, the DNS server gets the response for the

query by using recursion. 

  
Parameters  
Parameter :Action  
Description :Specifies the action to take if a query matches this policy. The acceptable

values for this parameter are:

 

-- ALLOW.

-- DENY. Respond with SERV_FAIL.

-- IGNORE. Do not respond. 

 

  
Parameter :ApplyOnRecursion  
Description :Indicates that this policy is a server level recursion policy. 

 

  
Parameter :CimSession 

Required false
Position 4
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ClientSubnet  
Description :Specifies the client subnet criterion. This is a client subnet from which the

query was sent. For more information, see Add-DnsServerClientSubnet. Specify a

criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in a

criterion. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as an FQDN, host name, or NETBIOS name. 

 

  
Parameter :Condition  
Description :Specifies how the policy treats multiple criteria. The acceptable values for

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ClientSubnet  
Description :Specifies the client subnet criterion. This is a client subnet from which the

query was sent. For more information, see Add-DnsServerClientSubnet. Specify a

criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in a

criterion. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as an FQDN, host name, or NETBIOS name. 

 

  
Parameter :Condition  
Description :Specifies how the policy treats multiple criteria. The acceptable values for

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



this parameter are:

 

-- OR. The policy evaluates criteria as multiple assertions which are logically combined

(OR'd).

-- AND. The policy evaluates criteria as multiple assertions which are logically differenced

(AND'd).

 

The default value is AND. 

 

  
Parameter :Disable  
Description :Indicates that this cmdlet disables the policy. If you do not specify this

parameter, the cmdlet creates the policy and enables it. 

 

  
Parameter :Fqdn  
Description :Specifies the FQDN criterion. This is the FQDN of record in the query.

Specify a criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator a

criterion. 

 

Required false
Position 5
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

40

this parameter are:

 

-- OR. The policy evaluates criteria as multiple assertions which are logically combined

(OR'd).

-- AND. The policy evaluates criteria as multiple assertions which are logically differenced

(AND'd).

 

The default value is AND. 

 

  
Parameter :Disable  
Description :Indicates that this cmdlet disables the policy. If you do not specify this

parameter, the cmdlet creates the policy and enables it. 

 

  
Parameter :Fqdn  
Description :Specifies the FQDN criterion. This is the FQDN of record in the query.

Specify a criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator a

criterion. 

 

Required false
Position 5
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



  
Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

values for this parameter are:

 

-- SilentlyContinue

-- Stop

-- Continue

-- Inquire

-- Ignore

-- Suspend 

 

  
Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

  
Parameter :InternetProtocol  
Description :Specifies the Internet Protocol criterion. This is the IP version of the query.

Valid values are: IPv4 and IPv6. Specify a criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in a

criterion. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
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Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

values for this parameter are:

 

-- SilentlyContinue

-- Stop

-- Continue

-- Inquire

-- Ignore

-- Suspend 

 

  
Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

  
Parameter :InternetProtocol  
Description :Specifies the Internet Protocol criterion. This is the IP version of the query.

Valid values are: IPv4 and IPv6. Specify a criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in a

criterion. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named



  
Parameter :Name  
Description :Specifies a name for the new policy. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ProcessingOrder  
Description :Specifies the precedence of the policy. Higher integer values have lower

precedence. By default, this cmdlet adds a new policy as the lowest precedence. 

 

  
Parameter :QType  
Description :Specifies the query type criterion. This is the type of record that is being

queried. Specify a criterion in the following format:

 

Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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Parameter :Name  
Description :Specifies a name for the new policy. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ProcessingOrder  
Description :Specifies the precedence of the policy. Higher integer values have lower

precedence. By default, this cmdlet adds a new policy as the lowest precedence. 

 

  
Parameter :QType  
Description :Specifies the query type criterion. This is the type of record that is being

queried. Specify a criterion in the following format:

 

Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in a

criterion. 

 

  
Parameter :RecursionScope  
Description :Specifies the scope of recursion. If the policy is a recursion policy, and if a

query matches it, the DNS server uses settings from this scope to perform recursion for

the query. 

 

  
Parameter :ServerInterfaceIP  
Description :Specifies the IP address of the server interface on which the DNS server

listens. Specify a criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in

the criterion. 

 

  
Parameter :ThrottleLimit 

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in a

criterion. 

 

  
Parameter :RecursionScope  
Description :Specifies the scope of recursion. If the policy is a recursion policy, and if a

query matches it, the DNS server uses settings from this scope to perform recursion for

the query. 

 

  
Parameter :ServerInterfaceIP  
Description :Specifies the IP address of the server interface on which the DNS server

listens. Specify a criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in

the criterion. 

 

  
Parameter :ThrottleLimit 

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :TimeOfDay  
Description :Specifies the time of day criterion. This is when the server receives the

query. Specify a criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in

the criterion. 

 

  
Parameter :TransportProtocol  
Description :Specifies the transport protocol criterion. This is the transport protocol of the

query. Valid values are: TCP and UDP. Specify a criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in

the string. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none

44

Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :TimeOfDay  
Description :Specifies the time of day criterion. This is when the server receives the

query. Specify a criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in

the criterion. 

 

  
Parameter :TransportProtocol  
Description :Specifies the transport protocol criterion. This is the transport protocol of the

query. Valid values are: TCP and UDP. Specify a criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in

the string. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none



  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone on which this cmdlet creates a zone level

policy. The zone must exist on the DNS server. 

 

  
Parameter :ZoneScope  
Description :Specifies a list of scopes and weights for the zone. Specify the value as a

string in this format:

 

Scope01, Weight01; Scope02, Weight02; 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ZoneName  
Description :Specifies the name of a DNS zone on which this cmdlet creates a zone level

policy. The zone must exist on the DNS server. 

 

  
Parameter :ZoneScope  
Description :Specifies a list of scopes and weights for the zone. Specify the value as a

string in this format:

 

Scope01, Weight01; Scope02, Weight02; 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerPolicy 

  
Examples  
Example 1: Create traffic management policies  

This example shows how to create traffic management policies to direct the customers

from a certain subnet to a North American datacenter and from another subnet to a

European datacenter.     

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerPolicy 

  
Examples  
Example 1: Create traffic management policies  

This example shows how to create traffic management policies to direct the customers

from a certain subnet to a North American datacenter and from another subnet to a

European datacenter.     

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



The first two commands create client subnets by using the Add-
DnsServerClientSubnet cmdlet. The client subnets are for
clients in North America and clients in Europe.
PS C:\>Add-DnsServerClientSubnet -Name "NorthAmericaSubnet" -
IPv4Subnet "172.21.33.0/24" -PassThru
PS C:\> Add-DnsServerClientSubnet -Name "EuropeSubnet" -
IPv4Subnet "172.17.44.0/24" -PassThru
Name                                             IPV4Subnet
IPV6Subnet
----                                             ----------
----------
NorthAmericaSubnet
{172.21.33.0/24}
EuropeSubnet
{172.17.44.0/24}

The next two commands create zone scopes for North America and
for Europe by using the Add-DnsServerZoneScope cmdlet.
PS C:\>Add-DnsServerZoneScope -ZoneName "Contoso.com" -Name
"NorthAmericaZoneScope" -PassThru
PS C:\> Add-DnsServerZoneScope -ZoneName "Contoso.com" -Name
"EuropeZoneScope" -PassThru
FileName       : NorthAmericaZoneScope.dns
ZoneName       : contoso.com
ZoneScope      : NorthAmericaZoneScope
PSComputerName :

FileName       : EuropeZoneScope.dns
ZoneName       : contoso.com
ZoneScope      : EuropeZoneScope
PSComputerName :

The next two commands add resource records for the zone
Contoso.com by using the Add-DnsServerResourceRecord cmdlet.
The name for both records is the same, career, but the two
records point to different addresses. The records also have
different scopes.
PS C:\>Add-DnsServerResourceRecord -ZoneName "Contoso.com" -A
-Name "career" -IPv4Address "172.17.97.97" -ZoneScope
"EuropeZoneScope -PassThru
PS C:\> Add-DnsServerResourceRecord -ZoneName "Contoso.com" -A
-Name "career" -IPv4Address "172.21.21.21" -ZoneScope
"NorthAmericaZoneScope" -PassThru
DistinguishedName : career
HostName          : career
RecordClass       : IN
RecordData        : DnsServerResourceRecordA
RecordType        : A
Timestamp         :
TimeToLive        : 01:00:00
PSComputerName    :

DistinguishedName : career
HostName          : career
RecordClass       : IN
RecordData        : DnsServerResourceRecordA
RecordType        : A
Timestamp         :
TimeToLive        : 01:00:00
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The first two commands create client subnets by using the Add-
DnsServerClientSubnet cmdlet. The client subnets are for
clients in North America and clients in Europe.
PS C:\>Add-DnsServerClientSubnet -Name "NorthAmericaSubnet" -
IPv4Subnet "172.21.33.0/24" -PassThru
PS C:\> Add-DnsServerClientSubnet -Name "EuropeSubnet" -
IPv4Subnet "172.17.44.0/24" -PassThru
Name                                             IPV4Subnet
IPV6Subnet
----                                             ----------
----------
NorthAmericaSubnet
{172.21.33.0/24}
EuropeSubnet
{172.17.44.0/24}

The next two commands create zone scopes for North America and
for Europe by using the Add-DnsServerZoneScope cmdlet.
PS C:\>Add-DnsServerZoneScope -ZoneName "Contoso.com" -Name
"NorthAmericaZoneScope" -PassThru
PS C:\> Add-DnsServerZoneScope -ZoneName "Contoso.com" -Name
"EuropeZoneScope" -PassThru
FileName       : NorthAmericaZoneScope.dns
ZoneName       : contoso.com
ZoneScope      : NorthAmericaZoneScope
PSComputerName :

FileName       : EuropeZoneScope.dns
ZoneName       : contoso.com
ZoneScope      : EuropeZoneScope
PSComputerName :

The next two commands add resource records for the zone
Contoso.com by using the Add-DnsServerResourceRecord cmdlet.
The name for both records is the same, career, but the two
records point to different addresses. The records also have
different scopes.
PS C:\>Add-DnsServerResourceRecord -ZoneName "Contoso.com" -A
-Name "career" -IPv4Address "172.17.97.97" -ZoneScope
"EuropeZoneScope -PassThru
PS C:\> Add-DnsServerResourceRecord -ZoneName "Contoso.com" -A
-Name "career" -IPv4Address "172.21.21.21" -ZoneScope
"NorthAmericaZoneScope" -PassThru
DistinguishedName : career
HostName          : career
RecordClass       : IN
RecordData        : DnsServerResourceRecordA
RecordType        : A
Timestamp         :
TimeToLive        : 01:00:00
PSComputerName    :

DistinguishedName : career
HostName          : career
RecordClass       : IN
RecordData        : DnsServerResourceRecordA
RecordType        : A
Timestamp         :
TimeToLive        : 01:00:00



 

  
Example 2: Allow queries for a zone  

This command creates a policy named LBPolicy to allow queries for the contoso.com

zone. The policy includes two weighted zone scopes.     

PSComputerName    :

The final two commands create two policies. The policies allow
queries for members of different subnets. The policies differ
in scope, so that some clients receive one response to a
query, while other clients receive a different response to the
same query.
PS C:\>Add-DnsServerQueryResolutionPolicy -Name
"NorthAmericaPolicy" -Action ALLOW -ClientSubnet
"eq,NorthAmericaSubnet" -ZoneScope "NorthAmericaZoneScope,1" -
ZoneName "Contoso.com" -PassThru
PS C:\> Add-DnsServerQueryResolutionPolicy -Name
"EuropePolicy" -Action ALLOW -ClientSubnet "eq,EuropeSubnet" -
ZoneScope "EuropeZoneScope,1" -ZoneName contoso.com -PassThru
Action          : Allow
AppliesOn       : QueryProcessing
Condition       : And
Content         : {DnsServerPolicyContent}
Criteria        : {DnsServerPolicyCriteria}
IsEnabled       : True
Level           : Zone
Name            : NorthAmericaPolicy

ProcessingOrder : 1
ZoneName        : contoso.com
PSComputerName  :

Action          : Allow
AppliesOn       : QueryProcessing
Condition       : And
Content         : {DnsServerPolicyContent}
Criteria        : {DnsServerPolicyCriteria}
IsEnabled       : True
Level           : Zone
Name            : EuropePolicy
ProcessingOrder : 2
ZoneName        : contoso.com
PSComputerName  :
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Example 2: Allow queries for a zone  

This command creates a policy named LBPolicy to allow queries for the contoso.com

zone. The policy includes two weighted zone scopes.     

PSComputerName    :

The final two commands create two policies. The policies allow
queries for members of different subnets. The policies differ
in scope, so that some clients receive one response to a
query, while other clients receive a different response to the
same query.
PS C:\>Add-DnsServerQueryResolutionPolicy -Name
"NorthAmericaPolicy" -Action ALLOW -ClientSubnet
"eq,NorthAmericaSubnet" -ZoneScope "NorthAmericaZoneScope,1" -
ZoneName "Contoso.com" -PassThru
PS C:\> Add-DnsServerQueryResolutionPolicy -Name
"EuropePolicy" -Action ALLOW -ClientSubnet "eq,EuropeSubnet" -
ZoneScope "EuropeZoneScope,1" -ZoneName contoso.com -PassThru
Action          : Allow
AppliesOn       : QueryProcessing
Condition       : And
Content         : {DnsServerPolicyContent}
Criteria        : {DnsServerPolicyCriteria}
IsEnabled       : True
Level           : Zone
Name            : NorthAmericaPolicy

ProcessingOrder : 1
ZoneName        : contoso.com
PSComputerName  :

Action          : Allow
AppliesOn       : QueryProcessing
Condition       : And
Content         : {DnsServerPolicyContent}
Criteria        : {DnsServerPolicyCriteria}
IsEnabled       : True
Level           : Zone
Name            : EuropePolicy
ProcessingOrder : 2
ZoneName        : contoso.com
PSComputerName  :



 

  
Example 3: Add policies from one server to another  

The first command gets all the server level policies on the DNS server named Server01,

and then stores the properties in the $Policies variable.  

The second command adds the policies stored in $Policies to a different DNS server.

This command specifies a value of one (1) for the ThrottleLimit parameter. This value

maintains the order of processing policies in the pipeline.     

 

  
Example 4: Block queries for a domain  

This command creates a policy that blocks queries from a particular domain. The

command uses the Format-List cmdlet to control the appearance of the output. For more

information, type Get-Help Format-List.     

PS C:\>Add-DnsServerQueryResolutionPolicy -Name "LBPolicy" -
ZoneName "contoso.com" -Action ALLOW -FQDN
"EQ,career.contoso.com" -ZoneScope
"NorthAmericaZoneScope,7;EuropeZoneScope,3" -PassThru
Name
ProcessingOrder                                    IsEnabled
Action
----                                               -----------
----                                    ---------
------
LBPolicy                                           3
True                                              Allow

PS C:\>$Policies = Get-DnsServerQueryResolutionPolicy -
ComputerName "Server01"
PS C:\> $Policies | Add-DnsServerQueryResolutionPolicy -
ComputerName "Server07" –ThrottleLimit 1
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Example 3: Add policies from one server to another  

The first command gets all the server level policies on the DNS server named Server01,

and then stores the properties in the $Policies variable.  

The second command adds the policies stored in $Policies to a different DNS server.

This command specifies a value of one (1) for the ThrottleLimit parameter. This value

maintains the order of processing policies in the pipeline.     

 

  
Example 4: Block queries for a domain  

This command creates a policy that blocks queries from a particular domain. The

command uses the Format-List cmdlet to control the appearance of the output. For more

information, type Get-Help Format-List.     

PS C:\>Add-DnsServerQueryResolutionPolicy -Name "LBPolicy" -
ZoneName "contoso.com" -Action ALLOW -FQDN
"EQ,career.contoso.com" -ZoneScope
"NorthAmericaZoneScope,7;EuropeZoneScope,3" -PassThru
Name
ProcessingOrder                                    IsEnabled
Action
----                                               -----------
----                                    ---------
------
LBPolicy                                           3
True                                              Allow

PS C:\>$Policies = Get-DnsServerQueryResolutionPolicy -
ComputerName "Server01"
PS C:\> $Policies | Add-DnsServerQueryResolutionPolicy -
ComputerName "Server07" –ThrottleLimit 1



 

  
Example 5: Block queries from a subnet  

The first command creates a client subnet named MaliciousSubnet06.  

The second command creates a policy to block queries from the subnet named

MaliciousSubnet06. The policy takes an action of IGNORE, which drops those queries.     

 

  
Example 6: Block a type of query  

PS C:\>Add-DnsServerQueryResolutionPolicy -Name
"BlackholePolicy" -Action IGNORE -FQDN "EQ,*.contoso.com" -
PassThru | Format-List *
Action                : Ignore
AppliesOn             : QueryProcessing
Condition             : And
Content               :
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True
Level                 : Server
Name                  : BlackholePolicy
ProcessingOrder       : 1
ZoneName              :
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties

PS C:\>Add-DnsServerClientSubnet -Name "MaliciousSubnet06" -
IPv4Subnet 172.0.33.0/24 -PassThru
PS C:\> Add-DnsServerQueryResolutionPolicy -Name
"BlackholePolicyMalicious06" -Action IGNORE -ClientSubnet
"EQ,MaliciousSubnet06" -PassThru | Format-List *
Action                : Ignore
AppliesOn             : QueryProcessing
Condition             : And
Content               :
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True
Level                 : Server
Name                  : BlackholePolicyMalicious
ProcessingOrder       : 2
ZoneName              :
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties
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Example 5: Block queries from a subnet  

The first command creates a client subnet named MaliciousSubnet06.  

The second command creates a policy to block queries from the subnet named

MaliciousSubnet06. The policy takes an action of IGNORE, which drops those queries.     

 

  
Example 6: Block a type of query  

PS C:\>Add-DnsServerQueryResolutionPolicy -Name
"BlackholePolicy" -Action IGNORE -FQDN "EQ,*.contoso.com" -
PassThru | Format-List *
Action                : Ignore
AppliesOn             : QueryProcessing
Condition             : And
Content               :
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True
Level                 : Server
Name                  : BlackholePolicy
ProcessingOrder       : 1
ZoneName              :
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties

PS C:\>Add-DnsServerClientSubnet -Name "MaliciousSubnet06" -
IPv4Subnet 172.0.33.0/24 -PassThru
PS C:\> Add-DnsServerQueryResolutionPolicy -Name
"BlackholePolicyMalicious06" -Action IGNORE -ClientSubnet
"EQ,MaliciousSubnet06" -PassThru | Format-List *
Action                : Ignore
AppliesOn             : QueryProcessing
Condition             : And
Content               :
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True
Level                 : Server
Name                  : BlackholePolicyMalicious
ProcessingOrder       : 2
ZoneName              :
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties



This command creates a policy to block queries for a particular query type. The policy

drops ANY query.     

 

  
Example 7: Allow recursion for internal clients  

The first command creates a recursion scope called InternalClients. Recursion is enabled

for this scope.  

The second command modifies the default recursion scope by using the Set-

DnsServerRecursionScope cmdlet. The default scope, identified by a dot (.), has

recursion disabled.  

The final command creates a policy that uses the InternalClients scope. For that scope,

on the specified server interface address, the policy allows recursion.     

PS C:\>Add-DnsServerQueryResolutionPolicy -Name
"BlackholePolicyQType" -Action IGNORE -QType "EQ,ANY" -
PassThru | Format-List *
Action                : Ignore
AppliesOn             : QueryProcessing
Condition             : And
Content               :
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True
Level                 : Server
Name                  : BlackholePolicyQType
ProcessingOrder       : 3
ZoneName              :
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties

PS C:\>Add-DnsServerRecursionScope -Name "InternalClients" -
EnableRecursion $True
PS C:\> Set-DnsServerRecursionScope -Name . -EnableRecursion
$False
PS C:\> Add-DnsServerQueryResolutionPolicy -Name
"SplitBrainPolicy" -Action ALLOW -ApplyOnRecursion -
RecursionScope "InternalClients" -ServerInterfaceIP
"EQ,10.0.0.34" -PassThru
Action          : Allow
AppliesOn       : Recursion
Condition       : And
Content         : {DnsServerPolicyContent}
Criteria        : {DnsServerPolicyCriteria}
IsEnabled       : True
Level           : Server
Name            : SplitBrainPolicy
ProcessingOrder : 1
ZoneName        :
PSComputerName  :
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This command creates a policy to block queries for a particular query type. The policy

drops ANY query.     

 

  
Example 7: Allow recursion for internal clients  

The first command creates a recursion scope called InternalClients. Recursion is enabled

for this scope.  

The second command modifies the default recursion scope by using the Set-

DnsServerRecursionScope cmdlet. The default scope, identified by a dot (.), has

recursion disabled.  

The final command creates a policy that uses the InternalClients scope. For that scope,

on the specified server interface address, the policy allows recursion.     

PS C:\>Add-DnsServerQueryResolutionPolicy -Name
"BlackholePolicyQType" -Action IGNORE -QType "EQ,ANY" -
PassThru | Format-List *
Action                : Ignore
AppliesOn             : QueryProcessing
Condition             : And
Content               :
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True
Level                 : Server
Name                  : BlackholePolicyQType
ProcessingOrder       : 3
ZoneName              :
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties

PS C:\>Add-DnsServerRecursionScope -Name "InternalClients" -
EnableRecursion $True
PS C:\> Set-DnsServerRecursionScope -Name . -EnableRecursion
$False
PS C:\> Add-DnsServerQueryResolutionPolicy -Name
"SplitBrainPolicy" -Action ALLOW -ApplyOnRecursion -
RecursionScope "InternalClients" -ServerInterfaceIP
"EQ,10.0.0.34" -PassThru
Action          : Allow
AppliesOn       : Recursion
Condition       : And
Content         : {DnsServerPolicyContent}
Criteria        : {DnsServerPolicyCriteria}
IsEnabled       : True
Level           : Server
Name            : SplitBrainPolicy
ProcessingOrder : 1
ZoneName        :
PSComputerName  :
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Cmdlet: Add-DnsServerRecursionScope 
  
Synops  
Adds a recursion scope on a DNS server. 

  
Syntax  
 

Add-DnsServerRecursionScope [-Name] <String> [[-Forwarder]

<IPAddress[]>]

    [[-EnableRecursion] <Boolean>] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerRecursionScope cmdlet adds a recursion scope on a Domain Name

System (DNS) server. Recursion scopes are unique instances of a group of settings that

control recursion on a DNS server. A recursion scope contains a list of forwarders and

specifies whether recursion is enabled. A DNS server can have many recursion scopes.  

DNS server recursion policies allow you to choose a recursion scope for a set of queries.

If the DNS server is not authoritative for certain queries, DNS server recursion policies

allow you to control how to resolve those queries. You can specify which forwarders to

use and whether to use recursion.  

The legacy recursion setting and list of forwarders are now referred as the default

recursion scope. You cannot add or remove the default recursion scope, identified by

name as dot (.). 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 
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Cmdlet: Add-DnsServerRecursionScope 
  
Synops  
Adds a recursion scope on a DNS server. 

  
Syntax  
 

Add-DnsServerRecursionScope [-Name] <String> [[-Forwarder]

<IPAddress[]>]

    [[-EnableRecursion] <Boolean>] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerRecursionScope cmdlet adds a recursion scope on a Domain Name

System (DNS) server. Recursion scopes are unique instances of a group of settings that

control recursion on a DNS server. A recursion scope contains a list of forwarders and

specifies whether recursion is enabled. A DNS server can have many recursion scopes.  

DNS server recursion policies allow you to choose a recursion scope for a set of queries.

If the DNS server is not authoritative for certain queries, DNS server recursion policies

allow you to control how to resolve those queries. You can specify which forwarders to

use and whether to use recursion.  

The legacy recursion setting and list of forwarders are now referred as the default

recursion scope. You cannot add or remove the default recursion scope, identified by

name as dot (.). 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 



  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :EnableRecursion  
Description :Indicates whether to enable recursion. 

 

  
Parameter :Forwarder  
Description :Specifies an array IP addresses of forwarders for this recursion scope. 

 

  
Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 4
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :EnableRecursion  
Description :Indicates whether to enable recursion. 

 

  
Parameter :Forwarder  
Description :Specifies an array IP addresses of forwarders for this recursion scope. 

 

  
Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 4
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



values for this parameter are:

 

-- SilentlyContinue

-- Stop

-- Continue

-- Inquire

-- Ignore

-- Suspend 

 

  
Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

  
Parameter :Name  
Description :Specifies a name for the recursion scope. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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values for this parameter are:

 

-- SilentlyContinue

-- Stop

-- Continue

-- Inquire

-- Ignore

-- Suspend 

 

  
Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

  
Parameter :Name  
Description :Specifies a name for the recursion scope. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



  
Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerRecursionScope 
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Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerRecursionScope 

 

 



Cmdlet: Add-DnsServerResourceRecord 
  
Synops  
Adds a resource record of a specified type to a specified DNS zone. 

  
Syntax  
 

Add-DnsServerResourceRecord [-ZoneName] <String> [-

AllowUpdateAny]

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-ZoneScope <System.String>] [-

Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-A]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-CreatePtr] [-InformationAction {SilentlyContinue

| Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-PassThru] [-ThrottleLimit <Int32>] [-

TimeToLive

    <TimeSpan>] [-ZoneScope <System.String>] -IPv4Address

<IPAddress>

    [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-AAAA]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-CreatePtr] [-InformationAction {SilentlyContinue

| Stop |
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Cmdlet: Add-DnsServerResourceRecord 
  
Synops  
Adds a resource record of a specified type to a specified DNS zone. 

  
Syntax  
 

Add-DnsServerResourceRecord [-ZoneName] <String> [-

AllowUpdateAny]

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-ZoneScope <System.String>] [-

Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-A]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-CreatePtr] [-InformationAction {SilentlyContinue

| Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-PassThru] [-ThrottleLimit <Int32>] [-

TimeToLive

    <TimeSpan>] [-ZoneScope <System.String>] -IPv4Address

<IPAddress>

    [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-AAAA]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-CreatePtr] [-InformationAction {SilentlyContinue

| Stop |



    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-PassThru] [-ThrottleLimit <Int32>] [-

TimeToLive

    <TimeSpan>] [-ZoneScope <System.String>] -IPv6Address

<IPAddress>

    [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-Atma]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]

[-ZoneScope

    <System.String>] -Address <String> -AddressType {E164 | AESA}

[-Confirm]

    [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-Afsdb]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]

[-ZoneScope

    <System.String>] -ServerName <String> -SubType <UInt16> [-

Confirm]

    [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-Srv]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]
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    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-PassThru] [-ThrottleLimit <Int32>] [-

TimeToLive

    <TimeSpan>] [-ZoneScope <System.String>] -IPv6Address

<IPAddress>

    [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-Atma]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]

[-ZoneScope

    <System.String>] -Address <String> -AddressType {E164 | AESA}

[-Confirm]

    [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-Afsdb]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]

[-ZoneScope

    <System.String>] -ServerName <String> -SubType <UInt16> [-

Confirm]

    [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-Srv]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]



[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]

[-ZoneScope

    <System.String>] -DomainName <String> -Port <UInt16> -

Priority <UInt16>

    -Weight <UInt16> [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-CName]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]

[-ZoneScope

    <System.String>] -HostNameAlias <String> [-Confirm] [-WhatIf]

 

    [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-X25]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]

[-ZoneScope

    <System.String>] -PsdnAddress <String> [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>
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[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]

[-ZoneScope

    <System.String>] -DomainName <String> -Port <UInt16> -

Priority <UInt16>

    -Weight <UInt16> [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-CName]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]

[-ZoneScope

    <System.String>] -HostNameAlias <String> [-Confirm] [-WhatIf]

 

    [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-X25]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]

[-ZoneScope

    <System.String>] -PsdnAddress <String> [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>



[-Wks]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]

[-ZoneScope

    <System.String>] -InternetAddress <IPAddress> -

InternetProtocol {UDP |

    TCP} -Service <String[]> [-Confirm] [-WhatIf]

[<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-Txt]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]

[-ZoneScope

    <System.String>] -DescriptiveText <String> [-Confirm] [-

WhatIf]

    [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-RT]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]

[-ZoneScope

    <System.String>] -IntermediateHost <String> -Preference

<UInt16>
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[-Wks]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]

[-ZoneScope

    <System.String>] -InternetAddress <IPAddress> -

InternetProtocol {UDP |

    TCP} -Service <String[]> [-Confirm] [-WhatIf]

[<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-Txt]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]

[-ZoneScope

    <System.String>] -DescriptiveText <String> [-Confirm] [-

WhatIf]

    [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-RT]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]

[-ZoneScope

    <System.String>] -IntermediateHost <String> -Preference

<UInt16>



    [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-RP]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]

[-ZoneScope

    <System.String>] -Description <String> -ResponsiblePerson

<String>

    [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-Ptr]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]

[-ZoneScope

    <System.String>] -PtrDomainName <String> [-Confirm] [-WhatIf]

 

    [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-NS]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]
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    [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-RP]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]

[-ZoneScope

    <System.String>] -Description <String> -ResponsiblePerson

<String>

    [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-Ptr]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]

[-ZoneScope

    <System.String>] -PtrDomainName <String> [-Confirm] [-WhatIf]

 

    [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-NS]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]



[-ZoneScope

    <System.String>] -NameServer <String> [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-MX]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]

[-ZoneScope

    <System.String>] -MailExchange <String> -Preference <UInt16>

[-Confirm]

    [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-Isdn]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]

[-ZoneScope

    <System.String>] -IsdnNumber <String> -IsdnSubAddress

<String> [-Confirm]

    [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-HInfo]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable
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[-ZoneScope

    <System.String>] -NameServer <String> [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-MX]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]

[-ZoneScope

    <System.String>] -MailExchange <String> -Preference <UInt16>

[-Confirm]

    [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-Isdn]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]

[-ZoneScope

    <System.String>] -IsdnNumber <String> -IsdnSubAddress

<String> [-Confirm]

    [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-HInfo]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable



<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]

[-ZoneScope

    <System.String>] -Cpu <String> -OperatingSystem <String> [-

Confirm]

    [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-DName]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]

[-ZoneScope

    <System.String>] -DomainNameAlias <String> [-Confirm] [-

WhatIf]

    [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-DhcId]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]

[-ZoneScope

    <System.String>] -DhcpIdentifier <String> [-Confirm] [-

WhatIf]

    [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Wins] [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction
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<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]

[-ZoneScope

    <System.String>] -Cpu <String> -OperatingSystem <String> [-

Confirm]

    [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-DName]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]

[-ZoneScope

    <System.String>] -DomainNameAlias <String> [-Confirm] [-

WhatIf]

    [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Name] <String>

[-DhcId]

    [-AgeRecord] [-AllowUpdateAny] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>]

[-ZoneScope

    <System.String>] -DhcpIdentifier <String> [-Confirm] [-

WhatIf]

    [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-Wins] [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction



    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

Replicate]

    [-ThrottleLimit <Int32>] [-ZoneScope <System.String>] -

CacheTimeout

    <TimeSpan> -LookupTimeout <TimeSpan> -WinsServers

<IPAddress[]> [-Confirm]

    [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-WinsR] [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

Replicate]

    [-ThrottleLimit <Int32>] [-ZoneScope <System.String>] -

CacheTimeout

    <TimeSpan> -LookupTimeout <TimeSpan> -ResultDomain <String>

[-Confirm]

    [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-TLSA] [-InformationAction

{SilentlyContinue

    | Stop | Continue | Inquire | Ignore | Suspend}] [-

InformationVariable

    <System.String>] [-ZoneScope <System.String>] -

CertificateAssociationData

    <System.String> -CertificateUsage {CAConstraint |

    ServiceCertificateConstraint | TrustAnchorAssertion |

    DomainIssuedCertificate} -MatchingType {ExactMatch |

Sha256Hash |

    Sha512Hash} -Selector {FullCertificate |

SubjectPublicKeyInfo} [-Confirm]

    [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-Type] <System.UInt16> [-RecordData]
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    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

Replicate]

    [-ThrottleLimit <Int32>] [-ZoneScope <System.String>] -

CacheTimeout

    <TimeSpan> -LookupTimeout <TimeSpan> -WinsServers

<IPAddress[]> [-Confirm]

    [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-ZoneName] <String> [-WinsR] [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

Replicate]

    [-ThrottleLimit <Int32>] [-ZoneScope <System.String>] -

CacheTimeout

    <TimeSpan> -LookupTimeout <TimeSpan> -ResultDomain <String>

[-Confirm]

    [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-TLSA] [-InformationAction

{SilentlyContinue

    | Stop | Continue | Inquire | Ignore | Suspend}] [-

InformationVariable

    <System.String>] [-ZoneScope <System.String>] -

CertificateAssociationData

    <System.String> -CertificateUsage {CAConstraint |

    ServiceCertificateConstraint | TrustAnchorAssertion |

    DomainIssuedCertificate} -MatchingType {ExactMatch |

Sha256Hash |

    Sha512Hash} -Selector {FullCertificate |

SubjectPublicKeyInfo} [-Confirm]

    [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerResourceRecord [-Type] <System.UInt16> [-RecordData]



 

    <System.String> [-InformationAction {SilentlyContinue | Stop

| Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ZoneScope <System.String>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Add-DnsServerResourceRecord cmdlet adds a resource record for a Domain Name

System (DNS) zone on a DNS server. You can add different types of resource records.

Use different switches for different record types.  For more information about resource

records, see Managing Resource Records (http://technet.microsoft.com/en-

us/library/cc754308.aspx).  

By using this cmdlet, you can change a value for a record, configure whether a record

has a time stamp, whether any authenticated user can update a record with the same

owner name, and change lookup timeout values, Windows Internet Name Service

(WINS) cache settings, and replication settings. 

  
Parameters  
Parameter :A  
Description :Indicates that the record that this cmdlet adds to the DNS server is a host

address (A) resource record. An A resource record maps a host name to an IPv4

address. 

 

  
Parameter :AAAA  
Description :Indicates that the record that this cmdlet adds to the DNS server is an AAAA

resource record. An AAAA resource record maps a host name to an IPv6 address. 

 

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
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    <System.String> [-InformationAction {SilentlyContinue | Stop

| Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ZoneScope <System.String>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Add-DnsServerResourceRecord cmdlet adds a resource record for a Domain Name

System (DNS) zone on a DNS server. You can add different types of resource records.

Use different switches for different record types.  For more information about resource

records, see Managing Resource Records (http://technet.microsoft.com/en-

us/library/cc754308.aspx).  

By using this cmdlet, you can change a value for a record, configure whether a record

has a time stamp, whether any authenticated user can update a record with the same

owner name, and change lookup timeout values, Windows Internet Name Service

(WINS) cache settings, and replication settings. 

  
Parameters  
Parameter :A  
Description :Indicates that the record that this cmdlet adds to the DNS server is a host

address (A) resource record. An A resource record maps a host name to an IPv4

address. 

 

  
Parameter :AAAA  
Description :Indicates that the record that this cmdlet adds to the DNS server is an AAAA

resource record. An AAAA resource record maps a host name to an IPv6 address. 

 

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true



  
Parameter :Address  
Description :Specifies a byte array that contains the asynchronous transfer mode (ATM)

address of the owner to which this resource record object pertains. The AddressType

parameter specifies the format of the byte array. The first 4 bytes of the array store the

size of the octet string. The most significant byte is byte 0. 

 

  
Parameter :AddressType  
Description :Specifies the format of an ATM address in an ATM address (ATMA)

resource record. Valid values are: 0, for an ATM End System Address (AESA) format,

and 1, for an E.164 address format. 

 

  
Parameter :Afsdb  
Description :Indicates that the record that this cmdlet adds to the DNS server is an

Andrew File System cell database server (AFSDB) resource record. An AFSDB resource

record gives the location of the AFS cell database server and uses DNS to map a DNS

domain name to the name of an AFS cell database server. 

 

Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false
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Parameter :Address  
Description :Specifies a byte array that contains the asynchronous transfer mode (ATM)

address of the owner to which this resource record object pertains. The AddressType

parameter specifies the format of the byte array. The first 4 bytes of the array store the

size of the octet string. The most significant byte is byte 0. 

 

  
Parameter :AddressType  
Description :Specifies the format of an ATM address in an ATM address (ATMA)

resource record. Valid values are: 0, for an ATM End System Address (AESA) format,

and 1, for an E.164 address format. 

 

  
Parameter :Afsdb  
Description :Indicates that the record that this cmdlet adds to the DNS server is an

Andrew File System cell database server (AFSDB) resource record. An AFSDB resource

record gives the location of the AFS cell database server and uses DNS to map a DNS

domain name to the name of an AFS cell database server. 

 

Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false



  
Parameter :AgeRecord  
Description :Indicates that the DNS server uses a time stamp for the resource record that

this cmdlet adds. A DNS server can scavenge resource records that have become stale

based on a time stamp. 

 

  
Parameter :AllowUpdateAny  
Description :Indicates that any authenticated user can update a resource record that has

the same owner name. 

 

  
Parameter :Atma  
Description :Indicates that the record that this cmdlet adds to the DNS server is an ATM

address resource record. 

 

  
Parameter :CacheTimeout  
Description :Specifies how long, in seconds, that a DNS server caches a response from a

WINS server. 

 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :AgeRecord  
Description :Indicates that the DNS server uses a time stamp for the resource record that

this cmdlet adds. A DNS server can scavenge resource records that have become stale

based on a time stamp. 

 

  
Parameter :AllowUpdateAny  
Description :Indicates that any authenticated user can update a resource record that has

the same owner name. 

 

  
Parameter :Atma  
Description :Indicates that the record that this cmdlet adds to the DNS server is an ATM

address resource record. 

 

  
Parameter :CacheTimeout  
Description :Specifies how long, in seconds, that a DNS server caches a response from a

WINS server. 

 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :CertificateAssociationData  
Description :Specifies the certificate association data for a Transport Layer Security

(TLS) authentication record. 

 

  
Parameter :CertificateUsage  
Description :Specifies the certificate usage TLS authentication record. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :CName 

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :CertificateAssociationData  
Description :Specifies the certificate association data for a Transport Layer Security

(TLS) authentication record. 

 

  
Parameter :CertificateUsage  
Description :Specifies the certificate usage TLS authentication record. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :CName 

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Description :Indicates that the record that this cmdlet adds to the DNS server is a

canonical name (CNAME) resource record. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :Cpu  
Description :Specifies the CPU type of a DNS server. You can find the CPU type in a

host information (HINFO) resource record. 

 

  
Parameter :CreatePtr  
Description :Indicates that the DNS server automatically creates an associated pointer

(PTR) resource record for an A or AAAA record. A PTR resource record maps an IP

address to a host name. 

 

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
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Description :Indicates that the record that this cmdlet adds to the DNS server is a

canonical name (CNAME) resource record. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :Cpu  
Description :Specifies the CPU type of a DNS server. You can find the CPU type in a

host information (HINFO) resource record. 

 

  
Parameter :CreatePtr  
Description :Indicates that the DNS server automatically creates an associated pointer

(PTR) resource record for an A or AAAA record. A PTR resource record maps an IP

address to a host name. 

 

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false



  
Parameter :Description  
Description :Specifies text to describe the person or people that are responsible for the

domain. 

 

  
Parameter :DescriptiveText  
Description :Specifies additional text to describe a resource record on a DNS server. 

 

  
Parameter :DhcId  
Description :Indicates that the record that this cmdlet adds to the DNS server is a

Dynamic Host Configuration Protocol Information (DHCID) resource record. 

 

  
Parameter :DhcpIdentifier  
Description :Specifies a public key that is associated with an FQDN, as described in

section 3 of RFC 2535. 

Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Description  
Description :Specifies text to describe the person or people that are responsible for the

domain. 

 

  
Parameter :DescriptiveText  
Description :Specifies additional text to describe a resource record on a DNS server. 

 

  
Parameter :DhcId  
Description :Indicates that the record that this cmdlet adds to the DNS server is a

Dynamic Host Configuration Protocol Information (DHCID) resource record. 

 

  
Parameter :DhcpIdentifier  
Description :Specifies a public key that is associated with an FQDN, as described in

section 3 of RFC 2535. 

Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

  
Parameter :DName  
Description :Indicates that the record that this cmdlet adds to the DNS server is a domain

alias (DNAME) resource record on a DNS server. A DNAME resource record renames

the root and all descendants in a domain namespace subtree and provides nonterminal

domain name redirection. 

 

  
Parameter :DomainName  
Description :Specifies the name of a domain. 

 

  
Parameter :DomainNameAlias  
Description :Specifies the alias for a domain name. 

 

 

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :DName  
Description :Indicates that the record that this cmdlet adds to the DNS server is a domain

alias (DNAME) resource record on a DNS server. A DNAME resource record renames

the root and all descendants in a domain namespace subtree and provides nonterminal

domain name redirection. 

 

  
Parameter :DomainName  
Description :Specifies the name of a domain. 

 

  
Parameter :DomainNameAlias  
Description :Specifies the alias for a domain name. 

 

 

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



Parameter :Force  
Description :Adds a resource record without prompting you for confirmation. By default,

the cmdlet prompts you for confirmation before it proceeds. 

 

  
Parameter :HInfo  
Description :Indicates that the record that this cmdlet adds to the DNS server is a host

information (HINFO) resource record on a DNS server. 

 

  
Parameter :HostNameAlias  
Description :Specifies a a canonical name target for a CNAME record. This must be a

fully qualified domain name (FQDN). 

 

  
Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

values for this parameter are:

 

-- SilentlyContinue

-- Stop

-- Continue

-- Inquire

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :Force  
Description :Adds a resource record without prompting you for confirmation. By default,

the cmdlet prompts you for confirmation before it proceeds. 

 

  
Parameter :HInfo  
Description :Indicates that the record that this cmdlet adds to the DNS server is a host

information (HINFO) resource record on a DNS server. 

 

  
Parameter :HostNameAlias  
Description :Specifies a a canonical name target for a CNAME record. This must be a

fully qualified domain name (FQDN). 

 

  
Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

values for this parameter are:

 

-- SilentlyContinue

-- Stop

-- Continue

-- Inquire

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



-- Ignore

-- Suspend 

 

  
Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

  
Parameter :IntermediateHost  
Description :Specifies the FQDN of a host that routes packets to a destination host. 

 

  
Parameter :InternetAddress  
Description :Specifies the IP address of the owner of a resource record. 

 

  
Parameter :InternetProtocol 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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-- Ignore

-- Suspend 

 

  
Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

  
Parameter :IntermediateHost  
Description :Specifies the FQDN of a host that routes packets to a destination host. 

 

  
Parameter :InternetAddress  
Description :Specifies the IP address of the owner of a resource record. 

 

  
Parameter :InternetProtocol 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



Description :Specifies the Internet Protocol (IP) for a resource record. Valid values are:

UDP or TCP. 

 

  
Parameter :IPv4Address  
Description :Specifies the IPv4 address of a host. 

 

  
Parameter :IPv6Address  
Description :Specifies the IPv6 address of a host. 

 

  
Parameter :Isdn  
Description :Indicates that the record that this cmdlet adds to the DNS server is an

Integrated Services Digital Network (ISDN) resource record. 

 

 

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Description :Specifies the Internet Protocol (IP) for a resource record. Valid values are:

UDP or TCP. 

 

  
Parameter :IPv4Address  
Description :Specifies the IPv4 address of a host. 

 

  
Parameter :IPv6Address  
Description :Specifies the IPv6 address of a host. 

 

  
Parameter :Isdn  
Description :Indicates that the record that this cmdlet adds to the DNS server is an

Integrated Services Digital Network (ISDN) resource record. 

 

 

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Parameter :IsdnNumber  
Description :Specifies the number in the ISDN address that maps to the FQDN of a DNS

server. An ISDN address, which consists of a phone number and an optional

subaddress, is located in an ISDN resource record. The phone number can contain a

country/region code, an area code, and a local phone number. 

 

  
Parameter :IsdnSubAddress  
Description :Specifies the number that is contained in an ISDN address that maps to the

FQDN of a DNS server. An ISDN address consists of a phone number and an optional

subaddress and is located in an ISDN resource record. The subaddress is an identifier

that describes the ISDN subaddress encoding type. 

 

  
Parameter :LookupTimeout  
Description :Specifies the lookup time-out value for a resource record. 

 

  
Parameter :MailExchange  
Description :Specifies the FQDN of the host that is acting as a mail exchanger for the

owner. 

 

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :IsdnNumber  
Description :Specifies the number in the ISDN address that maps to the FQDN of a DNS

server. An ISDN address, which consists of a phone number and an optional

subaddress, is located in an ISDN resource record. The phone number can contain a

country/region code, an area code, and a local phone number. 

 

  
Parameter :IsdnSubAddress  
Description :Specifies the number that is contained in an ISDN address that maps to the

FQDN of a DNS server. An ISDN address consists of a phone number and an optional

subaddress and is located in an ISDN resource record. The subaddress is an identifier

that describes the ISDN subaddress encoding type. 

 

  
Parameter :LookupTimeout  
Description :Specifies the lookup time-out value for a resource record. 

 

  
Parameter :MailExchange  
Description :Specifies the FQDN of the host that is acting as a mail exchanger for the

owner. 

 

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :MatchingType  
Description :Specifies the matching type for the record. The acceptable values for this

parameter are:

 

-- ExactMatch

-- Sha256Hash

-- Sha512Hash 

 

  
Parameter :MX  
Description :Indicates that the record that this cmdlet adds to the DNS server is a mail

exchanger (MX) resource record. 

 

  
Parameter :Name  
Description :Specifies the name of a DNS server resource record object. 

 

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :MatchingType  
Description :Specifies the matching type for the record. The acceptable values for this

parameter are:

 

-- ExactMatch

-- Sha256Hash

-- Sha512Hash 

 

  
Parameter :MX  
Description :Indicates that the record that this cmdlet adds to the DNS server is a mail

exchanger (MX) resource record. 

 

  
Parameter :Name  
Description :Specifies the name of a DNS server resource record object. 

 

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :NameServer  
Description :Specifies the name server of a domain. 

 

  
Parameter :NS  
Description :Indicates that the record that this cmdlet adds to the DNS server is a Name

Server (NS) resource record on a DNS server. 

 

  
Parameter :OperatingSystem  
Description :Specifies the operating system identifier of a DNS server. You can find the

operating system identifier in a HINFO resource record. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
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Parameter :NameServer  
Description :Specifies the name server of a domain. 

 

  
Parameter :NS  
Description :Indicates that the record that this cmdlet adds to the DNS server is a Name

Server (NS) resource record on a DNS server. 

 

  
Parameter :OperatingSystem  
Description :Specifies the operating system identifier of a DNS server. You can find the

operating system identifier in a HINFO resource record. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none



  
Parameter :Port  
Description :Specifies the port where the server listens for the service. 

 

  
Parameter :Preference  
Description :Specifies the priority for this resource record among other resource records

that belong to the same owner, where a lower value has a higher priority. 

 

  
Parameter :Priority  
Description :Specifies the priority of a DNS server. Clients try to contact the server that

has the lowest priority. 

 

  
Parameter :PsdnAddress  
Description :Specifies the public switched data network (PSDN) address of the owner of

a resource record. 

 

Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
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Parameter :Port  
Description :Specifies the port where the server listens for the service. 

 

  
Parameter :Preference  
Description :Specifies the priority for this resource record among other resource records

that belong to the same owner, where a lower value has a higher priority. 

 

  
Parameter :Priority  
Description :Specifies the priority of a DNS server. Clients try to contact the server that

has the lowest priority. 

 

  
Parameter :PsdnAddress  
Description :Specifies the public switched data network (PSDN) address of the owner of

a resource record. 

 

Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true



  
Parameter :Ptr  
Description :Indicates that the record that this cmdlet adds to the DNS server is a PTR

resource record. 

 

  
Parameter :PtrDomainName  
Description :Specifies the FQDN of the host when you add a PTR resource record. 

 

  
Parameter :RecordData  
Description :Specifies the data contained in the resource record you want to add. 

 

  
Parameter :Replicate  
Description :Indicates that the DNS server allows WINS replication. 

 

Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 5
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
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Parameter :Ptr  
Description :Indicates that the record that this cmdlet adds to the DNS server is a PTR

resource record. 

 

  
Parameter :PtrDomainName  
Description :Specifies the FQDN of the host when you add a PTR resource record. 

 

  
Parameter :RecordData  
Description :Specifies the data contained in the resource record you want to add. 

 

  
Parameter :Replicate  
Description :Indicates that the DNS server allows WINS replication. 

 

Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 5
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false



  
Parameter :ResponsiblePerson  
Description :Specifies the FQDN for the domain mailbox name of the person who is

responsible for the resource record. 

 

  
Parameter :ResultDomain  
Description :Specifies the domain name to append to returned NetBIOS names. 

 

  
Parameter :RP  
Description :Indicates that the record that this cmdlet adds to the DNS server is a

Responsible Person (RP) resource record. 

 

  
Parameter :RT  
Description :Indicates that the record that this cmdlet adds to the DNS server is a Route

Through (RT) resource record. 

Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ResponsiblePerson  
Description :Specifies the FQDN for the domain mailbox name of the person who is

responsible for the resource record. 

 

  
Parameter :ResultDomain  
Description :Specifies the domain name to append to returned NetBIOS names. 

 

  
Parameter :RP  
Description :Indicates that the record that this cmdlet adds to the DNS server is a

Responsible Person (RP) resource record. 

 

  
Parameter :RT  
Description :Indicates that the record that this cmdlet adds to the DNS server is a Route

Through (RT) resource record. 

Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

  
Parameter :Selector  
Description :Specifies a selector. 

 

  
Parameter :ServerName  
Description :Specifies the subtype of a host AFS server. For subtype 1 (value=1), the

host has an AFS version 3.0 Volume Location Server for the named AFS cell. For

subtype 2 (value=2), the host has an authenticated name server holding the cell-root

directory node for the named DCE/NCA cell. 

 

  
Parameter :Service  
Description :Specifies the service or services that are available for the current rewrite

path. It can also specify a particular protocol to use for a service. Available services

include Well-known Service (WKS) and NAPTR. 

 

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :Selector  
Description :Specifies a selector. 

 

  
Parameter :ServerName  
Description :Specifies the subtype of a host AFS server. For subtype 1 (value=1), the

host has an AFS version 3.0 Volume Location Server for the named AFS cell. For

subtype 2 (value=2), the host has an authenticated name server holding the cell-root

directory node for the named DCE/NCA cell. 

 

  
Parameter :Service  
Description :Specifies the service or services that are available for the current rewrite

path. It can also specify a particular protocol to use for a service. Available services

include Well-known Service (WKS) and NAPTR. 

 

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :Srv  
Description :Indicates that the record that this cmdlet adds to the DNS server is a Service

(SRV) resource record. 

 

  
Parameter :SubType  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :TimeToLive  
Description :Specifies the Time to Live (TTL) value, in seconds, for a resource record.

Other DNS servers use this length of time to determine how long to cache a record. 

 

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Srv  
Description :Indicates that the record that this cmdlet adds to the DNS server is a Service

(SRV) resource record. 

 

  
Parameter :SubType  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :TimeToLive  
Description :Specifies the Time to Live (TTL) value, in seconds, for a resource record.

Other DNS servers use this length of time to determine how long to cache a record. 

 

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :TLSA  
Description :Indicates that the record that this cmdlet adds is a TLS authentication

resource record. 

 

  
Parameter :Txt  
Description :Indicates that the record that this cmdlet adds to the DNS server is a TXT

resource record. 

 

  
Parameter :Type  
Description :Specifies the type of the resource record. 

 

  
Parameter :Weight  
Description :Specifies a value for the weight of the target host for a resource record. You

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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Parameter :TLSA  
Description :Indicates that the record that this cmdlet adds is a TLS authentication

resource record. 

 

  
Parameter :Txt  
Description :Indicates that the record that this cmdlet adds to the DNS server is a TXT

resource record. 

 

  
Parameter :Type  
Description :Specifies the type of the resource record. 

 

  
Parameter :Weight  
Description :Specifies a value for the weight of the target host for a resource record. You

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



can use this parameter when you have multiple hosts that have an identical priority. Use

of the host is proportional to its weight. 

 

  
Parameter :Wins  
Description :Indicates that the record that this cmdlet adds to the DNS server is a WINS

resource record. 

 

  
Parameter :WinsR  
Description :Indicates that the record that this cmdlet adds to the DNS server is a WINS

reverse (WinsR) resource record. 

 

  
Parameter :WinsServers  
Description :Specifies one or more IP addresses of WINS servers that you want to use

for a resource record. 

 

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
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can use this parameter when you have multiple hosts that have an identical priority. Use

of the host is proportional to its weight. 

 

  
Parameter :Wins  
Description :Indicates that the record that this cmdlet adds to the DNS server is a WINS

resource record. 

 

  
Parameter :WinsR  
Description :Indicates that the record that this cmdlet adds to the DNS server is a WINS

reverse (WinsR) resource record. 

 

  
Parameter :WinsServers  
Description :Specifies one or more IP addresses of WINS servers that you want to use

for a resource record. 

 

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)



  
Parameter :Wks  
Description :Indicates that the record that this cmdlet adds to the DNS server is WKS

resource record. 

 

  
Parameter :X25  
Description :Indicates that the record that this cmdlet adds to the DNS server is an X25

resource record. 

 

  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone. 

 

  
Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
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Parameter :Wks  
Description :Indicates that the record that this cmdlet adds to the DNS server is WKS

resource record. 

 

  
Parameter :X25  
Description :Indicates that the record that this cmdlet adds to the DNS server is an X25

resource record. 

 

  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone. 

 

  
Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none



  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Add an A record  

This command adds an A record that is named Host34 in the zone contoso.com with the

specified IP address. The command uses the AllowUpdateAny switch to allow any

authenticated user to update the record. It specifies a TTL value and enables a time

stamp for the record.     

 

  
Example 2: Add an A resource record under the Admin node  

This command adds an A record for Host21 under the Admin node of Contoso.com.     

Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\>Add-DnsServerResourceRecord -ZoneName "Contoso.com" -A
-Name "Host34" -AllowUpdateAny -IPv4Address "10.17.1.34" -
TimeToLive 01:00:00 -AgeRecord
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Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Add an A record  

This command adds an A record that is named Host34 in the zone contoso.com with the

specified IP address. The command uses the AllowUpdateAny switch to allow any

authenticated user to update the record. It specifies a TTL value and enables a time

stamp for the record.     

 

  
Example 2: Add an A resource record under the Admin node  

This command adds an A record for Host21 under the Admin node of Contoso.com.     

Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\>Add-DnsServerResourceRecord -ZoneName "Contoso.com" -A
-Name "Host34" -AllowUpdateAny -IPv4Address "10.17.1.34" -
TimeToLive 01:00:00 -AgeRecord



 

  
Example 3: Add an AAAA resource record  

This command adds an AAAA record. The command specifies AllowUpdateAny, a TTL

value, and enables a time stamp for the record.     

 

  
Example 4: Add a CNAME resource record  

This command adds a CNAME resource record. The command specifies

AllowUpdateAny and a TTL value.     

 

  
Example 5: Add a PTR resource record  

This command adds a pointer record named host77.contoso.com for the IP address

192.168.0.77 to the reverse lookup zone 0.168.192.in-addr.arpa..     

PS C:\> Add-DnsServerResourceRecord -ZoneName "Contoso.com" -A
-Name "Host21.admin" -IPv4Address "10.17.1.21"
VERBOSE: Adding DNS resource record host21.admin of type A in
zone contoso.com on ROOT server.
VERBOSE: Adding DNS resource record host21.admin of type A in
zone contoso.com on ROOT server.
HostName                  RecordType Timestamp
TimeToLive      RecordData

--------                  ---------- ---------            ----
------      ----------

host21.admin              A          0
01:00:00        10.17.1.74
HostName                  RecordType Timestamp
TimeToLive      RecordData

--------                  ---------- ---------            ----
------      ----------

host21.admin              A          0
01:00:00        10.17.1.74

PS C:\>Add-DnsServerResourceRecord -AAAA -Name "Host73" -
ZoneName "Contoso.com" -AllowUpdateAny -IPv6Address "3ffe::1"
-TimeToLive 01:00:00 -AgeRecord

PS C:\>Add-DnsServerResourceRecord -CName -Name "labhost34" -
HostNameAlias "Host34.lab.contoso.com" -ZoneName "Contoso.com"
-AllowUpdateAny  -TimeToLive 01:00:00
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Example 3: Add an AAAA resource record  

This command adds an AAAA record. The command specifies AllowUpdateAny, a TTL

value, and enables a time stamp for the record.     

 

  
Example 4: Add a CNAME resource record  

This command adds a CNAME resource record. The command specifies

AllowUpdateAny and a TTL value.     

 

  
Example 5: Add a PTR resource record  

This command adds a pointer record named host77.contoso.com for the IP address

192.168.0.77 to the reverse lookup zone 0.168.192.in-addr.arpa..     

PS C:\> Add-DnsServerResourceRecord -ZoneName "Contoso.com" -A
-Name "Host21.admin" -IPv4Address "10.17.1.21"
VERBOSE: Adding DNS resource record host21.admin of type A in
zone contoso.com on ROOT server.
VERBOSE: Adding DNS resource record host21.admin of type A in
zone contoso.com on ROOT server.
HostName                  RecordType Timestamp
TimeToLive      RecordData

--------                  ---------- ---------            ----
------      ----------

host21.admin              A          0
01:00:00        10.17.1.74
HostName                  RecordType Timestamp
TimeToLive      RecordData

--------                  ---------- ---------            ----
------      ----------

host21.admin              A          0
01:00:00        10.17.1.74

PS C:\>Add-DnsServerResourceRecord -AAAA -Name "Host73" -
ZoneName "Contoso.com" -AllowUpdateAny -IPv6Address "3ffe::1"
-TimeToLive 01:00:00 -AgeRecord

PS C:\>Add-DnsServerResourceRecord -CName -Name "labhost34" -
HostNameAlias "Host34.lab.contoso.com" -ZoneName "Contoso.com"
-AllowUpdateAny  -TimeToLive 01:00:00



 

  
Example 6: Add an MX resource record  

This command adds an MX resource record for the contoso.com zone with a preference

of 10.     

 

  
Example 7: Add an SRV resource record  

This command adds a service locator (SRV) resource record for the _sip service on port

5060 with a weight and priority of 0 to the contoso.com domain. The host that offers the

service is sipserver1.contoso.com.     

 

 

 

PS C:\>Add-DnsServerResourceRecord -Name "77" -Ptr -ZoneName
"0.168.192.in-addr.arpa" -AllowUpdateAny -PtrDomainName
"host77.contoso.com"

PS C:\>Add-DnsServerResourceRecord -Name ".-MX -ZoneName
"contoso.com" –MailExchange "mail.contoso.com" -Preference 10

PS C:\>Add-DnsServerResourceRecord -Srv -Name "sip" -ZoneName
"contoso.com" –DomainName "sipserver1.contoso.com" –Priority 0
–Weight 0 –Port 5060

89

 

  
Example 6: Add an MX resource record  

This command adds an MX resource record for the contoso.com zone with a preference

of 10.     

 

  
Example 7: Add an SRV resource record  

This command adds a service locator (SRV) resource record for the _sip service on port

5060 with a weight and priority of 0 to the contoso.com domain. The host that offers the

service is sipserver1.contoso.com.     

 

 

 

PS C:\>Add-DnsServerResourceRecord -Name "77" -Ptr -ZoneName
"0.168.192.in-addr.arpa" -AllowUpdateAny -PtrDomainName
"host77.contoso.com"

PS C:\>Add-DnsServerResourceRecord -Name ".-MX -ZoneName
"contoso.com" –MailExchange "mail.contoso.com" -Preference 10

PS C:\>Add-DnsServerResourceRecord -Srv -Name "sip" -ZoneName
"contoso.com" –DomainName "sipserver1.contoso.com" –Priority 0
–Weight 0 –Port 5060



Cmdlet: Add-DnsServerResourceRecordA 
  
Synops  
Adds a type A resource record to a DNS zone. 

  
Syntax  
 

Add-DnsServerResourceRecordA [-ZoneName] <String> [-Name]

<String>

    [-IPv4Address] <IPAddress[]> [-AgeRecord] [-AllowUpdateAny]

[-CimSession

    <CimSession[]>] [-ComputerName <String>] [-CreatePtr] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-TimeToLive <TimeSpan>] [-ZoneScope

<System.String>] [-Confirm]

    [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerResourceRecordA cmdlet adds a host address (A) record to a

Domain Name System (DNS) zone. An A record specifies an IPv4 address. 

  
Parameters  
Parameter :AgeRecord  
Description :Indicates that the DNS server uses a time stamp for the resource record that

this cmdlet adds. A DNS server can scavenge resource records that have become stale

based on a time stamp. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Cmdlet: Add-DnsServerResourceRecordA 
  
Synops  
Adds a type A resource record to a DNS zone. 

  
Syntax  
 

Add-DnsServerResourceRecordA [-ZoneName] <String> [-Name]

<String>

    [-IPv4Address] <IPAddress[]> [-AgeRecord] [-AllowUpdateAny]

[-CimSession

    <CimSession[]>] [-ComputerName <String>] [-CreatePtr] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-TimeToLive <TimeSpan>] [-ZoneScope

<System.String>] [-Confirm]

    [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerResourceRecordA cmdlet adds a host address (A) record to a

Domain Name System (DNS) zone. An A record specifies an IPv4 address. 

  
Parameters  
Parameter :AgeRecord  
Description :Indicates that the DNS server uses a time stamp for the resource record that

this cmdlet adds. A DNS server can scavenge resource records that have become stale

based on a time stamp. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :AllowUpdateAny  
Description :Indicates that any authenticated user can update a resource record that has

the same owner name. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :CreatePtr  
Description :Indicates that the DNS server automatically creates an associated pointer

(PTR) resource record for an A record. A PTR resource record maps an IP address to an

FQDN.

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :AllowUpdateAny  
Description :Indicates that any authenticated user can update a resource record that has

the same owner name. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :CreatePtr  
Description :Indicates that the DNS server automatically creates an associated pointer

(PTR) resource record for an A record. A PTR resource record maps an IP address to an

FQDN.

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :IPv4Address  
Description :Specifies an array of IPv4 addresses. 

 

  
Parameter :Name  
Description :Specifies a host name. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :IPv4Address  
Description :Specifies an array of IPv4 addresses. 

 

  
Parameter :Name  
Description :Specifies a host name. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :TimeToLive  
Description :Specifies the Time to Live (TTL) value, in seconds, for a resource record.

Other DNS servers use this length of time to determine how long to cache a record. 

 

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :TimeToLive  
Description :Specifies the Time to Live (TTL) value, in seconds, for a resource record.

Other DNS servers use this length of time to determine how long to cache a record. 

 

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone. 

 

  
Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
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Parameter :ZoneName  
Description :Specifies the name of a DNS zone. 

 

  
Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false



 

 

Accept wildcard characters? false
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Accept wildcard characters? false



Cmdlet: Add-DnsServerResourceRecordAAAA 
  
Synops  
Adds a type AAAA resource record to a DNS server. 

  
Syntax  
 

Add-DnsServerResourceRecordAAAA [-ZoneName] <String> [-Name]

<String>

    [-IPv6Address] <IPAddress[]> [-AgeRecord] [-AllowUpdateAny]

[-CimSession

    <CimSession[]>] [-ComputerName <String>] [-CreatePtr] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-TimeToLive <TimeSpan>] [-ZoneScope

<System.String>] [-Confirm]

    [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerResourceRecordAAAA cmdlet adds a specified host IPv6 address

(AAAA) record to a specified Domain Name System (DNS) zone. An AAAA record

specifies an IPv6 address. 

  
Parameters  
Parameter :AgeRecord  
Description :Indicates that the DNS server uses a time stamp for the resource record that

this cmdlet adds. A DNS server can scavenge resource records that have become stale

based on a time stamp. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Cmdlet: Add-DnsServerResourceRecordAAAA 
  
Synops  
Adds a type AAAA resource record to a DNS server. 

  
Syntax  
 

Add-DnsServerResourceRecordAAAA [-ZoneName] <String> [-Name]

<String>

    [-IPv6Address] <IPAddress[]> [-AgeRecord] [-AllowUpdateAny]

[-CimSession

    <CimSession[]>] [-ComputerName <String>] [-CreatePtr] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-TimeToLive <TimeSpan>] [-ZoneScope

<System.String>] [-Confirm]

    [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerResourceRecordAAAA cmdlet adds a specified host IPv6 address

(AAAA) record to a specified Domain Name System (DNS) zone. An AAAA record

specifies an IPv6 address. 

  
Parameters  
Parameter :AgeRecord  
Description :Indicates that the DNS server uses a time stamp for the resource record that

this cmdlet adds. A DNS server can scavenge resource records that have become stale

based on a time stamp. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :AllowUpdateAny  
Description :Indicates that any authenticated user can update a resource record that has

the same owner name. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :CreatePtr  
Description :Indicates that the DNS server automatically creates an associated pointer

(PTR) resource record for an AAAA record. A PTR resource record maps an IP address

to an FQDN.

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :AllowUpdateAny  
Description :Indicates that any authenticated user can update a resource record that has

the same owner name. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :CreatePtr  
Description :Indicates that the DNS server automatically creates an associated pointer

(PTR) resource record for an AAAA record. A PTR resource record maps an IP address

to an FQDN.

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :IPv6Address  
Description :Specifies an array of IPv6 addresses. 

 

  
Parameter :Name  
Description :Specifies a host name. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :IPv6Address  
Description :Specifies an array of IPv6 addresses. 

 

  
Parameter :Name  
Description :Specifies a host name. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :TimeToLive  
Description :Specifies the Time to Live (TTL) value, in seconds, for a resource record.

Other DNS servers use this length of time to determine how long to cache a record. 

 

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :TimeToLive  
Description :Specifies the Time to Live (TTL) value, in seconds, for a resource record.

Other DNS servers use this length of time to determine how long to cache a record. 

 

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :ZoneName  
Description :Specifies the name of the DNS zone to which you add the record. 

 

  
Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
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Parameter :ZoneName  
Description :Specifies the name of the DNS zone to which you add the record. 

 

  
Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false



 

 

Accept wildcard characters? false
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Accept wildcard characters? false



Cmdlet: Add-DnsServerResourceRecordCName 
  
Synops  
Adds a type CNAME resource record to a DNS  zone. 

  
Syntax  
 

Add-DnsServerResourceRecordCName [-ZoneName] <String> [-Name]

<String>

    [-HostNameAlias] <String> [-AgeRecord] [-AllowUpdateAny] [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-TimeToLive <TimeSpan>] [-ZoneScope

<System.String>] [-Confirm]

    [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerResourceRecordCName cmdlet adds a canonical name (CNAME)

resource record to a specified Domain Name System (DNS) zone. A CNAME record

allows you to use more than one resource record to refer to a single host.  

You can use CNAME records for the following scenarios.

 

-- Host more than one kind of server on the same system. For instance, you might host

an FTP server and a Web server on the same system with the names ftp.contoso.com

and www.contoso.com.

-- Rename a computer with an existing host (A) resource record in the same DNS zone.

You can use an CNAME resource record temporarily to allow a grace period for users

and programs to switch from the old computer name to the new one.

-- Resolve a generic name for a well-known server, like www, to a group of servers, such

as redundant Web servers. 

  
Parameters  
Parameter :AgeRecord 
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Cmdlet: Add-DnsServerResourceRecordCName 
  
Synops  
Adds a type CNAME resource record to a DNS  zone. 

  
Syntax  
 

Add-DnsServerResourceRecordCName [-ZoneName] <String> [-Name]

<String>

    [-HostNameAlias] <String> [-AgeRecord] [-AllowUpdateAny] [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-TimeToLive <TimeSpan>] [-ZoneScope

<System.String>] [-Confirm]

    [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerResourceRecordCName cmdlet adds a canonical name (CNAME)

resource record to a specified Domain Name System (DNS) zone. A CNAME record

allows you to use more than one resource record to refer to a single host.  

You can use CNAME records for the following scenarios.

 

-- Host more than one kind of server on the same system. For instance, you might host

an FTP server and a Web server on the same system with the names ftp.contoso.com

and www.contoso.com.

-- Rename a computer with an existing host (A) resource record in the same DNS zone.

You can use an CNAME resource record temporarily to allow a grace period for users

and programs to switch from the old computer name to the new one.

-- Resolve a generic name for a well-known server, like www, to a group of servers, such

as redundant Web servers. 

  
Parameters  
Parameter :AgeRecord 



Description :Indicates that the DNS server uses a time stamp for the resource record that

this cmdlet adds. A DNS server can scavenge resource records that have become stale

based on a time stamp. 

 

  
Parameter :AllowUpdateAny  
Description :Indicates that any authenticated user can update a resource record that has

the same owner name. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Description :Indicates that the DNS server uses a time stamp for the resource record that

this cmdlet adds. A DNS server can scavenge resource records that have become stale

based on a time stamp. 

 

  
Parameter :AllowUpdateAny  
Description :Indicates that any authenticated user can update a resource record that has

the same owner name. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :HostNameAlias  
Description :Specifies the FQDN of the host that gets the alias. This is the canonical

name of the host. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies the alias for the CNAME record. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :HostNameAlias  
Description :Specifies the FQDN of the host that gets the alias. This is the canonical

name of the host. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies the alias for the CNAME record. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :TimeToLive  
Description :Specifies the Time to Live (TTL) value, in seconds, for a resource record.

Other DNS servers use this length of time to determine how long to cache a record. 

 

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :TimeToLive  
Description :Specifies the Time to Live (TTL) value, in seconds, for a resource record.

Other DNS servers use this length of time to determine how long to cache a record. 

 

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone. 

 

  
Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
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Parameter :ZoneName  
Description :Specifies the name of a DNS zone. 

 

  
Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false



 

 

Accept wildcard characters? false
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Accept wildcard characters? false



Cmdlet: Add-DnsServerResourceRecordDnsKey 
  
Synops  
Adds a type DNSKEY resource record to a DNS zone. 

  
Syntax  
 

Add-DnsServerResourceRecordDnsKey [-ZoneName] <String> [-Name]

<String>

    [-CryptoAlgorithm] {RsaSha1 | RsaSha256 | RsaSha512 |

RsaSha1NSec3 |

    ECDsaP256Sha256 | ECDsaP384Sha384} [-Base64Data] <String> [-

AgeRecord]

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-KeyProtocol

<String>] [-PassThru]

    [-SecureEntryPoint] [-ThrottleLimit <Int32>] [-TimeToLive

<TimeSpan>]

    [-ZoneKey] [-ZoneScope <System.String>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerResourceRecordDNSKEY cmdlet adds DNSKEY resource record to

a Domain Name System (DNS) server. DNSKEY is a DNS Security Extensions

(DNSSEC) element that stores a public key. You most often use this cmdlet to add

DNSKEY records to the TrustAnchors zone.  

The AgeRecord parameter is not relevant for DS resource records.  

If you do not specify either SecureEntryPoint or ZoneSigningKey, the cmdlet creates a

trust anchor with the Secure Entry Point (SEP) bit set. 

  
Parameters  
Parameter :AgeRecord  
Description :Indicates that the DNS server uses a time stamp for the resource record that

this cmdlet adds. A DNS server can scavenge resource records that have become stale
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Cmdlet: Add-DnsServerResourceRecordDnsKey 
  
Synops  
Adds a type DNSKEY resource record to a DNS zone. 

  
Syntax  
 

Add-DnsServerResourceRecordDnsKey [-ZoneName] <String> [-Name]

<String>

    [-CryptoAlgorithm] {RsaSha1 | RsaSha256 | RsaSha512 |

RsaSha1NSec3 |

    ECDsaP256Sha256 | ECDsaP384Sha384} [-Base64Data] <String> [-

AgeRecord]

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-KeyProtocol

<String>] [-PassThru]

    [-SecureEntryPoint] [-ThrottleLimit <Int32>] [-TimeToLive

<TimeSpan>]

    [-ZoneKey] [-ZoneScope <System.String>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerResourceRecordDNSKEY cmdlet adds DNSKEY resource record to

a Domain Name System (DNS) server. DNSKEY is a DNS Security Extensions

(DNSSEC) element that stores a public key. You most often use this cmdlet to add

DNSKEY records to the TrustAnchors zone.  

The AgeRecord parameter is not relevant for DS resource records.  

If you do not specify either SecureEntryPoint or ZoneSigningKey, the cmdlet creates a

trust anchor with the Secure Entry Point (SEP) bit set. 

  
Parameters  
Parameter :AgeRecord  
Description :Indicates that the DNS server uses a time stamp for the resource record that

this cmdlet adds. A DNS server can scavenge resource records that have become stale



based on a time stamp. 

 

  
Parameter :Base64Data  
Description :Specifies key data for this resource record. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 5
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
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based on a time stamp. 

 

  
Parameter :Base64Data  
Description :Specifies key data for this resource record. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 5
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none



  
Parameter :CryptoAlgorithm  
Description :Specifies the cryptographic algorithm the server uses to generate keys. The

acceptable values for this parameter are:

 

-- RsaSha1

-- RsaSha256

-- RsaSha512

-- RsaSha1NSec3

-- ECDsaP256Sha256

-- ECDsaP384Sha384 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

 

Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :CryptoAlgorithm  
Description :Specifies the cryptographic algorithm the server uses to generate keys. The

acceptable values for this parameter are:

 

-- RsaSha1

-- RsaSha256

-- RsaSha512

-- RsaSha1NSec3

-- ECDsaP256Sha256

-- ECDsaP384Sha384 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

 

Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Parameter :KeyProtocol  
Description :Specifies the key protocol for this resource record. The only value for this

parameter is Dnssec. 

 

  
Parameter :Name  
Description :Specifies the name of the resource record that this cmdlet adds to the DNS

server. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :SecureEntryPoint  
Description :Specifies whether the key is a secure entry point, as defined in RFC 3757. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
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Parameter :KeyProtocol  
Description :Specifies the key protocol for this resource record. The only value for this

parameter is Dnssec. 

 

  
Parameter :Name  
Description :Specifies the name of the resource record that this cmdlet adds to the DNS

server. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :SecureEntryPoint  
Description :Specifies whether the key is a secure entry point, as defined in RFC 3757. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)



  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :TimeToLive  
Description :Specifies the Time to Live (TTL) value, in seconds, for a resource record.

Other DNS servers use this length of time to determine how long to cache a record. 

 

  
Parameter :ZoneKey  
Description :Specifies whether you can use this key to sign the zone. This key can be

either a Zone Signing Key (ZSK) or a Key Signing Key (KSK). 

 

  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone. 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :TimeToLive  
Description :Specifies the Time to Live (TTL) value, in seconds, for a resource record.

Other DNS servers use this length of time to determine how long to cache a record. 

 

  
Parameter :ZoneKey  
Description :Specifies whether you can use this key to sign the zone. This key can be

either a Zone Signing Key (ZSK) or a Key Signing Key (KSK). 

 

  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone. 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



 

  
Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Add-DnsServerResourceRecordDS 
  
Synops  
Adds a type DS resource record to a DNS zone. 

  
Syntax  
 

Add-DnsServerResourceRecordDS [-ZoneName] <String> [-Name]

<String>

    [-KeyTag] <UInt16> [-CryptoAlgorithm] {RsaSha1 | RsaSha256 |

RsaSha512 |

    RsaSha1NSec3 | ECDsaP256Sha256 | ECDsaP384Sha384} [-

DigestType] {Sha1 |

    Sha256 | Sha384} [-Digest] <String> [-AgeRecord] [-CimSession

 

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-TimeToLive <TimeSpan>] [-ZoneScope

<System.String>] [-Confirm]

    [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerResourceRecordDS cmdlet adds a Delegation Signer (DS) resource

record to a specified Domain Name System (DNS) zone.  

The AgeRecord parameter is not relevant for DS resource records. 

  
Parameters  
Parameter :AgeRecord  
Description :Indicates that the DNS server uses a time stamp for the resource record that

this cmdlet adds. A DNS server can scavenge resource records that have become stale

based on a time stamp. 

 

Required false
Position named
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Cmdlet: Add-DnsServerResourceRecordDS 
  
Synops  
Adds a type DS resource record to a DNS zone. 

  
Syntax  
 

Add-DnsServerResourceRecordDS [-ZoneName] <String> [-Name]

<String>

    [-KeyTag] <UInt16> [-CryptoAlgorithm] {RsaSha1 | RsaSha256 |

RsaSha512 |

    RsaSha1NSec3 | ECDsaP256Sha256 | ECDsaP384Sha384} [-

DigestType] {Sha1 |

    Sha256 | Sha384} [-Digest] <String> [-AgeRecord] [-CimSession

 

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-TimeToLive <TimeSpan>] [-ZoneScope

<System.String>] [-Confirm]

    [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerResourceRecordDS cmdlet adds a Delegation Signer (DS) resource

record to a specified Domain Name System (DNS) zone.  

The AgeRecord parameter is not relevant for DS resource records. 

  
Parameters  
Parameter :AgeRecord  
Description :Indicates that the DNS server uses a time stamp for the resource record that

this cmdlet adds. A DNS server can scavenge resource records that have become stale

based on a time stamp. 

 

Required false
Position named



  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :CryptoAlgorithm  
Description :Specifies the cryptographic algorithm the server uses to generate keys. The

acceptable values for this parameter are:

 

-- RsaSha1

-- RsaSha256

-- RsaSha512

-- RsaSha1NSec3

-- ECDsaP256Sha256

-- ECDsaP384Sha384 

 

Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :CryptoAlgorithm  
Description :Specifies the cryptographic algorithm the server uses to generate keys. The

acceptable values for this parameter are:

 

-- RsaSha1

-- RsaSha256

-- RsaSha512

-- RsaSha1NSec3

-- ECDsaP256Sha256

-- ECDsaP384Sha384 

 

Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :Digest  
Description :Specifies the DS digest data. 

 

  
Parameter :DigestType  
Description :Specifies the type of digest data. The acceptable values for this parameter

are:

 

-- Sha1

-- Sha256

-- Sha384 

 

  
Parameter :InformationAction  
Description : 

 

Required true
Position 5
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 7
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 6
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Digest  
Description :Specifies the DS digest data. 

 

  
Parameter :DigestType  
Description :Specifies the type of digest data. The acceptable values for this parameter

are:

 

-- Sha1

-- Sha256

-- Sha384 

 

  
Parameter :InformationAction  
Description : 

 

Required true
Position 5
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 7
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 6
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :InformationVariable  
Description : 

 

  
Parameter :KeyTag  
Description :Specifies a key tag. 

 

  
Parameter :Name  
Description :Specifies the name of the resource record that this cmdlet adds to the DNS

server. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
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Parameter :InformationVariable  
Description : 

 

  
Parameter :KeyTag  
Description :Specifies a key tag. 

 

  
Parameter :Name  
Description :Specifies the name of the resource record that this cmdlet adds to the DNS

server. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false



  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :TimeToLive  
Description :Specifies the Time to Live (TTL) value, in seconds, for a resource record.

Other DNS servers use this length of time to determine how long to cache a record. 

 

  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone. The cmdlet adds the record to this zone. 

 

  
Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :TimeToLive  
Description :Specifies the Time to Live (TTL) value, in seconds, for a resource record.

Other DNS servers use this length of time to determine how long to cache a record. 

 

  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone. The cmdlet adds the record to this zone. 

 

  
Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Add-DnsServerResourceRecordMX 
  
Synops  
Adds an MX resource record to a DNS server. 

  
Syntax  
 

Add-DnsServerResourceRecordMX [-ZoneName] <String> [-Name]

<String>

    [-MailExchange] <String> [-Preference] <UInt16> [-AgeRecord]

    [-AllowUpdateAny] [-CimSession <CimSession[]>] [-ComputerName

<String>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>] [-ZoneScope

 

    <System.String>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerResourceRecordMX cmdlet adds a Mail Exchanger (MX) resource

record to a Domain Name System (DNS) zone.  

The MX resource record provides the name for a mail server for a domain. If there are

multiple MX resource records for a domain, the client attempts to contact mail servers in

the order of preference from lowest value to highest value. 

  
Parameters  
Parameter :AgeRecord  
Description :Indicates that the DNS server uses a time stamp for the resource record that

this cmdlet adds. A DNS server can scavenge resource records that have become stale

based on a time stamp. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
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Cmdlet: Add-DnsServerResourceRecordMX 
  
Synops  
Adds an MX resource record to a DNS server. 

  
Syntax  
 

Add-DnsServerResourceRecordMX [-ZoneName] <String> [-Name]

<String>

    [-MailExchange] <String> [-Preference] <UInt16> [-AgeRecord]

    [-AllowUpdateAny] [-CimSession <CimSession[]>] [-ComputerName

<String>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-TimeToLive <TimeSpan>] [-ZoneScope

 

    <System.String>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerResourceRecordMX cmdlet adds a Mail Exchanger (MX) resource

record to a Domain Name System (DNS) zone.  

The MX resource record provides the name for a mail server for a domain. If there are

multiple MX resource records for a domain, the client attempts to contact mail servers in

the order of preference from lowest value to highest value. 

  
Parameters  
Parameter :AgeRecord  
Description :Indicates that the DNS server uses a time stamp for the resource record that

this cmdlet adds. A DNS server can scavenge resource records that have become stale

based on a time stamp. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)



  
Parameter :AllowUpdateAny  
Description :Indicates that any authenticated user can update a resource record that has

the same owner name. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :InformationAction  
Description : 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :AllowUpdateAny  
Description :Indicates that any authenticated user can update a resource record that has

the same owner name. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :InformationAction  
Description : 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :MailExchange  
Description :Specifies an FQDN for a mail exchanger. This value must resolve to a

corresponding host (A) resource record. 

 

  
Parameter :Name  
Description :Specifies the name of the host or child domain for the mail exchange record.

To add an MX resource record for the parent domain, specify a dot (.).. 

 

  
Parameter :PassThru 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :InformationVariable  
Description : 

 

  
Parameter :MailExchange  
Description :Specifies an FQDN for a mail exchanger. This value must resolve to a

corresponding host (A) resource record. 

 

  
Parameter :Name  
Description :Specifies the name of the host or child domain for the mail exchange record.

To add an MX resource record for the parent domain, specify a dot (.).. 

 

  
Parameter :PassThru 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :Preference  
Description :Specifies a priority, from 0 to 65535, for this MX resource record. A service

attempts to contact mail servers in the order of preference from lowest priority value to

highest priority value. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :TimeToLive  
Description :Specifies the Time to Live (TTL) value, in seconds, for a resource record.

Other DNS servers use this length of time to determine how long to cache a record. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 5
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :Preference  
Description :Specifies a priority, from 0 to 65535, for this MX resource record. A service

attempts to contact mail servers in the order of preference from lowest priority value to

highest priority value. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :TimeToLive  
Description :Specifies the Time to Live (TTL) value, in seconds, for a resource record.

Other DNS servers use this length of time to determine how long to cache a record. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 5
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone. 

 

  
Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ZoneName  
Description :Specifies the name of a DNS zone. 

 

  
Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Add-DnsServerResourceRecordPtr 
  
Synops  
Adds a type PTR resource record to a DNS server. 

  
Syntax  
 

Add-DnsServerResourceRecordPtr [-ZoneName] <String> [-Name]

<String>

    [-PtrDomainName] <String> [-AgeRecord] [-AllowUpdateAny] [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-TimeToLive <TimeSpan>] [-ZoneScope

<System.String>] [-Confirm]

    [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerResourceRecordPtr cmdlet adds a specified pointer (PTR) record to

a specified Domain Name System (DNS) zone.  

PTR resource records support reverse lookup based on the in-addr.arpa domain. PTR

records locate a computer by its IP address and resolve the address to the DNS domain

name for that computer. 

  
Parameters  
Parameter :AgeRecord  
Description :Indicates that the DNS server uses a time stamp for the resource record that

this cmdlet adds. A DNS server can scavenge resource records that have become stale

based on a time stamp. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
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Cmdlet: Add-DnsServerResourceRecordPtr 
  
Synops  
Adds a type PTR resource record to a DNS server. 

  
Syntax  
 

Add-DnsServerResourceRecordPtr [-ZoneName] <String> [-Name]

<String>

    [-PtrDomainName] <String> [-AgeRecord] [-AllowUpdateAny] [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-TimeToLive <TimeSpan>] [-ZoneScope

<System.String>] [-Confirm]

    [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerResourceRecordPtr cmdlet adds a specified pointer (PTR) record to

a specified Domain Name System (DNS) zone.  

PTR resource records support reverse lookup based on the in-addr.arpa domain. PTR

records locate a computer by its IP address and resolve the address to the DNS domain

name for that computer. 

  
Parameters  
Parameter :AgeRecord  
Description :Indicates that the DNS server uses a time stamp for the resource record that

this cmdlet adds. A DNS server can scavenge resource records that have become stale

based on a time stamp. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)



  
Parameter :AllowUpdateAny  
Description :Indicates that any authenticated user can update a resource record that has

the same owner name. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :InformationAction  
Description : 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :AllowUpdateAny  
Description :Indicates that any authenticated user can update a resource record that has

the same owner name. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :InformationAction  
Description : 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies part of the IP address for the host. You can use either an IPv4 or

IPv6 address. For example, if you use an IPv4 class C reverse lookup zone, then Name

specifies the last octet of the IP address. If you use a class B reverse lookup zone, then

Name specifies the last two octets. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies part of the IP address for the host. You can use either an IPv4 or

IPv6 address. For example, if you use an IPv4 class C reverse lookup zone, then Name

specifies the last octet of the IP address. If you use a class B reverse lookup zone, then

Name specifies the last two octets. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :PtrDomainName  
Description :Specifies an FQDN for a resource record in the DNS namespace. This value

is the response to a reverse lookup using this PTR. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :TimeToLive  
Description :Specifies the Time to Live (TTL) value, in seconds, for a resource record.

Other DNS servers use this length of time to determine how long to cache a record. 

 

  
Parameter :ZoneName  
Description :Specifies the name of a reverse lookup zone. 

 

Required true
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :PtrDomainName  
Description :Specifies an FQDN for a resource record in the DNS namespace. This value

is the response to a reverse lookup using this PTR. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :TimeToLive  
Description :Specifies the Time to Live (TTL) value, in seconds, for a resource record.

Other DNS servers use this length of time to determine how long to cache a record. 

 

  
Parameter :ZoneName  
Description :Specifies the name of a reverse lookup zone. 

 

Required true
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Outputs  
The DnsServerResourceRecord object contains the following fields: 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Outputs  
The DnsServerResourceRecord object contains the following fields: 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



-- DistinguishedName

-- HostName

-- RecordClass

-- RecordData

-- RecordType

-- Timestamp

-- TimeToLive

-- PtrDomainName  

Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerResourceRecord 
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-- DistinguishedName

-- HostName

-- RecordClass

-- RecordData

-- RecordType

-- Timestamp

-- TimeToLive

-- PtrDomainName  

Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerResourceRecord 

 

 



Cmdlet: Add-
DnsServerResponseRateLimitingExceptionlist 
  
Synops  
Adds an RRL exception list on the DNS server. 

  
Syntax  
 

Add-DnsServerResponseRateLimitingExceptionlist [[-Name] <String>]

 

    [[-ClientSubnet] <String>] [[-Fqdn] <String>] [[-

ServerInterfaceIP]

    <String>] [[-Condition] {AND | OR}] [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

<String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerResponseRateLimiting cmdlet adds a Response Rate Limiting (RRL)

exception list on the DNS server. The RRL exception list indicates that responses to

queries for specified Fully Qualified Domain Names (FQDNs), queries originating from

specified client subnets, queries received on specified server interfaces, or any

combination of these values, are exempt from RRL. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
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Cmdlet: Add-
DnsServerResponseRateLimitingExceptionlist 
  
Synops  
Adds an RRL exception list on the DNS server. 

  
Syntax  
 

Add-DnsServerResponseRateLimitingExceptionlist [[-Name] <String>]

 

    [[-ClientSubnet] <String>] [[-Fqdn] <String>] [[-

ServerInterfaceIP]

    <String>] [[-Condition] {AND | OR}] [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

<String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerResponseRateLimiting cmdlet adds a Response Rate Limiting (RRL)

exception list on the DNS server. The RRL exception list indicates that responses to

queries for specified Fully Qualified Domain Names (FQDNs), queries originating from

specified client subnets, queries received on specified server interfaces, or any

combination of these values, are exempt from RRL. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none



  
Parameter :ClientSubnet  
Description :Specifies the client subnet values for the exception list. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server on which to run the command. You can

specify an IP address or any value that resolves to an IP address, such as a fully

qualified domain name (FQDN), host name, or NetBIOS name. 

 

  
Parameter :Condition  
Description :Specifies a logical operator for combining multiple values of the

ClientSubnet, Fdqn and ServerIp parameters. The values for the parameters are

combined using the Condition parameter as a logical operator. The same operator is also

used for combining EQ and NE expressions within a value. The default value is AND. 

 

  
Parameter :Fqdn  
Description :Specifies FQDN values for the exception list. 

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 6
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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Parameter :ClientSubnet  
Description :Specifies the client subnet values for the exception list. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server on which to run the command. You can

specify an IP address or any value that resolves to an IP address, such as a fully

qualified domain name (FQDN), host name, or NetBIOS name. 

 

  
Parameter :Condition  
Description :Specifies a logical operator for combining multiple values of the

ClientSubnet, Fdqn and ServerIp parameters. The values for the parameters are

combined using the Condition parameter as a logical operator. The same operator is also

used for combining EQ and NE expressions within a value. The default value is AND. 

 

  
Parameter :Fqdn  
Description :Specifies FQDN values for the exception list. 

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 6
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



 

  
Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

values for this parameter are:

 

-- SilentlyContinue

-- Stop

-- Continue

-- Inquire

-- Ignore

-- Suspend 

 

  
Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

  
Parameter :Name  
Description :Specifies the name of the RRL exception list. 

 

Required false
Position 4
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 2
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Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

values for this parameter are:

 

-- SilentlyContinue

-- Stop

-- Continue

-- Inquire

-- Ignore

-- Suspend 

 

  
Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

  
Parameter :Name  
Description :Specifies the name of the RRL exception list. 

 

Required false
Position 4
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 2



  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ServerInterfaceIP  
Description :Specifies the server interface on which the DNS server is listening. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm 

Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 5
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ServerInterfaceIP  
Description :Specifies the server interface on which the DNS server is listening. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm 

Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 5
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs  
The Microsoft.Management.Infrastructure.CimInstance object is a wrapper class that

displays Windows Management Instrumentation (WMI) objects. The path after the pound

sign (#) provides the namespace and class name for the underlying WMI object.  

Type :

Microsoft.Management.Infrastructure.CimInstance#DnsServerResponseRateLimitingExc

eptionlist 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs  
The Microsoft.Management.Infrastructure.CimInstance object is a wrapper class that

displays Windows Management Instrumentation (WMI) objects. The path after the pound

sign (#) provides the namespace and class name for the underlying WMI object.  

Type :

Microsoft.Management.Infrastructure.CimInstance#DnsServerResponseRateLimitingExc

eptionlist 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Add-DnsServerRootHint 
  
Synops  
Adds root hints on a DNS server. 

  
Syntax  
 

Add-DnsServerRootHint [-CimSession <CimSession[]>] [-ComputerName

 

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

Add-DnsServerRootHint [-NameServer] <String> [-IPAddress]

<IPAddress[]>

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerRootHint cmdlet adds root hints on a Domain Name System (DNS)

server. You can add root hints by specifying the DNS name server and IP address, or

you can use the InputObject parameter to specify a DnsServerRootHint object. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

137

Cmdlet: Add-DnsServerRootHint 
  
Synops  
Adds root hints on a DNS server. 

  
Syntax  
 

Add-DnsServerRootHint [-CimSession <CimSession[]>] [-ComputerName

 

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

Add-DnsServerRootHint [-NameServer] <String> [-IPAddress]

<IPAddress[]>

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerRootHint cmdlet adds root hints on a Domain Name System (DNS)

server. You can add root hints by specifying the DNS name server and IP address, or

you can use the InputObject parameter to specify a DnsServerRootHint object. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 



 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :IPAddress 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :IPAddress 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Description :Specifies an array of IPv4 or IPv6 addresses of DNS servers. 

 

  
Parameter :NameServer  
Description :Specifies the fully qualified domain name of the root name server. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
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Description :Specifies an array of IPv4 or IPv6 addresses of DNS servers. 

 

  
Parameter :NameServer  
Description :Specifies the fully qualified domain name of the root name server. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none



  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Add a root hint to a DNS server by using IP address  

This command adds the IP address 172.23.90.128 for the name server root.contoso.com

to the list of root hints on the local DNS server.     

 

  
Example 2: Add a root hint to a DNS server by using an IPv6 address  

This command adds the IPv6 address 2001:4898:7020:f100:458f:e6a2:fcaf:698c for the

name server root.contoso.com to the list of root hints on the local DNS server.     

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\> Add-DnsServerRootHint -NameServer "root.contoso.com" -
IPAddress 172.23.90.128

PS C:\>Add-DnsServerRootHint -NameServer "root.contoso.com" -
IPAddress 2001:4898:7020:f100:458f:e6a2:fcaf:698c
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Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Add a root hint to a DNS server by using IP address  

This command adds the IP address 172.23.90.128 for the name server root.contoso.com

to the list of root hints on the local DNS server.     

 

  
Example 2: Add a root hint to a DNS server by using an IPv6 address  

This command adds the IPv6 address 2001:4898:7020:f100:458f:e6a2:fcaf:698c for the

name server root.contoso.com to the list of root hints on the local DNS server.     

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\> Add-DnsServerRootHint -NameServer "root.contoso.com" -
IPAddress 172.23.90.128

PS C:\>Add-DnsServerRootHint -NameServer "root.contoso.com" -
IPAddress 2001:4898:7020:f100:458f:e6a2:fcaf:698c
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Cmdlet: Add-DnsServerSecondaryZone 
  
Synops  
Adds a DNS server secondary zone. 

  
Syntax  
 

Add-DnsServerSecondaryZone [-Name] <String> [-ZoneFile] <String>

    [-MasterServers] <IPAddress[]> [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-LoadExisting] [-PassThru] [-ThrottleLimit <Int32>] [-

Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

Add-DnsServerSecondaryZone [-ZoneFile] <String> [-MasterServers]

    <IPAddress[]> [-CimSession <CimSession[]>] [-ComputerName

<String>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

LoadExisting]

    [-PassThru] [-ThrottleLimit <Int32>] -NetworkId <String> [-

Confirm]

    [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerSecondaryZone cmdlet adds a specified secondary zone on a

Domain Name System (DNS) server. You can create either a forward lookup zone or a

reverse lookup zone. To create a reverse lookup zone, specify a network ID by using the

NetworkID parameter, or specify a full reverse lookup zone name by using the Name

parameter. 

  
Parameters 
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Cmdlet: Add-DnsServerSecondaryZone 
  
Synops  
Adds a DNS server secondary zone. 

  
Syntax  
 

Add-DnsServerSecondaryZone [-Name] <String> [-ZoneFile] <String>

    [-MasterServers] <IPAddress[]> [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-LoadExisting] [-PassThru] [-ThrottleLimit <Int32>] [-

Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

Add-DnsServerSecondaryZone [-ZoneFile] <String> [-MasterServers]

    <IPAddress[]> [-CimSession <CimSession[]>] [-ComputerName

<String>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

LoadExisting]

    [-PassThru] [-ThrottleLimit <Int32>] -NetworkId <String> [-

Confirm]

    [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerSecondaryZone cmdlet adds a specified secondary zone on a

Domain Name System (DNS) server. You can create either a forward lookup zone or a

reverse lookup zone. To create a reverse lookup zone, specify a network ID by using the

NetworkID parameter, or specify a full reverse lookup zone name by using the Name

parameter. 

  
Parameters 



Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
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Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named



  
Parameter :LoadExisting  
Description :Indicates that the server loads an existing file for the zone. If you do not

specify this parameter, this cmdlet creates default zone records automatically. This

parameter is relevant only for file-backed zones. 

 

  
Parameter :MasterServers  
Description :Specifies an array of IP addresses of the master servers of the zone. You

can use both IPv4 and IPv6. 

 

  
Parameter :Name  
Description :Specifies a name of a zone. 

 

  
Parameter :NetworkId  
Description :Specifies a network ID and prefix length for a reverse lookup zone. Use the

format A.B.C.D/prefix for IPv4 or 1111:2222:3333:4444::/prefix for IPv6. 

Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :LoadExisting  
Description :Indicates that the server loads an existing file for the zone. If you do not

specify this parameter, this cmdlet creates default zone records automatically. This

parameter is relevant only for file-backed zones. 

 

  
Parameter :MasterServers  
Description :Specifies an array of IP addresses of the master servers of the zone. You

can use both IPv4 and IPv6. 

 

  
Parameter :Name  
Description :Specifies a name of a zone. 

 

  
Parameter :NetworkId  
Description :Specifies a network ID and prefix length for a reverse lookup zone. Use the

format A.B.C.D/prefix for IPv4 or 1111:2222:3333:4444::/prefix for IPv6. 

Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneFile  
Description :Specifies the name of the zone file. This parameter is only relevant for file-

backed DNS. 

 

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
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Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneFile  
Description :Specifies the name of the zone file. This parameter is only relevant for file-

backed DNS. 

 

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)



  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Add a secondary DNS server zone  

This command creates a secondary DNS zone named western.contoso.com with the

specified master server. This zone is file-backed.     

 

  
Example 2: Create secondary zones  

This example gets primary zones from the server win-olpn33s5q3m.mytest.contoso.com

and creates secondary zones, except TrustAnchors and AutoCreated zones, on the local

system.     

Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\> Add-DnsServerSecondaryZone -Name "western.contoso.com"
-ZoneFile "western.contoso.com.dns" -MasterServers
172.23.90.124
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Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Add a secondary DNS server zone  

This command creates a secondary DNS zone named western.contoso.com with the

specified master server. This zone is file-backed.     

 

  
Example 2: Create secondary zones  

This example gets primary zones from the server win-olpn33s5q3m.mytest.contoso.com

and creates secondary zones, except TrustAnchors and AutoCreated zones, on the local

system.     

Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\> Add-DnsServerSecondaryZone -Name "western.contoso.com"
-ZoneFile "western.contoso.com.dns" -MasterServers
172.23.90.124



 

 

 

PS C:\>Get-DnsServerZone -ComputerName win-
olpn33s5q3m.mytest.contoso.com | where {("Primary" -eq
$_.ZoneType) -and ($False -eq $_.IsAutoCreated) -and
("TrustAnchors" -ne $_.ZoneName)} | %{ $_ | Add-
DnsServerSecondaryZone -MasterServers 172.23.90.136 -ZoneFile
"$($_.ZoneName).dns"}
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PS C:\>Get-DnsServerZone -ComputerName win-
olpn33s5q3m.mytest.contoso.com | where {("Primary" -eq
$_.ZoneType) -and ($False -eq $_.IsAutoCreated) -and
("TrustAnchors" -ne $_.ZoneName)} | %{ $_ | Add-
DnsServerSecondaryZone -MasterServers 172.23.90.136 -ZoneFile
"$($_.ZoneName).dns"}



Cmdlet: Add-DnsServerSigningKey 
  
Synops  
Adds a KSK or ZSK to a signed zone. 

  
Syntax  
 

Add-DnsServerSigningKey [-ZoneName] <String> [[-Type]

{KeySigningKey |

    ZoneSigningKey}] [[-CryptoAlgorithm] {RsaSha1 | RsaSha256 |

RsaSha512 |

    RsaSha1NSec3 | ECDsaP256Sha256 | ECDsaP384Sha384}] [[-

KeyLength] <UInt32>]

    [-ActiveKey <String>] [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-DnsKeySignatureValidityPeriod <TimeSpan>]

    [-DSSignatureValidityPeriod <TimeSpan>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-

InitialRolloverOffset <TimeSpan>]

    [-KeyStorageProvider <String>] [-NextKey <String>] [-

PassThru]

    [-RolloverPeriod <TimeSpan>] [-StandbyKey <String>] [-

StoreKeysInAD

    <Boolean>] [-ThrottleLimit <Int32>] [-

ZoneSignatureValidityPeriod

    <TimeSpan>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerSigningKey cmdlet adds a Key Signing Key (KSK) or Zone Signing

Key (ZSK) key to a Domain Name System (DNS) signed zone. 

  
Parameters  
Parameter :ActiveKey  
Description :Specifies a signing key pointer string for the KSK's active key. 
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Cmdlet: Add-DnsServerSigningKey 
  
Synops  
Adds a KSK or ZSK to a signed zone. 

  
Syntax  
 

Add-DnsServerSigningKey [-ZoneName] <String> [[-Type]

{KeySigningKey |

    ZoneSigningKey}] [[-CryptoAlgorithm] {RsaSha1 | RsaSha256 |

RsaSha512 |

    RsaSha1NSec3 | ECDsaP256Sha256 | ECDsaP384Sha384}] [[-

KeyLength] <UInt32>]

    [-ActiveKey <String>] [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-DnsKeySignatureValidityPeriod <TimeSpan>]

    [-DSSignatureValidityPeriod <TimeSpan>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-

InitialRolloverOffset <TimeSpan>]

    [-KeyStorageProvider <String>] [-NextKey <String>] [-

PassThru]

    [-RolloverPeriod <TimeSpan>] [-StandbyKey <String>] [-

StoreKeysInAD

    <Boolean>] [-ThrottleLimit <Int32>] [-

ZoneSignatureValidityPeriod

    <TimeSpan>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerSigningKey cmdlet adds a Key Signing Key (KSK) or Zone Signing

Key (ZSK) key to a Domain Name System (DNS) signed zone. 

  
Parameters  
Parameter :ActiveKey  
Description :Specifies a signing key pointer string for the KSK's active key. 

 



  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :CryptoAlgorithm  
Description :Specifies a cryptographic algorithm to use for key generation. The

acceptable values for this parameter are:

 

-- RsaSha1

-- RsaSha256

-- RsaSha512

-- RsaSha1NSec3

-- ECDsaP256Sha256

-- ECDsaP384Sha384 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :CryptoAlgorithm  
Description :Specifies a cryptographic algorithm to use for key generation. The

acceptable values for this parameter are:

 

-- RsaSha1

-- RsaSha256

-- RsaSha512

-- RsaSha1NSec3

-- ECDsaP256Sha256

-- ECDsaP384Sha384 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

  
Parameter :DnsKeySignatureValidityPeriod  
Description :Specifies the amount of time that signatures that cover DNSKEY record sets

are valid. 

 

  
Parameter :DSSignatureValidityPeriod  
Description :Specifies the amount of time that signatures that cover DS record sets are

valid. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable 

Required false
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :DnsKeySignatureValidityPeriod  
Description :Specifies the amount of time that signatures that cover DNSKEY record sets

are valid. 

 

  
Parameter :DSSignatureValidityPeriod  
Description :Specifies the amount of time that signatures that cover DS record sets are

valid. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable 

Required false
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Description : 

 

  
Parameter :InitialRolloverOffset  
Description :Specifies the amount of time to delay the first scheduled key rollover. You

can use InitialRolloverOffset to stagger key rollovers. 

 

  
Parameter :KeyLength  
Description :Specifies the bit length of a key. 

 

  
Parameter :KeyStorageProvider  
Description :Specifies the Key Storage Provider that the DNS server uses to generate

keys. 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position 5
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Description : 

 

  
Parameter :InitialRolloverOffset  
Description :Specifies the amount of time to delay the first scheduled key rollover. You

can use InitialRolloverOffset to stagger key rollovers. 

 

  
Parameter :KeyLength  
Description :Specifies the bit length of a key. 

 

  
Parameter :KeyStorageProvider  
Description :Specifies the Key Storage Provider that the DNS server uses to generate

keys. 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position 5
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



Parameter :NextKey  
Description :Specifies a signing key pointer string for the next key. The DNS server uses

this key during the next key rollover event. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :RolloverPeriod  
Description :Specifies the amount of time between scheduled key rollovers. 

 

  
Parameter :StandbyKey  
Description :Specifies a signing key pointer string for the KSK's standby key. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :NextKey  
Description :Specifies a signing key pointer string for the next key. The DNS server uses

this key during the next key rollover event. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :RolloverPeriod  
Description :Specifies the amount of time between scheduled key rollovers. 

 

  
Parameter :StandbyKey  
Description :Specifies a signing key pointer string for the KSK's standby key. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :StoreKeysInAD  
Description :Specifies whetehr to store the keys in Active Directory Domain Services (AD

DS). This setting applies only to Active Directory-integrated zones when the vendor of

KeyStorageProvider is Microsoft. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Type  
Description :Specifies whether a key is a KSK or a ZSK. 

 

  
Parameter :ZoneName  
Description :Specifies the name of the zone in which DNS Security Extensions

(DNSSEC) operations are performed. 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :StoreKeysInAD  
Description :Specifies whetehr to store the keys in Active Directory Domain Services (AD

DS). This setting applies only to Active Directory-integrated zones when the vendor of

KeyStorageProvider is Microsoft. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Type  
Description :Specifies whether a key is a KSK or a ZSK. 

 

  
Parameter :ZoneName  
Description :Specifies the name of the zone in which DNS Security Extensions

(DNSSEC) operations are performed. 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



 

  
Parameter :ZoneSignatureValidityPeriod  
Description :Specifies the amount of time that signatures that cover all other record sets

are valid. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ZoneSignatureValidityPeriod  
Description :Specifies the amount of time that signatures that cover all other record sets

are valid. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Add-DnsServerStubZone 
  
Synops  
Adds a DNS stub zone. 

  
Syntax  
 

Add-DnsServerStubZone [-Name] <String> [-MasterServers]

<IPAddress[]>

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-LoadExisting] [-

PassThru]

    [-ThrottleLimit <Int32>] [-ZoneFile <String>] [-Confirm] [-

WhatIf]

    [<CommonParameters>]

   

   

Add-DnsServerStubZone [-MasterServers] <IPAddress[]> [-CimSession

 

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-LoadExisting] [-

PassThru]

    [-ThrottleLimit <Int32>] [-ZoneFile <String>] -NetworkId

<String>

    [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerStubZone [-Name] <String> [-MasterServers]

<IPAddress[]>

    [-ReplicationScope] {Forest | Domain | Legacy | Custom}

    [[-DirectoryPartitionName] <String>] [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable
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Cmdlet: Add-DnsServerStubZone 
  
Synops  
Adds a DNS stub zone. 

  
Syntax  
 

Add-DnsServerStubZone [-Name] <String> [-MasterServers]

<IPAddress[]>

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-LoadExisting] [-

PassThru]

    [-ThrottleLimit <Int32>] [-ZoneFile <String>] [-Confirm] [-

WhatIf]

    [<CommonParameters>]

   

   

Add-DnsServerStubZone [-MasterServers] <IPAddress[]> [-CimSession

 

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-LoadExisting] [-

PassThru]

    [-ThrottleLimit <Int32>] [-ZoneFile <String>] -NetworkId

<String>

    [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerStubZone [-Name] <String> [-MasterServers]

<IPAddress[]>

    [-ReplicationScope] {Forest | Domain | Legacy | Custom}

    [[-DirectoryPartitionName] <String>] [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 



    <System.String>] [-LoadExisting] [-PassThru] [-ThrottleLimit

<Int32>]

    [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerStubZone [-MasterServers] <IPAddress[]> [-

ReplicationScope]

    {Forest | Domain | Legacy | Custom} [[-

DirectoryPartitionName] <String>]

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-LoadExisting] [-

PassThru]

    [-ThrottleLimit <Int32>] -NetworkId <String> [-Confirm] [-

WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerStubZone cmdlet adds a stub zone. A stub zone is a copy of a

Domain Name System (DNS) zone that contains only resource records that identify the

DNS servers for that zone.  

You can add either a forward lookup zone or a reverse lookup zone. You can add either

an Active Directory-integrated zone or a file-backed zone. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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    <System.String>] [-LoadExisting] [-PassThru] [-ThrottleLimit

<Int32>]

    [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerStubZone [-MasterServers] <IPAddress[]> [-

ReplicationScope]

    {Forest | Domain | Legacy | Custom} [[-

DirectoryPartitionName] <String>]

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-LoadExisting] [-

PassThru]

    [-ThrottleLimit <Int32>] -NetworkId <String> [-Confirm] [-

WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerStubZone cmdlet adds a stub zone. A stub zone is a copy of a

Domain Name System (DNS) zone that contains only resource records that identify the

DNS servers for that zone.  

You can add either a forward lookup zone or a reverse lookup zone. You can add either

an Active Directory-integrated zone or a file-backed zone. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :DirectoryPartitionName  
Description :Specifies a directory partition on which to store the zone. Use this parameter

when the ReplicationScope parameter has a value of Custom. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 5
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
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Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :DirectoryPartitionName  
Description :Specifies a directory partition on which to store the zone. Use this parameter

when the ReplicationScope parameter has a value of Custom. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 5
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named



  
Parameter :LoadExisting  
Description :Indicates that the server loads an existing file for the zone. Otherwise, the

cmdlet creates default zone records automatically. This switch is relevant only for file-

backed zones. 

 

  
Parameter :MasterServers  
Description :Specifies an array of IP addresses of the master servers of the zone. You

can use both IPv4 and IPv6. 

 

  
Parameter :Name  
Description :Specifies a name of a zone. 

 

  
Parameter :NetworkId  
Description :Specifies a network ID and prefix length for a reverse lookup zone. Use the

format A.B.C.D/prefix for IPv4 or 1111:2222:3333:4444::/prefix for IPv6. 

Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :LoadExisting  
Description :Indicates that the server loads an existing file for the zone. Otherwise, the

cmdlet creates default zone records automatically. This switch is relevant only for file-

backed zones. 

 

  
Parameter :MasterServers  
Description :Specifies an array of IP addresses of the master servers of the zone. You

can use both IPv4 and IPv6. 

 

  
Parameter :Name  
Description :Specifies a name of a zone. 

 

  
Parameter :NetworkId  
Description :Specifies a network ID and prefix length for a reverse lookup zone. Use the

format A.B.C.D/prefix for IPv4 or 1111:2222:3333:4444::/prefix for IPv6. 

Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ReplicationScope  
Description :Specifies a partition on which to store an Active Directory-integrated zone.

The acceptable values for this parameter are:

 

-- Custom. Any custom directory partition that a user creates. Specify a custom directory

partition by using the DirectoryPartitionName parameter.

-- Domain. The domain directory partition.

-- Forest. The ForestDnsZone directory partition.

-- Legacy. A legacy directory partition. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ReplicationScope  
Description :Specifies a partition on which to store an Active Directory-integrated zone.

The acceptable values for this parameter are:

 

-- Custom. Any custom directory partition that a user creates. Specify a custom directory

partition by using the DirectoryPartitionName parameter.

-- Domain. The domain directory partition.

-- Forest. The ForestDnsZone directory partition.

-- Legacy. A legacy directory partition. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneFile  
Description :Specifies a name of the zone file. This parameter is only relevant for file-

backed DNS. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneFile  
Description :Specifies a name of the zone file. This parameter is only relevant for file-

backed DNS. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



  
Examples  
Example 1: Add a file-backed stub zone  

This command adds west02.contoso.com as a file-backed stub zone. The command

specifies a master server and uses the PassThru parameter to produce output.     

 

  
Example 2: Add an Active Directory-integerated stub zone  

This command adds west03.contoso.com as a stub zone replicated to all DNS servers in

the forest.     

 

  
Example 3: Add an Active Directory-integrated reverse lookup zone  

This command adds a stub zone for the network 2.1.10.in-addr.arpa, which is replicated

to all DNS servers in the forest.     

 

 

 

PS C:\> Add-DnsServerStubZone -Name "west02.contoso.com" -
MasterServers "172.23.90.124" -PassThru -ZoneFile
"west02_contoso.dns"

PS C:\>Add-DnsServerStubZone -Name "west03.contoso.com" -
MasterServers 172.23.90.124 -PassThru -ReplicationScope
"Forest"

PS C:\>Add-DnsServerStubZone -NetworkId 10.1.2.0/24 -
MasterServers 172.23.90.124 -PassThru -ReplicationScope Forest
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Examples  
Example 1: Add a file-backed stub zone  

This command adds west02.contoso.com as a file-backed stub zone. The command

specifies a master server and uses the PassThru parameter to produce output.     

 

  
Example 2: Add an Active Directory-integerated stub zone  

This command adds west03.contoso.com as a stub zone replicated to all DNS servers in

the forest.     

 

  
Example 3: Add an Active Directory-integrated reverse lookup zone  

This command adds a stub zone for the network 2.1.10.in-addr.arpa, which is replicated

to all DNS servers in the forest.     

 

 

 

PS C:\> Add-DnsServerStubZone -Name "west02.contoso.com" -
MasterServers "172.23.90.124" -PassThru -ZoneFile
"west02_contoso.dns"

PS C:\>Add-DnsServerStubZone -Name "west03.contoso.com" -
MasterServers 172.23.90.124 -PassThru -ReplicationScope
"Forest"

PS C:\>Add-DnsServerStubZone -NetworkId 10.1.2.0/24 -
MasterServers 172.23.90.124 -PassThru -ReplicationScope Forest



Cmdlet: Add-DnsServerTrustAnchor 
  
Synops  
Adds a trust anchor to a DNS server. 

  
Syntax  
 

Add-DnsServerTrustAnchor [-Name] <String> [-CryptoAlgorithm]

{RsaSha1 |

    RsaSha256 | RsaSha512 | RsaSha1NSec3 | ECDsaP256Sha256 |

ECDsaP384Sha384}

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-KeyProtocol

<String>] [-PassThru]

    [-ThrottleLimit <Int32>] -Base64Data <String> [-Confirm] [-

WhatIf]

    [<CommonParameters>]

   

   

Add-DnsServerTrustAnchor [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] -Root [-Confirm] [-

WhatIf]

    [<CommonParameters>]

   

   

Add-DnsServerTrustAnchor [-Name] <String> [-CryptoAlgorithm]

{RsaSha1 |

    RsaSha256 | RsaSha512 | RsaSha1NSec3 | ECDsaP256Sha256 |

ECDsaP384Sha384}

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]
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Cmdlet: Add-DnsServerTrustAnchor 
  
Synops  
Adds a trust anchor to a DNS server. 

  
Syntax  
 

Add-DnsServerTrustAnchor [-Name] <String> [-CryptoAlgorithm]

{RsaSha1 |

    RsaSha256 | RsaSha512 | RsaSha1NSec3 | ECDsaP256Sha256 |

ECDsaP384Sha384}

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-KeyProtocol

<String>] [-PassThru]

    [-ThrottleLimit <Int32>] -Base64Data <String> [-Confirm] [-

WhatIf]

    [<CommonParameters>]

   

   

Add-DnsServerTrustAnchor [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] -Root [-Confirm] [-

WhatIf]

    [<CommonParameters>]

   

   

Add-DnsServerTrustAnchor [-Name] <String> [-CryptoAlgorithm]

{RsaSha1 |

    RsaSha256 | RsaSha512 | RsaSha1NSec3 | ECDsaP256Sha256 |

ECDsaP384Sha384}

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]



    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] -Digest <String> -DigestType {Sha1 | Sha256 |

Sha384} -KeyTag

    <UInt16> [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerTrustAnchor cmdlet adds a trust anchor (DNSKEY record or DS

record) to a Domain Name System (DNS) server. If no trust anchor is present, the cmdlet

creates one. If you specify the DigestType parameter, the cmdlet adds a trust anchor

delegation signer (DS) record.  

If you specify the Root parameter the cmdlet retrieves the trust anchors from the URL

specified in RootTrustAnchorsURL property of the DNS server. 

  
Parameters  
Parameter :Base64Data  
Description :Specifies key data. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName 

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] -Digest <String> -DigestType {Sha1 | Sha256 |

Sha384} -KeyTag

    <UInt16> [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerTrustAnchor cmdlet adds a trust anchor (DNSKEY record or DS

record) to a Domain Name System (DNS) server. If no trust anchor is present, the cmdlet

creates one. If you specify the DigestType parameter, the cmdlet adds a trust anchor

delegation signer (DS) record.  

If you specify the Root parameter the cmdlet retrieves the trust anchors from the URL

specified in RootTrustAnchorsURL property of the DNS server. 

  
Parameters  
Parameter :Base64Data  
Description :Specifies key data. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName 

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Description :Specifies a remote DNS server. The acceptable values for this parameter

are:an IP address or any value that resolves to an IP address, such as a fully qualified

domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :CryptoAlgorithm  
Description :Specifies the cryptographic algorithm that the cmdlet uses for key

generation. The acceptable values for this parameter are:

 

-- RsaSha1

-- RsaSha256

-- RsaSha512

-- RsaSha1NSec3

-- ECDsaP256Sha256

-- ECDsaP384Sha384 

 

  
Parameter :Digest  
Description :Specifies the DS digest data. 

 

  
Parameter :DigestType  
Description :Specifies the type of algorithm that the zone signing key uses to create the

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Description :Specifies a remote DNS server. The acceptable values for this parameter

are:an IP address or any value that resolves to an IP address, such as a fully qualified

domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :CryptoAlgorithm  
Description :Specifies the cryptographic algorithm that the cmdlet uses for key

generation. The acceptable values for this parameter are:

 

-- RsaSha1

-- RsaSha256

-- RsaSha512

-- RsaSha1NSec3

-- ECDsaP256Sha256

-- ECDsaP384Sha384 

 

  
Parameter :Digest  
Description :Specifies the DS digest data. 

 

  
Parameter :DigestType  
Description :Specifies the type of algorithm that the zone signing key uses to create the

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



DS record. Valid values are one or more of the following:

-- Sha1

-- Sha256

-- Sha384 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :KeyProtocol  
Description :Specifies the key protocol. The default is Dnssec. 

 

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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DS record. Valid values are one or more of the following:

-- Sha1

-- Sha256

-- Sha384 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :KeyProtocol  
Description :Specifies the key protocol. The default is Dnssec. 

 

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :KeyTag  
Description :Specifies the unique key tag that the DNS server uses to identify a key. 

 

  
Parameter :Name  
Description :Specifies the name of a trust anchor on a DNS server. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :Root  
Description :Indicates that the cmdlet adds the trust anchor of the root zone from the URL

specified by the RootTrustAnchorsURL property of the DNS server. 

 

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? false
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Parameter :KeyTag  
Description :Specifies the unique key tag that the DNS server uses to identify a key. 

 

  
Parameter :Name  
Description :Specifies the name of a trust anchor on a DNS server. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :Root  
Description :Indicates that the cmdlet adds the trust anchor of the root zone from the URL

specified by the RootTrustAnchorsURL property of the DNS server. 

 

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? false



  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Outputs  
The DnsServerTrustAnchor object contains the following fields: 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Outputs  
The DnsServerTrustAnchor object contains the following fields: 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



--EnteredStateTime

--KeyTag

--NextStateTime

--TrustAnchorData

--TrustAnchorName

--TrustAnchorState

--TrustAnchorType  

Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerTrustAnchor 

  
Examples  
Example 1: Add a trust anchor to a DNS server  

This command uses the Get-DnsServerResourceRecord cmdlet to obtain a DnsKey

resource record from the DNS server DNS1 for the zone named sec.contoso.com. The

command then uses the pipeline operator to send it to the Add-DnsServerTrustAnchor

cmdlet to add a trust anchor to the current DNS server for this zone.     
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--EnteredStateTime

--KeyTag

--NextStateTime

--TrustAnchorData

--TrustAnchorName

--TrustAnchorState

--TrustAnchorType  

Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerTrustAnchor 

  
Examples  
Example 1: Add a trust anchor to a DNS server  

This command uses the Get-DnsServerResourceRecord cmdlet to obtain a DnsKey

resource record from the DNS server DNS1 for the zone named sec.contoso.com. The

command then uses the pipeline operator to send it to the Add-DnsServerTrustAnchor

cmdlet to add a trust anchor to the current DNS server for this zone.     



 

  
Example 2: Add a trust anchor from the RootTrustAnchorsURL property  

This command adds the trust anchors from the URL specified by the

RootTrustAnchorsURL property of the DNS server.     

 

 

 

PS C:\>Get-DnsServerResourceRecord -ZoneName "sec.contoso.com"
-RRType "dnskey" –ComputerName DNS1 | %{ $_.RecordData | Add-
DnsServerTrustAnchor -PassThru -Verbose -Name
"sec.contoso.com"}
VERBOSE: Adding trust anchor for trust point sec.contoso.com
of type DNSKEY on server Server01.
TrustAnchorName             TrustAnchorType
TrustAnchorState     TrustAnchorData
---------------              ---------------      ------------
----     ---------------
sec.contoso.com             DNSKEY               Valid
[23600][DnsSec][RsaSha256][AwEAAbZvBTiMzoqK...
VERBOSE: Adding trust anchor for trust point sec.contoso.com
of type DNSKEY on server Server01.
sec.contoso.com             DNSKEY               Valid
[53180][DnsSec][RsaSha256][AwEAAbsS7NnziyRY...
VERBOSE: Adding trust anchor for trust point sec.contoso.com
of type DNSKEY on server Server01.

sec.contoso.com             DNSKEY               Valid
[50272][DnsSec][RsaSha256][AwEAAe1EkxNj6M1b...
VERBOSE: Adding trust anchor for trust point sec.contoso.com
of type DNSKEY on server Server01.
sec.contoso.com             DNSKEY               Valid
[37436][DnsSec][RsaSha256][AwEAAa1PJyk2lITB...
VERBOSE: Adding trust anchor for trust point sec.contoso.com
of type DNSKEY on server Server01.
sec.contoso.com             DNSKEY               Valid
[2895][DnsSec][RsaSha1NSec3][AwEAAbOk5nl41M...
VERBOSE: Adding trust anchor for trust point sec.contoso.com
of type DNSKEY on server Server01.
sec.contoso.com             DNSKEY               Valid
[62250][DnsSec][RsaSha1NSec3][AwEAAci9Ayfjg...
VERBOSE: Adding trust anchor for trust point sec.contoso.com
of type DNSKEY on server Server01.
sec.contoso.com             DNSKEY               Valid
[47244][DnsSec][RsaSha1NSec3][AwEAAcFv94ne6...

PS C:\>Add-DnsServerTrustAnchor -Root
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Example 2: Add a trust anchor from the RootTrustAnchorsURL property  

This command adds the trust anchors from the URL specified by the

RootTrustAnchorsURL property of the DNS server.     

 

 

 

PS C:\>Get-DnsServerResourceRecord -ZoneName "sec.contoso.com"
-RRType "dnskey" –ComputerName DNS1 | %{ $_.RecordData | Add-
DnsServerTrustAnchor -PassThru -Verbose -Name
"sec.contoso.com"}
VERBOSE: Adding trust anchor for trust point sec.contoso.com
of type DNSKEY on server Server01.
TrustAnchorName             TrustAnchorType
TrustAnchorState     TrustAnchorData
---------------              ---------------      ------------
----     ---------------
sec.contoso.com             DNSKEY               Valid
[23600][DnsSec][RsaSha256][AwEAAbZvBTiMzoqK...
VERBOSE: Adding trust anchor for trust point sec.contoso.com
of type DNSKEY on server Server01.
sec.contoso.com             DNSKEY               Valid
[53180][DnsSec][RsaSha256][AwEAAbsS7NnziyRY...
VERBOSE: Adding trust anchor for trust point sec.contoso.com
of type DNSKEY on server Server01.

sec.contoso.com             DNSKEY               Valid
[50272][DnsSec][RsaSha256][AwEAAe1EkxNj6M1b...
VERBOSE: Adding trust anchor for trust point sec.contoso.com
of type DNSKEY on server Server01.
sec.contoso.com             DNSKEY               Valid
[37436][DnsSec][RsaSha256][AwEAAa1PJyk2lITB...
VERBOSE: Adding trust anchor for trust point sec.contoso.com
of type DNSKEY on server Server01.
sec.contoso.com             DNSKEY               Valid
[2895][DnsSec][RsaSha1NSec3][AwEAAbOk5nl41M...
VERBOSE: Adding trust anchor for trust point sec.contoso.com
of type DNSKEY on server Server01.
sec.contoso.com             DNSKEY               Valid
[62250][DnsSec][RsaSha1NSec3][AwEAAci9Ayfjg...
VERBOSE: Adding trust anchor for trust point sec.contoso.com
of type DNSKEY on server Server01.
sec.contoso.com             DNSKEY               Valid
[47244][DnsSec][RsaSha1NSec3][AwEAAcFv94ne6...

PS C:\>Add-DnsServerTrustAnchor -Root



Cmdlet: Add-DnsServerVirtualizationInstance 
  
Synops  
 

Add-DnsServerVirtualizationInstance [-Name] <string> [-ComputerName <string>] [-

FriendlyName <string>] [-Description <string>] [-PassThru] [-CimSession

<CimSession[]>] [-ThrottleLimit <int>] [-AsJob] [-WhatIf] [-Confirm]

[<CommonParameters>] 

  
Syntax  
 

Add-DnsServerVirtualizationInstance [-Name] <string> [-

ComputerName

    <string>] [-FriendlyName <string>] [-Description <string>] [-

PassThru]

    [-CimSession <CimSession[]>] [-ThrottleLimit <int>] [-AsJob]

[-WhatIf]

    [-Confirm]  [<CommonParameters>]

   

    

  
Description 
  
Parameters  
Parameter :AsJob 

  
Parameter :CimSession 

 

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?
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Cmdlet: Add-DnsServerVirtualizationInstance 
  
Synops  
 

Add-DnsServerVirtualizationInstance [-Name] <string> [-ComputerName <string>] [-

FriendlyName <string>] [-Description <string>] [-PassThru] [-CimSession

<CimSession[]>] [-ThrottleLimit <int>] [-AsJob] [-WhatIf] [-Confirm]

[<CommonParameters>] 

  
Syntax  
 

Add-DnsServerVirtualizationInstance [-Name] <string> [-

ComputerName

    <string>] [-FriendlyName <string>] [-Description <string>] [-

PassThru]

    [-CimSession <CimSession[]>] [-ThrottleLimit <int>] [-AsJob]

[-WhatIf]

    [-Confirm]  [<CommonParameters>]

   

    

  
Description 
  
Parameters  
Parameter :AsJob 

  
Parameter :CimSession 

 

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?



Parameter :ComputerName 

  
Parameter :Confirm 

  
Parameter :Description 

  
Parameter :FriendlyName 

  
Parameter :Name 

  
Parameter :PassThru 

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters?

Required true
Position 1
Default value
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters?

Required false
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Parameter :ComputerName 

  
Parameter :Confirm 

  
Parameter :Description 

  
Parameter :FriendlyName 

  
Parameter :Name 

  
Parameter :PassThru 

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters?

Required true
Position 1
Default value
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters?

Required false



  
Parameter :ThrottleLimit 

  
Parameter :WhatIf 

 

 

Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?
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Parameter :ThrottleLimit 

  
Parameter :WhatIf 

 

 

Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?



Cmdlet: Add-DnsServerZoneDelegation 
  
Synops  
Adds a new delegated DNS zone to an existing zone. 

  
Syntax  
 

Add-DnsServerZoneDelegation [[-ZoneScope] <System.String>] [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerZoneDelegation [-Name] <String> [-ChildZoneName]

<String>

    [-NameServer] <String> [-IPAddress] <IPAddress[]> [[-

ZoneScope]

    <System.String>] [-CimSession <CimSession[]>] [-ComputerName

<String>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Add-DnsServerZoneDelegation cmdlet adds a zone delegation to a Domain Name

System (DNS) zone. For instance, you can add a child domain called west01 to your top

level domain, contoso.com, and specify a DNS server for that delegated domain. 

  
Parameters  
Parameter :ChildZoneName  
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Cmdlet: Add-DnsServerZoneDelegation 
  
Synops  
Adds a new delegated DNS zone to an existing zone. 

  
Syntax  
 

Add-DnsServerZoneDelegation [[-ZoneScope] <System.String>] [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Add-DnsServerZoneDelegation [-Name] <String> [-ChildZoneName]

<String>

    [-NameServer] <String> [-IPAddress] <IPAddress[]> [[-

ZoneScope]

    <System.String>] [-CimSession <CimSession[]>] [-ComputerName

<String>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Add-DnsServerZoneDelegation cmdlet adds a zone delegation to a Domain Name

System (DNS) zone. For instance, you can add a child domain called west01 to your top

level domain, contoso.com, and specify a DNS server for that delegated domain. 

  
Parameters  
Parameter :ChildZoneName  



Description :Specifies a name of the child zone. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :InformationAction  
Description : 

 

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
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Description :Specifies a name of the child zone. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :InformationAction  
Description : 

 

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none



  
Parameter :InformationVariable  
Description : 

 

  
Parameter :IPAddress  
Description :Specifies an array of IP addresses for DNS servers for the child zone. 

 

  
Parameter :Name  
Description :Specifies the name of the parent zone. The child zone is part of this zone. 

 

  
Parameter :NameServer  
Description :Specifies the name of the DNS server that hosts the child zone. 

 

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 5
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
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Parameter :InformationVariable  
Description : 

 

  
Parameter :IPAddress  
Description :Specifies an array of IP addresses for DNS servers for the child zone. 

 

  
Parameter :Name  
Description :Specifies the name of the parent zone. The child zone is part of this zone. 

 

  
Parameter :NameServer  
Description :Specifies the name of the DNS server that hosts the child zone. 

 

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 5
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)



  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 6
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 6
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Add-DnsServerZoneScope 
  
Synops  
Adds a zone scope to an existing zone. 

  
Syntax  
 

Add-DnsServerZoneScope [-ZoneName] <String> [-Name] <String> [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-LoadExisting] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Add-DnsServerZoneScope cmdlet adds a zone scope to an existing zone on the

Domain Name System (DNS) server. A DNS server can load an existing scope its data

file. The name of the scope should adhere to the same conventions as the zone name.

The scope name cannot be same as the zone name to which this cmdlet adds it.  

When a scope is created, its data is persisted in a file named

%Systemroot%\system32\dns\<zone name>\<scope name>.dns. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

179

Cmdlet: Add-DnsServerZoneScope 
  
Synops  
Adds a zone scope to an existing zone. 

  
Syntax  
 

Add-DnsServerZoneScope [-ZoneName] <String> [-Name] <String> [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-LoadExisting] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Add-DnsServerZoneScope cmdlet adds a zone scope to an existing zone on the

Domain Name System (DNS) server. A DNS server can load an existing scope its data

file. The name of the scope should adhere to the same conventions as the zone name.

The scope name cannot be same as the zone name to which this cmdlet adds it.  

When a scope is created, its data is persisted in a file named

%Systemroot%\system32\dns\<zone name>\<scope name>.dns. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :LoadExisting  
Description :Indicates that the server loads an existing file for the zone. If you do not

specify this parameter, the cmdlet creates default zone records automatically. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
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Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :LoadExisting  
Description :Indicates that the server loads an existing file for the zone. If you do not

specify this parameter, the cmdlet creates default zone records automatically. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none



  
Parameter :Name  
Description :Specifies a name for the zone scope. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of a zone. This cmdlet adds a zone to the zone that this

Accept pipeline input? true (ByPropertyName)
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Name  
Description :Specifies a name for the zone scope. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of a zone. This cmdlet adds a zone to the zone that this

Accept pipeline input? true (ByPropertyName)
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



parameter specifies. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsZoneScope 

  
Examples  
Example 1: Add a scope on a zone 

Required true
Position 2
Default value none
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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parameter specifies. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsZoneScope 

  
Examples  
Example 1: Add a scope on a zone 

Required true
Position 2
Default value none
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



This command adds a scope on an existing zone named contoso.com.     

 

  
Example 2: Add a scope on a zone with existing file  

This command adds a scope on an existing zone named contoso.com. The command

specifies the LoadExisting parameter, so the server loads the scope from an existing file.     

 

  
Example 3: Add a cache scope  

This command adds a cache scope named ContosoScope.     

 

 

 

PS C:\>Add-DnsServerZoneScope -ZoneName "contoso.com" -Name
"contoso_NorthAmerica" -Verbose -PassThru
VERBOSE: A scope contoso_NorthAmerica will be added for the
zone contoso.com on server Server17.

ZoneScope                 FileName
---------                 --------
contoso_NorthAmerica      contoso_NorthAmerica.dns

PS C:\>Add-DnsServerZoneScope -ZoneName "contoso.com" -Name
"contoso_NorthAmerica" -LoadExisting -PassThru
ZoneScope                 FileName
---------                 --------
contoso_NorthAmerica      contoso_NorthAmerica.dns

PS C:\>Add-DnsServerZoneScope -ZoneName "..cache" -Name
"ContosoScope" -PassThru
ZoneScope             FileName
---------             --------
ContosoScope          cache.dns
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This command adds a scope on an existing zone named contoso.com.     

 

  
Example 2: Add a scope on a zone with existing file  

This command adds a scope on an existing zone named contoso.com. The command

specifies the LoadExisting parameter, so the server loads the scope from an existing file.     

 

  
Example 3: Add a cache scope  

This command adds a cache scope named ContosoScope.     

 

 

 

PS C:\>Add-DnsServerZoneScope -ZoneName "contoso.com" -Name
"contoso_NorthAmerica" -Verbose -PassThru
VERBOSE: A scope contoso_NorthAmerica will be added for the
zone contoso.com on server Server17.

ZoneScope                 FileName
---------                 --------
contoso_NorthAmerica      contoso_NorthAmerica.dns

PS C:\>Add-DnsServerZoneScope -ZoneName "contoso.com" -Name
"contoso_NorthAmerica" -LoadExisting -PassThru
ZoneScope                 FileName
---------                 --------
contoso_NorthAmerica      contoso_NorthAmerica.dns

PS C:\>Add-DnsServerZoneScope -ZoneName "..cache" -Name
"ContosoScope" -PassThru
ZoneScope             FileName
---------             --------
ContosoScope          cache.dns



Cmdlet: Add-DnsServerZoneTransferPolicy 
  
Synops  
Adds a zone transfer policy to a DNS server. 

  
Syntax  
 

Add-DnsServerZoneTransferPolicy [-Name] <String> [[-Action] {DENY

|

    IGNORE}] [[-Condition] {AND | OR}] [-CimSession

<CimSession[]>]

    [-ClientSubnet <String>] [-ComputerName <String>] [-Disable]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

InternetProtocol

    <String>] [-PassThru] [-ProcessingOrder <UInt32>] [-

ServerInterfaceIP

    <String>] [-ThrottleLimit <Int32>] [-TimeOfDay <String>]

    [-TransportProtocol <String>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

   

Add-DnsServerZoneTransferPolicy [-Name] <String> [-ZoneName]

<String>

    [[-Action] {DENY | IGNORE}] [[-Condition] {AND | OR}] [-

CimSession

    <CimSession[]>] [-ClientSubnet <String>] [-ComputerName

<String>]

    [-Disable] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-InternetProtocol <String>] [-PassThru] [-ProcessingOrder

<UInt32>]

    [-ServerInterfaceIP <String>] [-ThrottleLimit <Int32>] [-

TimeOfDay

    <String>] [-TransportProtocol <String>] [-Confirm] [-WhatIf]

    [<CommonParameters>]
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Cmdlet: Add-DnsServerZoneTransferPolicy 
  
Synops  
Adds a zone transfer policy to a DNS server. 

  
Syntax  
 

Add-DnsServerZoneTransferPolicy [-Name] <String> [[-Action] {DENY

|

    IGNORE}] [[-Condition] {AND | OR}] [-CimSession

<CimSession[]>]

    [-ClientSubnet <String>] [-ComputerName <String>] [-Disable]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

InternetProtocol

    <String>] [-PassThru] [-ProcessingOrder <UInt32>] [-

ServerInterfaceIP

    <String>] [-ThrottleLimit <Int32>] [-TimeOfDay <String>]

    [-TransportProtocol <String>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

   

Add-DnsServerZoneTransferPolicy [-Name] <String> [-ZoneName]

<String>

    [[-Action] {DENY | IGNORE}] [[-Condition] {AND | OR}] [-

CimSession

    <CimSession[]>] [-ClientSubnet <String>] [-ComputerName

<String>]

    [-Disable] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-InternetProtocol <String>] [-PassThru] [-ProcessingOrder

<UInt32>]

    [-ServerInterfaceIP <String>] [-ThrottleLimit <Int32>] [-

TimeOfDay

    <String>] [-TransportProtocol <String>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

   



Add-DnsServerZoneTransferPolicy [-CimSession <CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-PassThru] [-ThrottleLimit <Int32>] [-

ZoneName <String>]

    [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerZoneTransferPolicy cmdlet adds a zone transfer policy to a Domain

Name System (DNS) server. A policy determines zone transfers based on criteria that

you specify in the policy.  

A policy consists of criteria and action.  

The criteria are a logical combination of client subnet, server interface IP address, fully

qualified domain name (FQDN), Internet Protocol (IPv4/IPv6), transport protocol

(UDP/TCP), time of day, and query type.  

Specify criteria in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in a

criterion.  

The policy treats values that follow the EQ operator as multiple assertions which are

logically combined (OR'd). The policy treats values that follow the NE operator as

multiple assertions which are logically differenced (AND'd).  

This cmdlet combines multiple criteria by using the value of the Condition parameter as

the logical operator. This parameter takes one of the following values:

 

-- OR. The policy evaluates criteria as multiple assertions which are logically combined

(OR'd).

-- AND. The policy evaluates criteria as multiple assertions which are logically differenced

(AND'd).  

If a query meets the criteria of a policy, the action is the response that the policy requires.

You can specify DENY or IGNORE.  

You can create policies for zone transfer at either the server level or the zone level.

Server level policies apply on every zone transfer query that occurs on the DNS server.

Zone level policies apply only on the queries on a zone hosted on the DNS server. The
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Add-DnsServerZoneTransferPolicy [-CimSession <CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-PassThru] [-ThrottleLimit <Int32>] [-

ZoneName <String>]

    [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Add-DnsServerZoneTransferPolicy cmdlet adds a zone transfer policy to a Domain

Name System (DNS) server. A policy determines zone transfers based on criteria that

you specify in the policy.  

A policy consists of criteria and action.  

The criteria are a logical combination of client subnet, server interface IP address, fully

qualified domain name (FQDN), Internet Protocol (IPv4/IPv6), transport protocol

(UDP/TCP), time of day, and query type.  

Specify criteria in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in a

criterion.  

The policy treats values that follow the EQ operator as multiple assertions which are

logically combined (OR'd). The policy treats values that follow the NE operator as

multiple assertions which are logically differenced (AND'd).  

This cmdlet combines multiple criteria by using the value of the Condition parameter as

the logical operator. This parameter takes one of the following values:

 

-- OR. The policy evaluates criteria as multiple assertions which are logically combined

(OR'd).

-- AND. The policy evaluates criteria as multiple assertions which are logically differenced

(AND'd).  

If a query meets the criteria of a policy, the action is the response that the policy requires.

You can specify DENY or IGNORE.  

You can create policies for zone transfer at either the server level or the zone level.

Server level policies apply on every zone transfer query that occurs on the DNS server.

Zone level policies apply only on the queries on a zone hosted on the DNS server. The



most common use for zone level policies is to implement blocked or safe lists.  

Zone level policies apply to the zone in which you create them. You cannot create a zone

level policy without a zone. If you remove a zone, that removal deletes the associated

zone level policies.   

  
Parameters  
Parameter :Action  
Description :Specifies the action to take if a zone transfer matches this policy. The

acceptable values for this parameter are:

 

-- DENY. Respond with SERV_FAIL.

-- IGNORE. Do not respond. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ClientSubnet  
Description :Specifies the client subnet criterion. For more information, see Add-

DnsServerClientSubnet. Specify a criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in a

criterion. 

Required false
Position 4
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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most common use for zone level policies is to implement blocked or safe lists.  

Zone level policies apply to the zone in which you create them. You cannot create a zone

level policy without a zone. If you remove a zone, that removal deletes the associated

zone level policies.   

  
Parameters  
Parameter :Action  
Description :Specifies the action to take if a zone transfer matches this policy. The

acceptable values for this parameter are:

 

-- DENY. Respond with SERV_FAIL.

-- IGNORE. Do not respond. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ClientSubnet  
Description :Specifies the client subnet criterion. For more information, see Add-

DnsServerClientSubnet. Specify a criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in a

criterion. 

Required false
Position 4
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as an FQDN, host name, or NETBIOS name. 

 

  
Parameter :Condition  
Description :Specifies how the policy treats multiple criteria. The acceptable values for

this parameter are:

 

-- OR. The policy evaluates criteria as multiple assertions which are logically combined

(OR'd).

-- AND. The policy evaluates criteria as multiple assertions which are logically differenced

(AND'd).

 

The default value is AND. 

 

  
Parameter :Disable  
Description :Indicates that this cmdlet disables the policy. If you do not specify this

parameter, the cmdlet creates the policy and enables it. 

 

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 5
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as an FQDN, host name, or NETBIOS name. 

 

  
Parameter :Condition  
Description :Specifies how the policy treats multiple criteria. The acceptable values for

this parameter are:

 

-- OR. The policy evaluates criteria as multiple assertions which are logically combined

(OR'd).

-- AND. The policy evaluates criteria as multiple assertions which are logically differenced

(AND'd).

 

The default value is AND. 

 

  
Parameter :Disable  
Description :Indicates that this cmdlet disables the policy. If you do not specify this

parameter, the cmdlet creates the policy and enables it. 

 

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 5
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :InternetProtocol  
Description :Specifies the Internet Protocol criterion. Valid values are: IPv4 and IPv6.

Specify a criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in a

criterion. 

 

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :InternetProtocol  
Description :Specifies the Internet Protocol criterion. Valid values are: IPv4 and IPv6.

Specify a criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in a

criterion. 

 

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



  
Parameter :Name  
Description :Specifies a name for the new policy. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ProcessingOrder  
Description :Specifies the precedence of the policy. Higher integer values have lower

precedence. By default, this cmdlet adds a new policy as the lowest precedence. 

 

  
Parameter :ServerInterfaceIP  
Description :Specifies the IP address of the server interface on which the DNS server

listens. Specify a criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in

the criterion.

Required true
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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Parameter :Name  
Description :Specifies a name for the new policy. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ProcessingOrder  
Description :Specifies the precedence of the policy. Higher integer values have lower

precedence. By default, this cmdlet adds a new policy as the lowest precedence. 

 

  
Parameter :ServerInterfaceIP  
Description :Specifies the IP address of the server interface on which the DNS server

listens. Specify a criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in

the criterion.

Required true
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :TimeOfDay  
Description :Specifies the time of day criterion. Specify a criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in

the criterion. 

 

  
Parameter :TransportProtocol  
Description :Specifies the transport protocol criterion. Valid values are: TCP and UDP.

Specify a criterion in the following format:

 

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :TimeOfDay  
Description :Specifies the time of day criterion. Specify a criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in

the criterion. 

 

  
Parameter :TransportProtocol  
Description :Specifies the transport protocol criterion. Valid values are: TCP and UDP.

Specify a criterion in the following format:

 

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in

the string. 

 

  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone on which this cmdlet creates a zone level

policy. The zone must exist on the DNS server. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
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operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in

the string. 

 

  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone on which this cmdlet creates a zone level

policy. The zone must exist on the DNS server. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named



  
Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerPolicy 

  
Examples  
Example 1: Create a server level zone transfer policy  

The first command creates a client subnet named AllowedSubnet by using the Add-

DnsServerClientSubnet cmdlet. That subnet includes the specified IP subnet.  

The second command creates a zone transfer policy that disallows all customers that do

not belong to the AllowedSubnet subnet. This policy is a server level policy, and, so, it

applies on all the zones on the server.     

Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\>Add-DnsServerClientSubnet -Name "AllowedSubnet" -
IPv4Subnet 172.21.33.0/24 -PassThru
PS C:\> Add-DnsServerZoneTransferPolicy -Name
"NorthAmericaPolicy" -Action IGNORE -ClientSubnet
"ne,AllowedSubnet" -PassThru | Format-List *
Name                                             IPV4Subnet
IPV6Subnet
----                                             ----------
----------
AllowedSubnet
{172.21.33.0/24}

Action                : Ignore
AppliesOn             : ZoneTransfer
Condition             : And
Content               :
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True
Level                 : Server
Name                  : NorthAmericaPolicy
ProcessingOrder       : 1
ZoneName              :
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties

192

  
Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerPolicy 

  
Examples  
Example 1: Create a server level zone transfer policy  

The first command creates a client subnet named AllowedSubnet by using the Add-

DnsServerClientSubnet cmdlet. That subnet includes the specified IP subnet.  

The second command creates a zone transfer policy that disallows all customers that do

not belong to the AllowedSubnet subnet. This policy is a server level policy, and, so, it

applies on all the zones on the server.     

Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\>Add-DnsServerClientSubnet -Name "AllowedSubnet" -
IPv4Subnet 172.21.33.0/24 -PassThru
PS C:\> Add-DnsServerZoneTransferPolicy -Name
"NorthAmericaPolicy" -Action IGNORE -ClientSubnet
"ne,AllowedSubnet" -PassThru | Format-List *
Name                                             IPV4Subnet
IPV6Subnet
----                                             ----------
----------
AllowedSubnet
{172.21.33.0/24}

Action                : Ignore
AppliesOn             : ZoneTransfer
Condition             : And
Content               :
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True
Level                 : Server
Name                  : NorthAmericaPolicy
ProcessingOrder       : 1
ZoneName              :
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties



 

  
Example 2: Disallow zone transfers by server interface  

This command creates a zone transfer policy that disallows all zone transfer queries that

do not arrive  on server interface 10.0.0.33.     

 

  
Example 3: Create a zone level zone transfer policy  

This command creates a zone level zone transfer policy for contoso.com.     

 

 

 

PS C:\>Add-DnsServerZoneTransferPolicy -Name
"InternalTransfers" -Action IGNORE -ServerInterfaceIP
"ne,10.0.0.33" -PassThru
Name                                 ProcessingOrder
IsEnabled                            Action
----                                 ---------------
---------                            ------
internalTransfers1                   3
True                                 Ignore

PS C:\>Add-DnsServerZoneTransferPolicy -Name
"InternalTransfers" -Action IGNORE -ServerInterfaceIP
"ne,10.0.0.33" -PassThru -ZoneName "contoso.com" | Format-List
*
Action                : Ignore
AppliesOn             : ZoneTransfer
Condition             : And
Content               :
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True
Level                 : Zone
Name                  : InternalTransfers
ProcessingOrder       : 1
ZoneName              : contoso.com
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties
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Example 2: Disallow zone transfers by server interface  

This command creates a zone transfer policy that disallows all zone transfer queries that

do not arrive  on server interface 10.0.0.33.     

 

  
Example 3: Create a zone level zone transfer policy  

This command creates a zone level zone transfer policy for contoso.com.     

 

 

 

PS C:\>Add-DnsServerZoneTransferPolicy -Name
"InternalTransfers" -Action IGNORE -ServerInterfaceIP
"ne,10.0.0.33" -PassThru
Name                                 ProcessingOrder
IsEnabled                            Action
----                                 ---------------
---------                            ------
internalTransfers1                   3
True                                 Ignore

PS C:\>Add-DnsServerZoneTransferPolicy -Name
"InternalTransfers" -Action IGNORE -ServerInterfaceIP
"ne,10.0.0.33" -PassThru -ZoneName "contoso.com" | Format-List
*
Action                : Ignore
AppliesOn             : ZoneTransfer
Condition             : And
Content               :
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True
Level                 : Zone
Name                  : InternalTransfers
ProcessingOrder       : 1
ZoneName              : contoso.com
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties



Cmdlet: Clear-DnsServerCache 
  
Synops  
Clears resource records from a cache on the DNS server. 

  
Syntax  
 

Clear-DnsServerCache [-CacheScope <System.String>] [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-ThrottleLimit

<Int32>] [-Confirm]

    [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Clear-DnsServerCache cmdlet clears resource records from a Domain Name

System (DNS) server cache. 

  
Parameters  
Parameter :CacheScope  
Description :Specifies the name of the cache scope to clear. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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Cmdlet: Clear-DnsServerCache 
  
Synops  
Clears resource records from a cache on the DNS server. 

  
Syntax  
 

Clear-DnsServerCache [-CacheScope <System.String>] [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-ThrottleLimit

<Int32>] [-Confirm]

    [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Clear-DnsServerCache cmdlet clears resource records from a Domain Name

System (DNS) server cache. 

  
Parameters  
Parameter :CacheScope  
Description :Specifies the name of the cache scope to clear. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



  
Parameter :ComputerName  
Description :Specifies a DNS server. The acceptable values for this parameter are: an IP

V4 address; an IP V6 address; any other value that resolves to an IP address, such as a

fully qualified domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :Force  
Description :Forces the command to run without asking for user confirmation. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ComputerName  
Description :Specifies a DNS server. The acceptable values for this parameter are: an IP

V4 address; an IP V6 address; any other value that resolves to an IP address, such as a

fully qualified domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :Force  
Description :Forces the command to run without asking for user confirmation. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
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Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false



 

 

Accept wildcard characters? false
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Accept wildcard characters? false



Cmdlet: Clear-DnsServerStatistics 
  
Synops  
Clears all DNS server statistics or statistics for zones. 

  
Syntax  
 

Clear-DnsServerStatistics [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-Force] [-InformationAction {SilentlyContinue |

Stop | Continue

    | Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

   

Clear-DnsServerStatistics [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-Force] [-InformationAction {SilentlyContinue |

Stop | Continue

    | Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] -ZoneName <String[]> [-Confirm] [-

WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Clear-DnsServerStatistics cmdlet clears all Domain Name System (DNS) server

statistics. After you have cleared the statistics, you cannot retrieve them.  

If you specify the ZoneName parameter, the cmdlet clears statistics for the specified

zones. If you do not specify the ZoneName parameter, the cmdlet clears aggregated

server level statistics. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a
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Cmdlet: Clear-DnsServerStatistics 
  
Synops  
Clears all DNS server statistics or statistics for zones. 

  
Syntax  
 

Clear-DnsServerStatistics [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-Force] [-InformationAction {SilentlyContinue |

Stop | Continue

    | Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

   

Clear-DnsServerStatistics [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-Force] [-InformationAction {SilentlyContinue |

Stop | Continue

    | Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] -ZoneName <String[]> [-Confirm] [-

WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Clear-DnsServerStatistics cmdlet clears all Domain Name System (DNS) server

statistics. After you have cleared the statistics, you cannot retrieve them.  

If you specify the ZoneName parameter, the cmdlet clears statistics for the specified

zones. If you do not specify the ZoneName parameter, the cmdlet clears aggregated

server level statistics. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a



computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. The acceptable values for this parameter are: an IP

V4 address; an IP V6 address; any other value that resolves to an IP address, such as a

fully qualified domain name (FQDN), host name, or NETBIOS name. Type the NetBIOS

name, or a fully qualified domain name of a remote computer. 

 

  
Parameter :Force  
Description :Instructs the cmdlet to perform the operation without prompting for

confirmation. 

 

  
Parameter :InformationAction  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
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computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. The acceptable values for this parameter are: an IP

V4 address; an IP V6 address; any other value that resolves to an IP address, such as a

fully qualified domain name (FQDN), host name, or NETBIOS name. Type the NetBIOS

name, or a fully qualified domain name of a remote computer. 

 

  
Parameter :Force  
Description :Instructs the cmdlet to perform the operation without prompting for

confirmation. 

 

  
Parameter :InformationAction  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none



  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies an array of names of DNS zones. The cmdlet clears DNS server

statistics for the zones that you specify. This parameter is mandatory for the

ZoneStatistics parameter set. 

 

  
Parameter :Confirm 

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies an array of names of DNS zones. The cmdlet clears DNS server

statistics for the zones that you specify. This parameter is mandatory for the

ZoneStatistics parameter set. 

 

  
Parameter :Confirm 

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Clear DNS server statistics  

This command clears statistics from a DNS server.     

 

  
Example 2: Clear DNS server statistics from a zone  

This command clears statistics from a DNS server for the zone named Contoso.com.     

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\> Clear-DnsServerStatistics
Confirm
Cleared statistics cannot be retrieved later, do you want to
continue?
[Y] Yes  [N] No  [S] Suspend  [?] Help (default is "Y"):

PS C:\>Clear-DnsServerStatistics –ZoneName "Contoso.com"
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Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Clear DNS server statistics  

This command clears statistics from a DNS server.     

 

  
Example 2: Clear DNS server statistics from a zone  

This command clears statistics from a DNS server for the zone named Contoso.com.     

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\> Clear-DnsServerStatistics
Confirm
Cleared statistics cannot be retrieved later, do you want to
continue?
[Y] Yes  [N] No  [S] Suspend  [?] Help (default is "Y"):

PS C:\>Clear-DnsServerStatistics –ZoneName "Contoso.com"



Cmdlet: ConvertTo-DnsServerPrimaryZone 
  
Synops  
Converts a zone to a DNS primary zone. 

  
Syntax  
 

ConvertTo-DnsServerPrimaryZone [-Name] <String> [-

ReplicationScope]

    {Forest | Domain | Legacy | Custom} [[-

DirectoryPartitionName] <String>]

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

LoadExisting]

    [-PassThru] [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

ConvertTo-DnsServerPrimaryZone [-Name] <String> [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-LoadExisting] [-

PassThru]

    [-ThrottleLimit <Int32>] -ZoneFile <String> [-Confirm] [-

WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The ConvertTo-DnsServerPrimaryZone cmdlet converts a Domain Name System (DNS)

zone to a DNS primary zone. Use this cmdlet to promote a secondary zone to a primary

zone on the server. For a file-backed zone, ensure there is only one server that hosts the

primary zone. 
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Cmdlet: ConvertTo-DnsServerPrimaryZone 
  
Synops  
Converts a zone to a DNS primary zone. 

  
Syntax  
 

ConvertTo-DnsServerPrimaryZone [-Name] <String> [-

ReplicationScope]

    {Forest | Domain | Legacy | Custom} [[-

DirectoryPartitionName] <String>]

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

LoadExisting]

    [-PassThru] [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

ConvertTo-DnsServerPrimaryZone [-Name] <String> [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-LoadExisting] [-

PassThru]

    [-ThrottleLimit <Int32>] -ZoneFile <String> [-Confirm] [-

WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The ConvertTo-DnsServerPrimaryZone cmdlet converts a Domain Name System (DNS)

zone to a DNS primary zone. Use this cmdlet to promote a secondary zone to a primary

zone on the server. For a file-backed zone, ensure there is only one server that hosts the

primary zone. 

 



Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :DirectoryPartitionName  
Description :Specifies a directory partition on which to store the zone. Use this parameter

when the ReplicationScope parameter has a value of Custom. 

 

  
Parameter :Force  
Description :Converts a zone without prompting you for confirmation. By default, the

cmdlet prompts you for confirmation before it proceeds. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :DirectoryPartitionName  
Description :Specifies a directory partition on which to store the zone. Use this parameter

when the ReplicationScope parameter has a value of Custom. 

 

  
Parameter :Force  
Description :Converts a zone without prompting you for confirmation. By default, the

cmdlet prompts you for confirmation before it proceeds. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :LoadExisting  
Description :Indicates that the DNS server loads an existing file for the zone. If you do not

specify this parameter, this cmdlet creates default zone records. This parameter is

relevant only for file-backed zones. 

 

  
Parameter :Name 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :LoadExisting  
Description :Indicates that the DNS server loads an existing file for the zone. If you do not

specify this parameter, this cmdlet creates default zone records. This parameter is

relevant only for file-backed zones. 

 

  
Parameter :Name 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



Description :Specifies the name of a zone. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ReplicationScope  
Description :Specifies a partition on which to store an Active Directory-integrated zone.

The acceptable values for this parameter are:

 

-- Custom. Any custom directory partition that a user creates. Specify a custom directory

partition by using the DirectoryPartitionName parameter.

-- Domain. The domain directory partition.

-- Forest. The ForestDnsZone directory partition.

-- Legacy. A legacy directory partition. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

205

Description :Specifies the name of a zone. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ReplicationScope  
Description :Specifies a partition on which to store an Active Directory-integrated zone.

The acceptable values for this parameter are:

 

-- Custom. Any custom directory partition that a user creates. Specify a custom directory

partition by using the DirectoryPartitionName parameter.

-- Domain. The domain directory partition.

-- Forest. The ForestDnsZone directory partition.

-- Legacy. A legacy directory partition. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneFile  
Description :Specifies the name of the zone file. This parameter is only relevant for file-

backed DNS. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
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number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneFile  
Description :Specifies the name of the zone file. This parameter is only relevant for file-

backed DNS. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false



  
Examples  
Example 1: Convert a file-backed zone  

This command converts zone named west03.contoso.com to a file-backed primary zone

on the current server. This example uses the Force parameter to skip a confirmation

message.     

 

  
Example 2: Convert an Active Directory-integrated zone  

This command converts a zone named west04.contoso.com to an Active Directory-

integrated primary zone. The zone will be replicated to all DNS servers in the domain.

This example uses the Force parameter to skip a confirmation message.     

 

 

 

Accept wildcard characters? false

PS C:\> ConvertTo-DnsServerPrimaryZone -Name
"west03.contoso.com" -PassThru -Verbose -ZoneFile
"west03.contoso.com" -Force
VERBOSE: Convert west03.contoso.com zone to (file backed/AD
integrated) DNS primary zone on DNS-11 server.
ZoneName                            ZoneType
IsAutoCreated   IsDsIntegrated  IsReverseLookupZone  IsSigned

--------                            --------        ----------
---   --------------  -------------------  --------

west03.contoso.com                  Primary         False
False           False                False

PS C:\>ConvertTo-DnsServerPrimaryZone "west04.contoso.com" -
PassThru -Verbose -ReplicationScope Domain -Force
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Examples  
Example 1: Convert a file-backed zone  

This command converts zone named west03.contoso.com to a file-backed primary zone

on the current server. This example uses the Force parameter to skip a confirmation

message.     

 

  
Example 2: Convert an Active Directory-integrated zone  

This command converts a zone named west04.contoso.com to an Active Directory-

integrated primary zone. The zone will be replicated to all DNS servers in the domain.

This example uses the Force parameter to skip a confirmation message.     

 

 

 

Accept wildcard characters? false

PS C:\> ConvertTo-DnsServerPrimaryZone -Name
"west03.contoso.com" -PassThru -Verbose -ZoneFile
"west03.contoso.com" -Force
VERBOSE: Convert west03.contoso.com zone to (file backed/AD
integrated) DNS primary zone on DNS-11 server.
ZoneName                            ZoneType
IsAutoCreated   IsDsIntegrated  IsReverseLookupZone  IsSigned

--------                            --------        ----------
---   --------------  -------------------  --------

west03.contoso.com                  Primary         False
False           False                False

PS C:\>ConvertTo-DnsServerPrimaryZone "west04.contoso.com" -
PassThru -Verbose -ReplicationScope Domain -Force



Cmdlet: ConvertTo-DnsServerSecondaryZone 
  
Synops  
Converts a primary zone or stub zone to a secondary zone. 

  
Syntax  
 

ConvertTo-DnsServerSecondaryZone [-Name] <String> [-

MasterServers]

    <IPAddress[]> [-ZoneFile] <String> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-Force] [-InformationAction

{SilentlyContinue |

    Stop | Continue | Inquire | Ignore | Suspend}] [-

InformationVariable

    <System.String>] [-PassThru] [-ThrottleLimit <Int32>] [-

Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The ConvertTo-DnsServerSecondaryZone cmdlet converts primary zone or a stub zone

on a Domain Name System (DNS) server to a secondary zone. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: ConvertTo-DnsServerSecondaryZone 
  
Synops  
Converts a primary zone or stub zone to a secondary zone. 

  
Syntax  
 

ConvertTo-DnsServerSecondaryZone [-Name] <String> [-

MasterServers]

    <IPAddress[]> [-ZoneFile] <String> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-Force] [-InformationAction

{SilentlyContinue |

    Stop | Continue | Inquire | Ignore | Suspend}] [-

InformationVariable

    <System.String>] [-PassThru] [-ThrottleLimit <Int32>] [-

Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The ConvertTo-DnsServerSecondaryZone cmdlet converts primary zone or a stub zone

on a Domain Name System (DNS) server to a secondary zone. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :Force  
Description :Converts a zone without prompting you for confirmation. By default, the

cmdlet prompts you for confirmation before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
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Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :Force  
Description :Converts a zone without prompting you for confirmation. By default, the

cmdlet prompts you for confirmation before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false



  
Parameter :MasterServers  
Description :Specifies an array of IP addresses of the master servers of the zone. You

can use both IPv4 and IPv6. 

 

  
Parameter :Name  
Description :Specifies the name of a zone to convert. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :MasterServers  
Description :Specifies an array of IP addresses of the master servers of the zone. You

can use both IPv4 and IPv6. 

 

  
Parameter :Name  
Description :Specifies the name of a zone to convert. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

  
Parameter :ZoneFile  
Description :Specifies the name of the zone file. This parameter is only relevant for file-

backed DNS. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ZoneFile  
Description :Specifies the name of the zone file. This parameter is only relevant for file-

backed DNS. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Disable-DnsServerPolicy 
  
Synops  
Disables DNS server policies. 

  
Syntax  
 

Disable-DnsServerPolicy [-Level] {Zone | Server} [[-Name]

<String>]

    [[-ZoneName] <String>] [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-Force] [-InformationAction {SilentlyContinue |

Stop | Continue

    | Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Disable-DnsServerPolicy cmdlet disables Domain Name System (DNS) server

policies. You can disable both query resolution policies and zone transfer policies.

Specify a single policy by name. If you do not specify a name, this cmdlet disables all

policies for the zone or domain that you specify. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Disable-DnsServerPolicy 
  
Synops  
Disables DNS server policies. 

  
Syntax  
 

Disable-DnsServerPolicy [-Level] {Zone | Server} [[-Name]

<String>]

    [[-ZoneName] <String>] [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-Force] [-InformationAction {SilentlyContinue |

Stop | Continue

    | Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Disable-DnsServerPolicy cmdlet disables Domain Name System (DNS) server

policies. You can disable both query resolution policies and zone transfer policies.

Specify a single policy by name. If you do not specify a name, this cmdlet disables all

policies for the zone or domain that you specify. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Parameter :ComputerName  
Description :Specifies a DNS server. You can specify an IP address or any value that

resolves to an IP address, such as a fully qualified domain name (FQDN), host name, or

NETBIOS name. 

 

  
Parameter :Force  
Description :Forces the command to run without asking for user confirmation. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ComputerName  
Description :Specifies a DNS server. You can specify an IP address or any value that

resolves to an IP address, such as a fully qualified domain name (FQDN), host name, or

NETBIOS name. 

 

  
Parameter :Force  
Description :Forces the command to run without asking for user confirmation. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :Level  
Description :Specifies which level at which to disable policies. The acceptable values for

this parameter are: Zone and Server. 

 

  
Parameter :Name  
Description :Specifies the name of the policy to disable. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone in which to disable policies. 

 

Required true
Position 2
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 3
Default value none
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
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Parameter :Level  
Description :Specifies which level at which to disable policies. The acceptable values for

this parameter are: Zone and Server. 

 

  
Parameter :Name  
Description :Specifies the name of the policy to disable. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone in which to disable policies. 

 

Required true
Position 2
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 3
Default value none
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false



  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs    
Type :  

  
Examples  
Example 1: Disable a zone level policy  

This command disables a zone level policy named Policy07. This policy can be either a

query resolution policy or a zone transfer policy.     

Position 4
Default value none
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs    
Type :  

  
Examples  
Example 1: Disable a zone level policy  

This command disables a zone level policy named Policy07. This policy can be either a

query resolution policy or a zone transfer policy.     

Position 4
Default value none
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



 

  
Example 2: Disable a server level policy  

This command disables a server level policy named Policy22.     

 

  
Example 3: Disable all zone level policies  

This command disables all the policies in the zone named EuropeZone.     

 

  
Example 4: Disable all server level policies  

This command disables all the server level policies.     

 

 

 

PS C:\>Disable-DnsServerPolicy -Level Zone -Name "Policy07" -
ZoneName "EuropeZone"

PS C:\>Disable-DnsServerPolicy -Level Server -Name "Policy22"

PS C:\>Disable-DnsServerPolicy -Level Zone -ZoneName
"EuropeZone"

PS C:\>Disable-DnsServerPolicy -Level Server
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Example 2: Disable a server level policy  

This command disables a server level policy named Policy22.     

 

  
Example 3: Disable all zone level policies  

This command disables all the policies in the zone named EuropeZone.     

 

  
Example 4: Disable all server level policies  

This command disables all the server level policies.     

 

 

 

PS C:\>Disable-DnsServerPolicy -Level Zone -Name "Policy07" -
ZoneName "EuropeZone"

PS C:\>Disable-DnsServerPolicy -Level Server -Name "Policy22"

PS C:\>Disable-DnsServerPolicy -Level Zone -ZoneName
"EuropeZone"

PS C:\>Disable-DnsServerPolicy -Level Server



Cmdlet: Disable-DnsServerSigningKeyRollover 
  
Synops  
Disables key rollover on an input key. 

  
Syntax  
 

Disable-DnsServerSigningKeyRollover [-ZoneName] <String> [-KeyId]

<Guid>

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Disable-DnsServerSigningKeyRollover cmdlet disables key rollover on an input key. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a Domain Name System (DNS) server. The acceptable values for

this parameter are: an IP V4 address; an IP V6 address; any other value that resolves to

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Disable-DnsServerSigningKeyRollover 
  
Synops  
Disables key rollover on an input key. 

  
Syntax  
 

Disable-DnsServerSigningKeyRollover [-ZoneName] <String> [-KeyId]

<Guid>

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Disable-DnsServerSigningKeyRollover cmdlet disables key rollover on an input key. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a Domain Name System (DNS) server. The acceptable values for

this parameter are: an IP V4 address; an IP V6 address; any other value that resolves to

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



an IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :Force  
Description :Forces the command to run without asking for user confirmation. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :KeyId 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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an IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :Force  
Description :Forces the command to run without asking for user confirmation. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :KeyId 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Description :Specifies the ID of a key. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of the zone in which DNS Security Extensions

(DNSSEC) operations are performed. 

 

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
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Description :Specifies the ID of a key. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of the zone in which DNS Security Extensions

(DNSSEC) operations are performed. 

 

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2



  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Enable-DnsServerPolicy 
  
Synops  
Enables DNS server policies. 

  
Syntax  
 

Enable-DnsServerPolicy [-Level] {Zone | Server} [[-Name]

<String>]

    [[-ZoneName] <String>] [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-Force] [-InformationAction {SilentlyContinue |

Stop | Continue

    | Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Enable-DnsServerPolicy cmdlet enables Domain Name System (DNS) server

policies. You can enable both query resolution policies and zone transfer policies.

Specify a single policy by name. If you do not specify a name, this cmdlet enables all

policies for the zone or domain that you specify. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Enable-DnsServerPolicy 
  
Synops  
Enables DNS server policies. 

  
Syntax  
 

Enable-DnsServerPolicy [-Level] {Zone | Server} [[-Name]

<String>]

    [[-ZoneName] <String>] [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-Force] [-InformationAction {SilentlyContinue |

Stop | Continue

    | Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Enable-DnsServerPolicy cmdlet enables Domain Name System (DNS) server

policies. You can enable both query resolution policies and zone transfer policies.

Specify a single policy by name. If you do not specify a name, this cmdlet enables all

policies for the zone or domain that you specify. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Parameter :ComputerName  
Description :Specifies a DNS server. You can specify an IP address or any value that

resolves to an IP address, such as a fully qualified domain name (FQDN), host name, or

NETBIOS name. 

 

  
Parameter :Force  
Description :Forces the command to run without asking for user confirmation. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ComputerName  
Description :Specifies a DNS server. You can specify an IP address or any value that

resolves to an IP address, such as a fully qualified domain name (FQDN), host name, or

NETBIOS name. 

 

  
Parameter :Force  
Description :Forces the command to run without asking for user confirmation. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :Level  
Description :Specifies which level at which to enable policies. The acceptable values for

this parameter are: Zone and Server. 

 

  
Parameter :Name  
Description :Specifies the name of the policy to enable. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone in which to enable policies. 

 

Required true
Position 2
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
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Parameter :Level  
Description :Specifies which level at which to enable policies. The acceptable values for

this parameter are: Zone and Server. 

 

  
Parameter :Name  
Description :Specifies the name of the policy to enable. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone in which to enable policies. 

 

Required true
Position 2
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false



  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs    
Type :  

  
Examples  
Example 1: Enable a zone level policy  

This command enables a zone level policy named Policy07. This policy can be either a

query resolution policy or a zone transfer policy.     

Position 4
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs    
Type :  

  
Examples  
Example 1: Enable a zone level policy  

This command enables a zone level policy named Policy07. This policy can be either a

query resolution policy or a zone transfer policy.     

Position 4
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



 

  
Example 2: Enable a server level policy  

This command enables a server level policy named Policy22.     

 

  
Example 3: Enable all zone level policies  

This command enables all the policies in the zone named EuropeZone.     

 

  
Example 4: Enable all server level policies  

This command enables all the server level policies.     

 

 

 

PS C:\>Enable-DnsServerPolicy -Level Zone -Name "Policy07" -
ZoneName "EuropeZone"

PS C:\>Enable-DnsServerPolicy -Level Server -Name "Policy22"

PS C:\>Enable-DnsServerPolicy -Level Zone -ZoneName
"EuropeZone"

PS C:\>Enable-DnsServerPolicy -Level Server
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Example 2: Enable a server level policy  

This command enables a server level policy named Policy22.     

 

  
Example 3: Enable all zone level policies  

This command enables all the policies in the zone named EuropeZone.     

 

  
Example 4: Enable all server level policies  

This command enables all the server level policies.     

 

 

 

PS C:\>Enable-DnsServerPolicy -Level Zone -Name "Policy07" -
ZoneName "EuropeZone"

PS C:\>Enable-DnsServerPolicy -Level Server -Name "Policy22"

PS C:\>Enable-DnsServerPolicy -Level Zone -ZoneName
"EuropeZone"

PS C:\>Enable-DnsServerPolicy -Level Server



Cmdlet: Enable-DnsServerSigningKeyRollover 
  
Synops  
Enables rollover on the input key. 

  
Syntax  
 

Enable-DnsServerSigningKeyRollover [-ZoneName] <String> [-KeyId]

<Guid>

    [[-RolloverPeriod] <TimeSpan>] [[-InitialRolloverOffset]

<TimeSpan>]

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Enable-DNSServerSigningKeyRollover cmdlet enables rollover on the input key. For

more information about Domain Name System (DNS) server signing keys, see the Key

Management section of Overview of DNSSEC. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Enable-DnsServerSigningKeyRollover 
  
Synops  
Enables rollover on the input key. 

  
Syntax  
 

Enable-DnsServerSigningKeyRollover [-ZoneName] <String> [-KeyId]

<Guid>

    [[-RolloverPeriod] <TimeSpan>] [[-InitialRolloverOffset]

<TimeSpan>]

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Enable-DNSServerSigningKeyRollover cmdlet enables rollover on the input key. For

more information about Domain Name System (DNS) server signing keys, see the Key

Management section of Overview of DNSSEC. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :ComputerName  
Description :Specifies a DNS server. The acceptable values for this parameter are: an IP

v4 address, an IP v6 address, and any other value that resolves to an IP address, such

as a fully qualified domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :Force  
Description :Instructs the cmdlet to perform the operation without prompting for

confirmation. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
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Parameter :ComputerName  
Description :Specifies a DNS server. The acceptable values for this parameter are: an IP

v4 address, an IP v6 address, and any other value that resolves to an IP address, such

as a fully qualified domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :Force  
Description :Instructs the cmdlet to perform the operation without prompting for

confirmation. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none



  
Parameter :InitialRolloverOffset  
Description :Specifies the amount of time before the first scheduled key rollover occurs.

You can stagger key rollovers by using this parameter. 

 

  
Parameter :KeyId  
Description :Specifies the ID of a key. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :RolloverPeriod  
Description :Specifies the amount of time between scheduled key rollovers. 

 

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 5
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 4
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Parameter :InitialRolloverOffset  
Description :Specifies the amount of time before the first scheduled key rollover occurs.

You can stagger key rollovers by using this parameter. 

 

  
Parameter :KeyId  
Description :Specifies the ID of a key. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :RolloverPeriod  
Description :Specifies the amount of time between scheduled key rollovers. 

 

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 5
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 4



  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of the zone in which DNS Security Extensions

(DNSSEC) operations are performed. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

 

Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of the zone in which DNS Security Extensions

(DNSSEC) operations are performed. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

 

Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Export-DnsServerDnsSecPublicKey 
  
Synops  
Exports DS and DNSKEY information for a DNSSEC-signed zone. 

  
Syntax  
 

Export-DnsServerDnsSecPublicKey [-ZoneName] <String> [-CimSession

 

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-NoClobber] [-

PassThru] [-Path

    <String>] [-ThrottleLimit <Int32>] [-UnAuthenticated] [-

Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

Export-DnsServerDnsSecPublicKey [-ZoneName] <String> [-CimSession

 

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-NoClobber] [-

PassThru] [-Path

    <String>] [-ThrottleLimit <Int32>] [-UnAuthenticated] -

DigestType {Sha1 |

    Sha256 | Sha384} [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Export-DnsServerDnsSecPublicKey cmdlet exports delegation signer (DS) or

Domain Name System public key (DNSKEY) information for a Domain Name System

Security Extensions (DNSSEC)-signed zone. 

  
Parameters 
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Cmdlet: Export-DnsServerDnsSecPublicKey 
  
Synops  
Exports DS and DNSKEY information for a DNSSEC-signed zone. 

  
Syntax  
 

Export-DnsServerDnsSecPublicKey [-ZoneName] <String> [-CimSession

 

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-NoClobber] [-

PassThru] [-Path

    <String>] [-ThrottleLimit <Int32>] [-UnAuthenticated] [-

Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

Export-DnsServerDnsSecPublicKey [-ZoneName] <String> [-CimSession

 

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-NoClobber] [-

PassThru] [-Path

    <String>] [-ThrottleLimit <Int32>] [-UnAuthenticated] -

DigestType {Sha1 |

    Sha256 | Sha384} [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Export-DnsServerDnsSecPublicKey cmdlet exports delegation signer (DS) or

Domain Name System public key (DNSKEY) information for a Domain Name System

Security Extensions (DNSSEC)-signed zone. 

  
Parameters 



Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :DigestType  
Description :Specifies an array of algorithms that the zone signing key uses to create the

DS record. The acceptable values for this parameter are:

-- Sha1

-- Sha256

-- Sha384 

 

  
Parameter :Force  
Description :Exports the signing key without prompting you for confirmation. By default,

the cmdlet prompts you for confirmation before it proceeds. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :DigestType  
Description :Specifies an array of algorithms that the zone signing key uses to create the

DS record. The acceptable values for this parameter are:

-- Sha1

-- Sha256

-- Sha384 

 

  
Parameter :Force  
Description :Exports the signing key without prompting you for confirmation. By default,

the cmdlet prompts you for confirmation before it proceeds. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :NoClobber  
Description :Specifies that the export operation does not overwrite an existing export file

that has the same name. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :NoClobber  
Description :Specifies that the export operation does not overwrite an existing export file

that has the same name. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



default, this cmdlet does not generate any output. 

 

  
Parameter :Path  
Description :Specifies the absolute path that the cmdlet uses to place the keyset file. The

cmdlet automatically names the file according to the zone name. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :UnAuthenticated  
Description :Indicates that an unauthenticated user is running this cmdlet. The provider

DNS server queries for the DS or DNSKEY information and exports the required data

even if you do not have permissions to run the cmdlet on the remote DNS server. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false

235

default, this cmdlet does not generate any output. 

 

  
Parameter :Path  
Description :Specifies the absolute path that the cmdlet uses to place the keyset file. The

cmdlet automatically names the file according to the zone name. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :UnAuthenticated  
Description :Indicates that an unauthenticated user is running this cmdlet. The provider

DNS server queries for the DS or DNSKEY information and exports the required data

even if you do not have permissions to run the cmdlet on the remote DNS server. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false



  
Parameter :ZoneName  
Description :Specifies the name of the primary zone for which the cmdlet exports the

signing keys. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Export a trust anchor to a file share 

Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ZoneName  
Description :Specifies the name of the primary zone for which the cmdlet exports the

signing keys. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Export a trust anchor to a file share 

Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



This command exports the trust anchor (DS record) for Contoso.com to a file share. A

DNS administrator runs this command from the DNS server that hosts the zone

Contoso.com and specifies that the zone signing key uses the SHA-1 algorithm to create

the DS record.  

This command creates Dsset-Contoso.com in \\MyDNSKeyShare\keys and writes the DS

record in the

Microsoft.Management.Infrastructure.CimInstance#root/Microsoft/Windows/DNS/DNS/Dn

sServerResourceRecord format.     

 

  
Example 2: Export a trust anchor by using unauthorized access  

This command exports a trust anchor (DNSKEY record) for Contoso.com to a file share.

The DNS administrator who runs this command has no permissions to the DNS server

that hosts the zone Contoso.com. This command specifies that the zone signing key

uses the SHA-1 algorithm to create the DS record.  

This command creates Keyset-Contoso.com in \\MyDNSKeyShare\keys and writes the

DS record in the

Microsoft.Management.Infrastructure.CimInstance#root/Microsoft/Windows/DNS/DNS/Dn

sServerResourceRecord format.     

 

 

PS C:\> Export-DnsServerDnsSecPublicKey -ComputerName
"DNSDC1.Contoso.com" -ZoneName "Contoso.com" -Path
"\\MyDNSKeyShare\keys" -PassThru -DigestType "Sha1"
Exporting a trust anchor without using authentication is
insecure unless DNSSEC is active on "${ComputerName}", a trust
anchor covering "${ZoneName}" is installed, and the connection
between the local machine and "${ComputerName}" is secure.
Consider alternative means of exporting the trust anchors,
such as the DNSCMD protocol, email, or HTTPS. Proceed? [Y] Yes
[A] Yes to All  [N] No  [L] No to All  [S] Suspend  [?] Help
(default is "Y"): Y

PS C:\> Export-DnsServerDnsSecPublicKey -ComputerName
"DNSDC1.contoso.com" -ZoneName "Contoso.com" - Path
"\\MyDNSKeyShare\keys" -PassThru -UnAuthorized -Force
Exporting a trust anchor without using authentication is
insecure unless DNSSEC is active on "${ComputerName}", a trust
anchor covering "${ZoneName}" is installed, and the connection
between the local machine and "${ComputerName}" is secure.
Consider alternative means of exporting the trust anchors,
such as the DNSCMD protocol, email, or HTTPS. Proceed? [Y] Yes
[A] Yes to All  [N] No  [L] No to All  [S] Suspend  [?] Help
(default is "Y"): Y
Note: User typing N exits out of the command with no export or
output

237

This command exports the trust anchor (DS record) for Contoso.com to a file share. A

DNS administrator runs this command from the DNS server that hosts the zone

Contoso.com and specifies that the zone signing key uses the SHA-1 algorithm to create

the DS record.  

This command creates Dsset-Contoso.com in \\MyDNSKeyShare\keys and writes the DS

record in the

Microsoft.Management.Infrastructure.CimInstance#root/Microsoft/Windows/DNS/DNS/Dn

sServerResourceRecord format.     

 

  
Example 2: Export a trust anchor by using unauthorized access  

This command exports a trust anchor (DNSKEY record) for Contoso.com to a file share.

The DNS administrator who runs this command has no permissions to the DNS server

that hosts the zone Contoso.com. This command specifies that the zone signing key

uses the SHA-1 algorithm to create the DS record.  

This command creates Keyset-Contoso.com in \\MyDNSKeyShare\keys and writes the

DS record in the

Microsoft.Management.Infrastructure.CimInstance#root/Microsoft/Windows/DNS/DNS/Dn

sServerResourceRecord format.     

 

 

PS C:\> Export-DnsServerDnsSecPublicKey -ComputerName
"DNSDC1.Contoso.com" -ZoneName "Contoso.com" -Path
"\\MyDNSKeyShare\keys" -PassThru -DigestType "Sha1"
Exporting a trust anchor without using authentication is
insecure unless DNSSEC is active on "${ComputerName}", a trust
anchor covering "${ZoneName}" is installed, and the connection
between the local machine and "${ComputerName}" is secure.
Consider alternative means of exporting the trust anchors,
such as the DNSCMD protocol, email, or HTTPS. Proceed? [Y] Yes
[A] Yes to All  [N] No  [L] No to All  [S] Suspend  [?] Help
(default is "Y"): Y

PS C:\> Export-DnsServerDnsSecPublicKey -ComputerName
"DNSDC1.contoso.com" -ZoneName "Contoso.com" - Path
"\\MyDNSKeyShare\keys" -PassThru -UnAuthorized -Force
Exporting a trust anchor without using authentication is
insecure unless DNSSEC is active on "${ComputerName}", a trust
anchor covering "${ZoneName}" is installed, and the connection
between the local machine and "${ComputerName}" is secure.
Consider alternative means of exporting the trust anchors,
such as the DNSCMD protocol, email, or HTTPS. Proceed? [Y] Yes
[A] Yes to All  [N] No  [L] No to All  [S] Suspend  [?] Help
(default is "Y"): Y
Note: User typing N exits out of the command with no export or
output



Example 3: Get the trust anchors for all the signed zones  

This command gets the trust anchors for all the signed zones that are hosted on the DNS

server Contoso.com. In this scenario the DNS Server is currently hosting signed zones

for contoso.com, dinnernow.com and hrweb.net  

The command uses a ForEach-Object cmdlet to export the trust anchors and pass the

results to the Get-DnsServerZone cmdlet by using the pipeline operator.  

This command creates a keyset file in the share for each signed zone that is hosted on

the DNS server (Keyset-Contoso.com, Keyset-Dinnernow.com, Keyset-Hrweb.net) and

writes the DNSKEY record in the

Microsoft.Management.Infrastructure.CimInstance#root/Microsoft/Windows/DNS/DNS/Dn

sServerResourceRecord format.     

 

  
Example 4: Import a trust anchor to a non-authorized DN server  

The first command exports the trust anchor (DNSKEY record) for Contoso.com to the

specified path, and stores the results in the $publicKey variable. The UnAuthenticated

parameter indicates that the DNS administrator who runs this command has no

permissions to the DNS server that hosts the zone Contoso.com.  

The second command adds the first trust record that was exported from Contoso.com

into a non-authoritative DNS server named DNSDC1.Contoso.com.     

 

 

 

PS C:\> Get-DnsServerZone | ForEach-Object {Export-
DnsServerDnsSecPublicKey -ComputerName "DNSDC1.Contoso.com" -
ZoneName "Contoso.com" -Path "\\MyDNSKeyShare\keys" -PassThru
-UnAuthorized -Force  }

PS C:\> $publicKey = Export-DnsServerDnssecPublicKey -ZoneName
"contoso.com" -Path "C:\" -PassThru -UnAuthenticated –Force
PS C:\> $publicKey[0].RecordData | Add-DnsServerTrustAnchor -
Name "constoso.com" –ComputerName "DNSDC1.Contoso.com"

238

Example 3: Get the trust anchors for all the signed zones  

This command gets the trust anchors for all the signed zones that are hosted on the DNS

server Contoso.com. In this scenario the DNS Server is currently hosting signed zones

for contoso.com, dinnernow.com and hrweb.net  

The command uses a ForEach-Object cmdlet to export the trust anchors and pass the

results to the Get-DnsServerZone cmdlet by using the pipeline operator.  

This command creates a keyset file in the share for each signed zone that is hosted on

the DNS server (Keyset-Contoso.com, Keyset-Dinnernow.com, Keyset-Hrweb.net) and

writes the DNSKEY record in the

Microsoft.Management.Infrastructure.CimInstance#root/Microsoft/Windows/DNS/DNS/Dn

sServerResourceRecord format.     

 

  
Example 4: Import a trust anchor to a non-authorized DN server  

The first command exports the trust anchor (DNSKEY record) for Contoso.com to the

specified path, and stores the results in the $publicKey variable. The UnAuthenticated

parameter indicates that the DNS administrator who runs this command has no

permissions to the DNS server that hosts the zone Contoso.com.  

The second command adds the first trust record that was exported from Contoso.com

into a non-authoritative DNS server named DNSDC1.Contoso.com.     

 

 

 

PS C:\> Get-DnsServerZone | ForEach-Object {Export-
DnsServerDnsSecPublicKey -ComputerName "DNSDC1.Contoso.com" -
ZoneName "Contoso.com" -Path "\\MyDNSKeyShare\keys" -PassThru
-UnAuthorized -Force  }

PS C:\> $publicKey = Export-DnsServerDnssecPublicKey -ZoneName
"contoso.com" -Path "C:\" -PassThru -UnAuthenticated –Force
PS C:\> $publicKey[0].RecordData | Add-DnsServerTrustAnchor -
Name "constoso.com" –ComputerName "DNSDC1.Contoso.com"



Cmdlet: Export-DnsServerDnsSecPublicKey 
  
Synops  
Exports DS and DNSKEY information for a DNSSEC-signed zone. 

  
Syntax  
  Export-DnsServerDnsSecPublicKey [-ZoneName] <String> [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-NoClobber] [-

PassThru] [-Path

    <String>] [-ThrottleLimit <Int32>] [-UnAuthenticated] [-

Confirm] [-WhatIf]

    [<CommonParameters>]

   

    Export-DnsServerDnsSecPublicKey [-ZoneName] <String> [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-NoClobber] [-

PassThru] [-Path

    <String>] [-ThrottleLimit <Int32>] [-UnAuthenticated] -

DigestType {Sha1 |

    Sha256 | Sha384} [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Export-DnsServerDnsSecPublicKey cmdlet exports delegation signer (DS) or

Domain Name System public key (DNSKEY) information for a Domain Name System

Security Extensions (DNSSEC)-signed zone. 

  
Parameters  
Parameter :CimSession  
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Cmdlet: Export-DnsServerDnsSecPublicKey 
  
Synops  
Exports DS and DNSKEY information for a DNSSEC-signed zone. 

  
Syntax  
  Export-DnsServerDnsSecPublicKey [-ZoneName] <String> [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-NoClobber] [-

PassThru] [-Path

    <String>] [-ThrottleLimit <Int32>] [-UnAuthenticated] [-

Confirm] [-WhatIf]

    [<CommonParameters>]

   

    Export-DnsServerDnsSecPublicKey [-ZoneName] <String> [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-NoClobber] [-

PassThru] [-Path

    <String>] [-ThrottleLimit <Int32>] [-UnAuthenticated] -

DigestType {Sha1 |

    Sha256 | Sha384} [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Export-DnsServerDnsSecPublicKey cmdlet exports delegation signer (DS) or

Domain Name System public key (DNSKEY) information for a Domain Name System

Security Extensions (DNSSEC)-signed zone. 

  
Parameters  
Parameter :CimSession  



Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :DigestType  
Description :Specifies an array of algorithms that the zone signing key uses to create the

DS record. The acceptable values for this parameter are:

-- Sha1

-- Sha256

-- Sha384 

 

  
Parameter :Force  
Description :Exports the signing key without prompting you for confirmation. By default,

the cmdlet prompts you for confirmation before it proceeds. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :DigestType  
Description :Specifies an array of algorithms that the zone signing key uses to create the

DS record. The acceptable values for this parameter are:

-- Sha1

-- Sha256

-- Sha384 

 

  
Parameter :Force  
Description :Exports the signing key without prompting you for confirmation. By default,

the cmdlet prompts you for confirmation before it proceeds. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :NoClobber  
Description :Specifies that the export operation does not overwrite an existing export file

that has the same name. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :NoClobber  
Description :Specifies that the export operation does not overwrite an existing export file

that has the same name. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

  
Parameter :Path  
Description :Specifies the absolute path that the cmdlet uses to place the keyset file. The

cmdlet automatically names the file according to the zone name. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :UnAuthenticated  
Description :Indicates that an unauthenticated user is running this cmdlet. The provider

DNS server queries for the DS or DNSKEY information and exports the required data

even if you do not have permissions to run the cmdlet on the remote DNS server. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
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Parameter :Path  
Description :Specifies the absolute path that the cmdlet uses to place the keyset file. The

cmdlet automatically names the file according to the zone name. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :UnAuthenticated  
Description :Indicates that an unauthenticated user is running this cmdlet. The provider

DNS server queries for the DS or DNSKEY information and exports the required data

even if you do not have permissions to run the cmdlet on the remote DNS server. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none



  
Parameter :ZoneName  
Description :Specifies the name of the primary zone for which the cmdlet exports the

signing keys. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Export a trust anchor to a file share  

This command exports the trust anchor (DS record) for Contoso.com to a file share. A

DNS administrator runs this command from the DNS server that hosts the zone

Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ZoneName  
Description :Specifies the name of the primary zone for which the cmdlet exports the

signing keys. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Export a trust anchor to a file share  

This command exports the trust anchor (DS record) for Contoso.com to a file share. A

DNS administrator runs this command from the DNS server that hosts the zone

Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Contoso.com and specifies that the zone signing key uses the SHA-1 algorithm to create

the DS record.  

This command creates Dsset-Contoso.com in \\MyDNSKeyShare\keys and writes the DS

record in the

Microsoft.Management.Infrastructure.CimInstance#root/Microsoft/Windows/DNS/DNS/Dn

sServerResourceRecord format.     

 

  
Example 2: Export a trust anchor by using unauthorized access  

This command exports a trust anchor (DNSKEY record) for Contoso.com to a file share.

The DNS administrator who runs this command has no permissions to the DNS server

that hosts the zone Contoso.com. This command specifies that the zone signing key

uses the SHA-1 algorithm to create the DS record.  

This command creates Keyset-Contoso.com in \\MyDNSKeyShare\keys and writes the

DS record in the

Microsoft.Management.Infrastructure.CimInstance#root/Microsoft/Windows/DNS/DNS/Dn

sServerResourceRecord format.     

 

  
Example 3: Get the trust anchors for all the signed zones  

This command gets the trust anchors for all the signed zones that are hosted on the DNS

PS C:\> Export-DnsServerDnsSecPublicKey -ComputerName
"DNSDC1.Contoso.com" -ZoneName "Contoso.com" -Path
"\\MyDNSKeyShare\keys" -PassThru -DigestType "Sha1"
Exporting a trust anchor without using authentication is
insecure unless DNSSEC is active on "${ComputerName}", a trust
anchor covering "${ZoneName}" is installed, and the connection
between the local machine and "${ComputerName}" is secure.
Consider alternative means of exporting the trust anchors,
such as the DNSCMD protocol, email, or HTTPS. Proceed? [Y] Yes
[A] Yes to All  [N] No  [L] No to All  [S] Suspend  [?] Help
(default is "Y"): Y

PS C:\> Export-DnsServerDnsSecPublicKey -ComputerName
"DNSDC1.contoso.com" -ZoneName "Contoso.com" - Path
"\\MyDNSKeyShare\keys" -PassThru -UnAuthorized -Force
Exporting a trust anchor without using authentication is
insecure unless DNSSEC is active on "${ComputerName}", a trust
anchor covering "${ZoneName}" is installed, and the connection
between the local machine and "${ComputerName}" is secure.
Consider alternative means of exporting the trust anchors,
such as the DNSCMD protocol, email, or HTTPS. Proceed? [Y] Yes
[A] Yes to All  [N] No  [L] No to All  [S] Suspend  [?] Help
(default is "Y"): Y
Note: User typing N exits out of the command with no export or
output
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Contoso.com and specifies that the zone signing key uses the SHA-1 algorithm to create

the DS record.  

This command creates Dsset-Contoso.com in \\MyDNSKeyShare\keys and writes the DS

record in the

Microsoft.Management.Infrastructure.CimInstance#root/Microsoft/Windows/DNS/DNS/Dn

sServerResourceRecord format.     

 

  
Example 2: Export a trust anchor by using unauthorized access  

This command exports a trust anchor (DNSKEY record) for Contoso.com to a file share.

The DNS administrator who runs this command has no permissions to the DNS server

that hosts the zone Contoso.com. This command specifies that the zone signing key

uses the SHA-1 algorithm to create the DS record.  

This command creates Keyset-Contoso.com in \\MyDNSKeyShare\keys and writes the

DS record in the

Microsoft.Management.Infrastructure.CimInstance#root/Microsoft/Windows/DNS/DNS/Dn

sServerResourceRecord format.     

 

  
Example 3: Get the trust anchors for all the signed zones  

This command gets the trust anchors for all the signed zones that are hosted on the DNS

PS C:\> Export-DnsServerDnsSecPublicKey -ComputerName
"DNSDC1.Contoso.com" -ZoneName "Contoso.com" -Path
"\\MyDNSKeyShare\keys" -PassThru -DigestType "Sha1"
Exporting a trust anchor without using authentication is
insecure unless DNSSEC is active on "${ComputerName}", a trust
anchor covering "${ZoneName}" is installed, and the connection
between the local machine and "${ComputerName}" is secure.
Consider alternative means of exporting the trust anchors,
such as the DNSCMD protocol, email, or HTTPS. Proceed? [Y] Yes
[A] Yes to All  [N] No  [L] No to All  [S] Suspend  [?] Help
(default is "Y"): Y

PS C:\> Export-DnsServerDnsSecPublicKey -ComputerName
"DNSDC1.contoso.com" -ZoneName "Contoso.com" - Path
"\\MyDNSKeyShare\keys" -PassThru -UnAuthorized -Force
Exporting a trust anchor without using authentication is
insecure unless DNSSEC is active on "${ComputerName}", a trust
anchor covering "${ZoneName}" is installed, and the connection
between the local machine and "${ComputerName}" is secure.
Consider alternative means of exporting the trust anchors,
such as the DNSCMD protocol, email, or HTTPS. Proceed? [Y] Yes
[A] Yes to All  [N] No  [L] No to All  [S] Suspend  [?] Help
(default is "Y"): Y
Note: User typing N exits out of the command with no export or
output



server Contoso.com. In this scenario the DNS Server is currently hosting signed zones

for contoso.com, dinnernow.com and hrweb.net  

The command uses a ForEach-Object cmdlet to export the trust anchors and pass the

results to the Get-DnsServerZone cmdlet by using the pipeline operator.  

This command creates a keyset file in the share for each signed zone that is hosted on

the DNS server (Keyset-Contoso.com, Keyset-Dinnernow.com, Keyset-Hrweb.net) and

writes the DNSKEY record in the

Microsoft.Management.Infrastructure.CimInstance#root/Microsoft/Windows/DNS/DNS/Dn

sServerResourceRecord format.     

 

  
Example 4: Import a trust anchor to a non-authorized DN server  

The first command exports the trust anchor (DNSKEY record) for Contoso.com to the

specified path, and stores the results in the $publicKey variable. The UnAuthenticated

parameter indicates that the DNS administrator who runs this command has no

permissions to the DNS server that hosts the zone Contoso.com.  

The second command adds the first trust record that was exported from Contoso.com

into a non-authoritative DNS server named DNSDC1.Contoso.com.     

 

 

 

PS C:\> Get-DnsServerZone | ForEach-Object {Export-
DnsServerDnsSecPublicKey -ComputerName "DNSDC1.Contoso.com" -
ZoneName "Contoso.com" -Path "\\MyDNSKeyShare\keys" -PassThru
-UnAuthorized -Force  }

PS C:\> $publicKey = Export-DnsServerDnssecPublicKey -ZoneName
"contoso.com" -Path "C:\" -PassThru -UnAuthenticated –Force
PS C:\> $publicKey[0].RecordData | Add-DnsServerTrustAnchor -
Name "constoso.com" –ComputerName "DNSDC1.Contoso.com"
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server Contoso.com. In this scenario the DNS Server is currently hosting signed zones

for contoso.com, dinnernow.com and hrweb.net  

The command uses a ForEach-Object cmdlet to export the trust anchors and pass the

results to the Get-DnsServerZone cmdlet by using the pipeline operator.  

This command creates a keyset file in the share for each signed zone that is hosted on

the DNS server (Keyset-Contoso.com, Keyset-Dinnernow.com, Keyset-Hrweb.net) and

writes the DNSKEY record in the

Microsoft.Management.Infrastructure.CimInstance#root/Microsoft/Windows/DNS/DNS/Dn

sServerResourceRecord format.     

 

  
Example 4: Import a trust anchor to a non-authorized DN server  

The first command exports the trust anchor (DNSKEY record) for Contoso.com to the

specified path, and stores the results in the $publicKey variable. The UnAuthenticated

parameter indicates that the DNS administrator who runs this command has no

permissions to the DNS server that hosts the zone Contoso.com.  

The second command adds the first trust record that was exported from Contoso.com

into a non-authoritative DNS server named DNSDC1.Contoso.com.     

 

 

 

PS C:\> Get-DnsServerZone | ForEach-Object {Export-
DnsServerDnsSecPublicKey -ComputerName "DNSDC1.Contoso.com" -
ZoneName "Contoso.com" -Path "\\MyDNSKeyShare\keys" -PassThru
-UnAuthorized -Force  }

PS C:\> $publicKey = Export-DnsServerDnssecPublicKey -ZoneName
"contoso.com" -Path "C:\" -PassThru -UnAuthenticated –Force
PS C:\> $publicKey[0].RecordData | Add-DnsServerTrustAnchor -
Name "constoso.com" –ComputerName "DNSDC1.Contoso.com"



Cmdlet: Export-DnsServerZone 
  
Synops  
Exports contents of a zone to a file. 

  
Syntax  
 

Export-DnsServerZone [-Name] <String> [-FileName] <String> [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Export-DnsServerZone cmdlet creates a file containing resource records for an

Active Directory-integrated zone for troubleshooting purposes. This file is not in the same

format as a file-backed zonefile. By default, the cmdlet places the file in the Domain

Name System (DNS) directory. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Export-DnsServerZone 
  
Synops  
Exports contents of a zone to a file. 

  
Syntax  
 

Export-DnsServerZone [-Name] <String> [-FileName] <String> [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Export-DnsServerZone cmdlet creates a file containing resource records for an

Active Directory-integrated zone for troubleshooting purposes. This file is not in the same

format as a file-backed zonefile. By default, the cmdlet places the file in the Domain

Name System (DNS) directory. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :FileName  
Description :Specifies a name for the export file. You can include a file path. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :FileName  
Description :Specifies a name for the export file. You can include a file path. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Parameter :Name  
Description :Specifies a name of a zone. The cmdlet exports the records for this zone. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
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Parameter :Name  
Description :Specifies a name of a zone. The cmdlet exports the records for this zone. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false



  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Get-DnsServer 
  
Synops  
Retrieves a DNS server configuration. 

  
Syntax  
 

Get-DnsServer [-CimSession <CimSession[]>] [-ComputerName

<String>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

ThrottleLimit

    <Int32>] [<CommonParameters>]

   

    

  
Description  
The Get-DnsServer cmdlet retrieves a Domain Name System (DNS) server configuration.

The DNS server must be running Windows Server® 2008 R2 operating system or above.  

You can pass the output of the Get-DnsServer cmdlet to the Export-Clixml cmdlet by

using the pipeline operator. That cmdlet generates an XML file of the configuration. You

can use the XML file to back up or transfer DNS settings between computers. For more

information about Export-Clixml, see Using the Export-Clixml Cmdlet.   

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Get-DnsServer 
  
Synops  
Retrieves a DNS server configuration. 

  
Syntax  
 

Get-DnsServer [-CimSession <CimSession[]>] [-ComputerName

<String>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

ThrottleLimit

    <Int32>] [<CommonParameters>]

   

    

  
Description  
The Get-DnsServer cmdlet retrieves a Domain Name System (DNS) server configuration.

The DNS server must be running Windows Server® 2008 R2 operating system or above.  

You can pass the output of the Get-DnsServer cmdlet to the Export-Clixml cmdlet by

using the pipeline operator. That cmdlet generates an XML file of the configuration. You

can use the XML file to back up or transfer DNS settings between computers. For more

information about Export-Clixml, see Using the Export-Clixml Cmdlet.   

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Description :Specifies a DNS server.  The acceptable values for this parameter are: an IP

V4 address; an IP V6 address; any other value that resolves to an IP address, such as a

fully qualified domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
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Description :Specifies a DNS server.  The acceptable values for this parameter are: an IP

V4 address; an IP V6 address; any other value that resolves to an IP address, such as a

fully qualified domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named



  
Examples  
Example 1: Get a DNS server configuration  

This command gets a DNS server configuration.     

 

  
Example 2: Get local DNS server configuration and then export it  

This command gets the DNS server configuration on the local server and passes it to the

Export-Clixml cmdlet to be translated into an XML file.     

 

 

 

Default value none
Accept pipeline input? false
Accept wildcard characters? false

PS C:\>Get-DnsServer -ComputerName "10.255.255.254"

PS C:\>Get-DnsServer | Export-Clixml -Path
"c:\config\DnsServerConfig.xml"
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Examples  
Example 1: Get a DNS server configuration  

This command gets a DNS server configuration.     

 

  
Example 2: Get local DNS server configuration and then export it  

This command gets the DNS server configuration on the local server and passes it to the

Export-Clixml cmdlet to be translated into an XML file.     

 

 

 

Default value none
Accept pipeline input? false
Accept wildcard characters? false

PS C:\>Get-DnsServer -ComputerName "10.255.255.254"

PS C:\>Get-DnsServer | Export-Clixml -Path
"c:\config\DnsServerConfig.xml"



Cmdlet: Get-DnsServerCache 
  
Synops  
Retrieves DNS server cache settings. 

  
Syntax  
 

Get-DnsServerCache [-CimSession <CimSession[]>] [-ComputerName

<String>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

ThrottleLimit

    <Int32>] [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerCache cmdlet retrieves the following Domain Name System (DNS)

server cache settings: MaxTTL, MaxNegativeTTL, MaxKBSize,

EnablePollutionProtection, LockingPercent, and StoreEmptyAuthenticationReponse. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. The acceptable values for this parameter are:: an

IPv4 address; an IPv6 address; any other value that resolves to an IP address, such as a

fully qualified domain name (FQDN), host name, or NETBIOS name. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Get-DnsServerCache 
  
Synops  
Retrieves DNS server cache settings. 

  
Syntax  
 

Get-DnsServerCache [-CimSession <CimSession[]>] [-ComputerName

<String>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

ThrottleLimit

    <Int32>] [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerCache cmdlet retrieves the following Domain Name System (DNS)

server cache settings: MaxTTL, MaxNegativeTTL, MaxKBSize,

EnablePollutionProtection, LockingPercent, and StoreEmptyAuthenticationReponse. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. The acceptable values for this parameter are:: an

IPv4 address; an IPv6 address; any other value that resolves to an IP address, such as a

fully qualified domain name (FQDN), host name, or NETBIOS name. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Get-DnsServerClientSubnet 
  
Synops  
Gets client subnets for a DNS server. 

  
Syntax  
 

Get-DnsServerClientSubnet [[-Name] <String>] [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-ThrottleLimit <Int32>]

[<CommonParameters>]

   

    

  
Description  
The Get-DnsServerClientSubnet cmdlet gets client subnets for a Domain Name System

(DNS) server. Specify a client subnet by name to see only that client subnet. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

256

Cmdlet: Get-DnsServerClientSubnet 
  
Synops  
Gets client subnets for a DNS server. 

  
Syntax  
 

Get-DnsServerClientSubnet [[-Name] <String>] [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-ThrottleLimit <Int32>]

[<CommonParameters>]

   

    

  
Description  
The Get-DnsServerClientSubnet cmdlet gets client subnets for a Domain Name System

(DNS) server. Specify a client subnet by name to see only that client subnet. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies the name of the client subnet to get. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies the name of the client subnet to get. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerClientSubnet[] 

  
Examples  
Example 1: Get all client subnets  

This command gets all the client subnets on the DNS server. The command uses the

Format-List cmdlet to control the appearance of the output. For more information, type

Get-Help Format-List.     

 

  
Example 2: Get a named client subnet  

This command gets the client subnet named AsiaSubnet.     

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

PS C:\>Get-DnsServerClientSubnet | Format-List
Name       : NorthAmericaSubnet
IPV4Subnet : {172.21.0.0/12}
IPV6Subnet :

Name       : AsiaSubnet
IPV4Subnet : {192.168.0.4/16}
IPV6Subnet : {0db8::1/8}

Name       : EuropeSubnet
IPV4Subnet :
IPV6Subnet : {0db8::1/28}
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Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerClientSubnet[] 

  
Examples  
Example 1: Get all client subnets  

This command gets all the client subnets on the DNS server. The command uses the

Format-List cmdlet to control the appearance of the output. For more information, type

Get-Help Format-List.     

 

  
Example 2: Get a named client subnet  

This command gets the client subnet named AsiaSubnet.     

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

PS C:\>Get-DnsServerClientSubnet | Format-List
Name       : NorthAmericaSubnet
IPV4Subnet : {172.21.0.0/12}
IPV6Subnet :

Name       : AsiaSubnet
IPV4Subnet : {192.168.0.4/16}
IPV6Subnet : {0db8::1/8}

Name       : EuropeSubnet
IPV4Subnet :
IPV6Subnet : {0db8::1/28}



 

 

 

PS C:\>Get-DnsServerClientSubnet -Name "AsiaSubnet" | Format-
List
Name       : AsiaSubnet
IPV4Subnet : {196.168.0.4/16}
IPV6Subnet : { 0db8::1/8}

259

 

 

 

PS C:\>Get-DnsServerClientSubnet -Name "AsiaSubnet" | Format-
List
Name       : AsiaSubnet
IPV4Subnet : {196.168.0.4/16}
IPV6Subnet : { 0db8::1/8}



Cmdlet: Get-DnsServerDiagnostics 
  
Synops  
Retrieves DNS event logging details. 

  
Syntax  
 

Get-DnsServerDiagnostics [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerDiagnostics cmdlet retrieves Domain Name System (DNS) server

diagnostic and logging parameters. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. The acceptable values for this parameter are: an

IPv4 address; an IPv6 address; any other value that resolves to an IP address, such as a

fully qualified domain name (FQDN), host name, or NETBIOS name. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Get-DnsServerDiagnostics 
  
Synops  
Retrieves DNS event logging details. 

  
Syntax  
 

Get-DnsServerDiagnostics [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerDiagnostics cmdlet retrieves Domain Name System (DNS) server

diagnostic and logging parameters. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. The acceptable values for this parameter are: an

IPv4 address; an IPv6 address; any other value that resolves to an IP address, such as a

fully qualified domain name (FQDN), host name, or NETBIOS name. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Get-DnsServerDirectoryPartition 
  
Synops  
Gets a DNS application directory partition. 

  
Syntax  
 

Get-DnsServerDirectoryPartition [-CimSession <CimSession[]>]

    [-ComputerName <String>] [-Custom] [-InformationAction

{SilentlyContinue |

    Stop | Continue | Inquire | Ignore | Suspend}] [-

InformationVariable

    <System.String>] [-ThrottleLimit <Int32>]

[<CommonParameters>]

   

   

Get-DnsServerDirectoryPartition [-Name] <String> [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-ThrottleLimit

<Int32>]

    [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerDirectoryPartition cmdlet gets one or more Domain Name System

(DNS) application server directory partitions on a DNS server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
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Cmdlet: Get-DnsServerDirectoryPartition 
  
Synops  
Gets a DNS application directory partition. 

  
Syntax  
 

Get-DnsServerDirectoryPartition [-CimSession <CimSession[]>]

    [-ComputerName <String>] [-Custom] [-InformationAction

{SilentlyContinue |

    Stop | Continue | Inquire | Ignore | Suspend}] [-

InformationVariable

    <System.String>] [-ThrottleLimit <Int32>]

[<CommonParameters>]

   

   

Get-DnsServerDirectoryPartition [-Name] <String> [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-ThrottleLimit

<Int32>]

    [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerDirectoryPartition cmdlet gets one or more Domain Name System

(DNS) application server directory partitions on a DNS server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none



  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :Custom  
Description :Indicates that this cmdlet returns custom directory partitions. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
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Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :Custom  
Description :Indicates that this cmdlet returns custom directory partitions. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named



  
Parameter :Name  
Description :Specifies the FQDN of a DNS application directory partition. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Examples  
Example 1: Get all DNS application directory partitions  

This command gets all the DNS application directory partitions on the local computer.     

Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

PS C:\> Get-DnsServerDirectoryPartition
server.DirectoryPartitionName        State
Flags                         ZoneCount

-----------------------------        -----
-----                         ---------

DomainDnsZones.mytest.cont...        0(DNS_DP_OKAY)
Enlisted Auto Domain          3

ForestDnsZones.mytest.cont...        0(DNS_DP_OKAY)
Enlisted Auto Forest          2
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Parameter :Name  
Description :Specifies the FQDN of a DNS application directory partition. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Examples  
Example 1: Get all DNS application directory partitions  

This command gets all the DNS application directory partitions on the local computer.     

Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

PS C:\> Get-DnsServerDirectoryPartition
server.DirectoryPartitionName        State
Flags                         ZoneCount

-----------------------------        -----
-----                         ---------

DomainDnsZones.mytest.cont...        0(DNS_DP_OKAY)
Enlisted Auto Domain          3

ForestDnsZones.mytest.cont...        0(DNS_DP_OKAY)
Enlisted Auto Forest          2



 

  
Example 2: Get all custom application directory partitions  

This command gets all the custom application directory partitions on the local computer.     

 

  
Example 3: Get an application directory partition by using name  

This command gets the DNS application directory partition named

DomainDnsZones.dept.contoso.com on the local computer.     

 

 

 

PS C:\>Get-DnsServerDirectoryPartition -Custom
DirectoryPartitionName        State
Flags                         ZoneCount

----------------------        -----                         --
---                         ---------

DomainDnsZones.mytest.cont... 0(DNS_DP_OKAY)
Enlisted Auto Domain          3

PS C:\>Get-DnsServerDirectoryPartition -Name
"DomainDnsZones.dept.contoso.com"
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Example 2: Get all custom application directory partitions  

This command gets all the custom application directory partitions on the local computer.     

 

  
Example 3: Get an application directory partition by using name  

This command gets the DNS application directory partition named

DomainDnsZones.dept.contoso.com on the local computer.     

 

 

 

PS C:\>Get-DnsServerDirectoryPartition -Custom
DirectoryPartitionName        State
Flags                         ZoneCount

----------------------        -----                         --
---                         ---------

DomainDnsZones.mytest.cont... 0(DNS_DP_OKAY)
Enlisted Auto Domain          3

PS C:\>Get-DnsServerDirectoryPartition -Name
"DomainDnsZones.dept.contoso.com"



Cmdlet: Get-DnsServerDnsSecZoneSetting 
  
Synops  
Gets DNSSEC settings for a zone. 

  
Syntax  
 

Get-DnsServerDnsSecZoneSetting [-ZoneName] <String[]> [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-ThrottleLimit

<Int32>]

    [<CommonParameters>]

   

   

Get-DnsServerDnsSecZoneSetting [-ZoneName] <String[]> [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-

IncludeKSKMetadata]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

ThrottleLimit

    <Int32>] -SigningMetadata [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerDnsSecZoneSetting cmdlet gets the Domain Name System Security

Extensions (DNSSEC) settings for a zone on a Domain Name System (DNS) server.  

If you specify the SigningMetaData parameter, the cmdlet outputs a signing metadata

object that contains all the configuration information about the zone signing. You can use

this object to import the configuration for zone signing to another server by using the Set-

DnsServerDnsSecZoneSetting cmdlet. 

  
Parameters  
Parameter :CimSession 
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Cmdlet: Get-DnsServerDnsSecZoneSetting 
  
Synops  
Gets DNSSEC settings for a zone. 

  
Syntax  
 

Get-DnsServerDnsSecZoneSetting [-ZoneName] <String[]> [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-ThrottleLimit

<Int32>]

    [<CommonParameters>]

   

   

Get-DnsServerDnsSecZoneSetting [-ZoneName] <String[]> [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-

IncludeKSKMetadata]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

ThrottleLimit

    <Int32>] -SigningMetadata [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerDnsSecZoneSetting cmdlet gets the Domain Name System Security

Extensions (DNSSEC) settings for a zone on a Domain Name System (DNS) server.  

If you specify the SigningMetaData parameter, the cmdlet outputs a signing metadata

object that contains all the configuration information about the zone signing. You can use

this object to import the configuration for zone signing to another server by using the Set-

DnsServerDnsSecZoneSetting cmdlet. 

  
Parameters  
Parameter :CimSession 



Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :IncludeKSKMetadata  
Description :Indicates that the cmdlet includes KSK metadata in the output object.  You

can import the output object that contains the KSK metadata on another server. If the

server that imports the input object requires the Key Master role, the server can seize the

Key Master role. If the output object does not contain the KSK metadata, the server that

imports the output object cannot seize the key Master Role while retaining the existing

keys, and you must resign the whole zone with new keys. 

 

  
Parameter :InformationAction  
Description : 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :IncludeKSKMetadata  
Description :Indicates that the cmdlet includes KSK metadata in the output object.  You

can import the output object that contains the KSK metadata on another server. If the

server that imports the input object requires the Key Master role, the server can seize the

Key Master role. If the output object does not contain the KSK metadata, the server that

imports the output object cannot seize the key Master Role while retaining the existing

keys, and you must resign the whole zone with new keys. 

 

  
Parameter :InformationAction  
Description : 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :SigningMetadata  
Description :Indicates that the cmdlet includes all signing metadata in the output object. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :InformationVariable  
Description : 

 

  
Parameter :SigningMetadata  
Description :Indicates that the cmdlet includes all signing metadata in the output object. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :ZoneName  
Description :Specifies an array of names of DNS zones. 

 

  
Outputs  
The DnsServerDnsSecZoneSetting object contains the following fields:  

-- DenialOfExistence

-- DistributeTrustAnchor

-- DnsKeyRecordSetTtl

-- DSRecordGenerationAlgorithm

-- DSRecordSetTtl

-- EnableRfc5011KeyRollover

-- IsKeyMasterServer

-- KeyMasterServer

-- KeyMasterStatus

-- NSec3HashAlgorithm

-- NSec3Iterations

-- NSec3OptOut

-- NSec3RandomSaltLength

-- NSec3UserSalt

-- ParentHasSecureDelegation

-- PropagationTime

-- SecureDelegationPollingPeriod

-- SignatureInceptionOffset

-- ZoneName  

If you specify the SigningMetadata parameter, the object returned is of type

DnsServerZoneSigningMetadata

{

DnsServerDnsSecZoneSetting DnsSecZoneSetting

DnsServerSigningKeyExtendedInformation [] KeyExtendedInformation

DnsServerResourceRecord[] DnsSecRecords   

}

DnsServerDnsSecZoneSetting

{

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :ZoneName  
Description :Specifies an array of names of DNS zones. 

 

  
Outputs  
The DnsServerDnsSecZoneSetting object contains the following fields:  

-- DenialOfExistence

-- DistributeTrustAnchor

-- DnsKeyRecordSetTtl

-- DSRecordGenerationAlgorithm

-- DSRecordSetTtl

-- EnableRfc5011KeyRollover

-- IsKeyMasterServer

-- KeyMasterServer

-- KeyMasterStatus

-- NSec3HashAlgorithm

-- NSec3Iterations

-- NSec3OptOut

-- NSec3RandomSaltLength

-- NSec3UserSalt

-- ParentHasSecureDelegation

-- PropagationTime

-- SecureDelegationPollingPeriod

-- SignatureInceptionOffset

-- ZoneName  

If you specify the SigningMetadata parameter, the object returned is of type

DnsServerZoneSigningMetadata

{

DnsServerDnsSecZoneSetting DnsSecZoneSetting

DnsServerSigningKeyExtendedInformation [] KeyExtendedInformation

DnsServerResourceRecord[] DnsSecRecords   

}

DnsServerDnsSecZoneSetting

{

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



-- String ZoneName

-- Bool DenialOfExistence

-- Bool NSec3HashAlgorithm

-- Integer NSec3Iterations

 -- Bool NSec3OptOut

-- Integer NSec3RandomSaltLength

-- String NSec3UserSalt

-- String[] DistributeTrustAnchor

 -- Bool EnableRfc5011KeyRollover

-- String[] DSRecordGenerationAlgorithm

-- Bool ParentHasSecureDelegation

-- DateTime DsRecordSetTtl

-- DateTime DnsKeyRecordSetTtl

-- DateTime SignatureInceptionOffset

-- DateTime SecureDelegationPollingPeriod

-- DateTime PropogationTime

-- Bool IsKeyMasterServer

-- String KeyMasterServer

-- String KeyMasterStatus

-- Bool IsSigned

-- String NSec3CurrentSalt

-- String CurrentRollingSkdGuid

}

DnsServerSigningKeyOpState

{

-- Integer CurrentRolloverState

-- Bool ManualTrigger

-- Integer PreRollEventFired

-- TimeSpan NextKeyGenerationTime

-- DnsServerResourceRecordDnsKey[] RevokedOrSwappedDnsKeys

-- DnsServerResourceRecordDnsKey[] FinalDnsKeys

-- Integer ActiveKeyScope

-- Integer StandbyKeyScope

-- Integer NextKeyScope

}

DnsServerSigningKeyExtendedInformation

{

-- DnsServerSigningKey SigningKey

-- DnsServerSigningKeyOpState SigningKeyOpState

}  

Type :

Microsoft.Management.Infrastructure.CimInstance#DnsServerDnsSecZoneSetting[] 

271

-- String ZoneName

-- Bool DenialOfExistence

-- Bool NSec3HashAlgorithm

-- Integer NSec3Iterations

 -- Bool NSec3OptOut

-- Integer NSec3RandomSaltLength

-- String NSec3UserSalt

-- String[] DistributeTrustAnchor

 -- Bool EnableRfc5011KeyRollover

-- String[] DSRecordGenerationAlgorithm

-- Bool ParentHasSecureDelegation

-- DateTime DsRecordSetTtl

-- DateTime DnsKeyRecordSetTtl

-- DateTime SignatureInceptionOffset

-- DateTime SecureDelegationPollingPeriod

-- DateTime PropogationTime

-- Bool IsKeyMasterServer

-- String KeyMasterServer

-- String KeyMasterStatus

-- Bool IsSigned

-- String NSec3CurrentSalt

-- String CurrentRollingSkdGuid

}

DnsServerSigningKeyOpState

{

-- Integer CurrentRolloverState

-- Bool ManualTrigger

-- Integer PreRollEventFired

-- TimeSpan NextKeyGenerationTime

-- DnsServerResourceRecordDnsKey[] RevokedOrSwappedDnsKeys

-- DnsServerResourceRecordDnsKey[] FinalDnsKeys

-- Integer ActiveKeyScope

-- Integer StandbyKeyScope

-- Integer NextKeyScope

}

DnsServerSigningKeyExtendedInformation

{

-- DnsServerSigningKey SigningKey

-- DnsServerSigningKeyOpState SigningKeyOpState

}  

Type :

Microsoft.Management.Infrastructure.CimInstance#DnsServerDnsSecZoneSetting[] 



  
Examples  
Example 1: Get DNSSEC settings  

This command gets the DNS Security Extensions for the zone named

western.contoso.com.     

 

  
Example 2: Get DNSSEC setting with signing metadata  

This command gets the DNS Security Extensions signing metadata for the zone named

western.contoso.com. The metadata returned can be imported on a non-key master

server to begin signing with enhanced key management for file-backed zones.     

PS C:\> Get-DnsServerDnsSecZoneSetting -ZoneName
"western.contoso.com"
ZoneName                      : western.contoso.com
IsKeyMasterServer             : True
KeyMasterServer               : root
KeyMasterStatus               : Online
DenialOfExistence             : NSec3
NSec3HashAlgorithm            : RsaSha1
NSec3Iterations               : 50
NSec3OptOut                   : False
IsNSec3SaltConfigured         : True
NSec3RandomSaltLength         : 8
NSec3UserSalt                 : -
DnsKeyRecordSetTTL            : 01:00:00
DSRecordSetTTL                : 01:00:00
DSRecordGenerationAlgorithm   : {Sha1, Sha256}
DistributeTrustAnchor         : {None}
EnableRfc5011KeyRollover      : False
ParentHasSecureDelegation     : False
SecureDelegationPollingPeriod : 12:00:00
PropagationTime               : 00:00:00
SignatureInceptionOffset      : 01:00:00
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Examples  
Example 1: Get DNSSEC settings  

This command gets the DNS Security Extensions for the zone named

western.contoso.com.     

 

  
Example 2: Get DNSSEC setting with signing metadata  

This command gets the DNS Security Extensions signing metadata for the zone named

western.contoso.com. The metadata returned can be imported on a non-key master

server to begin signing with enhanced key management for file-backed zones.     

PS C:\> Get-DnsServerDnsSecZoneSetting -ZoneName
"western.contoso.com"
ZoneName                      : western.contoso.com
IsKeyMasterServer             : True
KeyMasterServer               : root
KeyMasterStatus               : Online
DenialOfExistence             : NSec3
NSec3HashAlgorithm            : RsaSha1
NSec3Iterations               : 50
NSec3OptOut                   : False
IsNSec3SaltConfigured         : True
NSec3RandomSaltLength         : 8
NSec3UserSalt                 : -
DnsKeyRecordSetTTL            : 01:00:00
DSRecordSetTTL                : 01:00:00
DSRecordGenerationAlgorithm   : {Sha1, Sha256}
DistributeTrustAnchor         : {None}
EnableRfc5011KeyRollover      : False
ParentHasSecureDelegation     : False
SecureDelegationPollingPeriod : 12:00:00
PropagationTime               : 00:00:00
SignatureInceptionOffset      : 01:00:00



 

  
Example 3: Get DNSSEC settings with signing metadata and key signing key information  

This command gets the DNS Security Extensions signing metadata and key signing key

information for the zone named western.contoso.com. The metadata returned can be

imported on a non-key master server to begin signing with enhanced key management

for file-backed zones.     

PS C:\>Get-DnsServerDnsSecZoneSetting -SigningMetadata -
ZoneName western.contoso.com
DnsSecResourceRecords         : {DnsServerResourceRecord,
DnsServerResourceRecord, DnsServerResourceRecord,
DnsServerResourceRecord...}
DnsSecZoneSetting             : DnsServerDnsSecZoneSetting
KeyExtendedInformation        :
{DnsServerSigningKeyExtendedInformation}
PSComputerName                :
ZoneName                      : western.contoso.com
IsSigned                      : True
DenialOfExistence             : NSec3
NSec3HashAlgorithm            : RsaSha1
NSec3Iterations               : 50
NSec3OptOut                   : False
NSec3RandomSaltLength         : 8
NSec3UserSalt                 : -
DistributeTrustAnchor         : None
EnableRfc5011KeyRollover      : True
DSRecordGenerationAlgorithm   : {Sha1, Sha256}
DSRecordSetTtl                : 01:00:00
DnsKeyRecordSetTtl            : 01:00:00
SignatureInceptionOffset      : 01:00:00
SecureDelegationPollingPeriod : 12:00:00
PropagationTime               : 00:00:00
ParentHasSecureDelegation     : False
NSec3CurrentSalt              : 64A9522428558341
CurrentRollingSkdGuid         : 92491d13-f777-4d48-a9b6-
6625cfd5cb9e
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Example 3: Get DNSSEC settings with signing metadata and key signing key information  

This command gets the DNS Security Extensions signing metadata and key signing key

information for the zone named western.contoso.com. The metadata returned can be

imported on a non-key master server to begin signing with enhanced key management

for file-backed zones.     

PS C:\>Get-DnsServerDnsSecZoneSetting -SigningMetadata -
ZoneName western.contoso.com
DnsSecResourceRecords         : {DnsServerResourceRecord,
DnsServerResourceRecord, DnsServerResourceRecord,
DnsServerResourceRecord...}
DnsSecZoneSetting             : DnsServerDnsSecZoneSetting
KeyExtendedInformation        :
{DnsServerSigningKeyExtendedInformation}
PSComputerName                :
ZoneName                      : western.contoso.com
IsSigned                      : True
DenialOfExistence             : NSec3
NSec3HashAlgorithm            : RsaSha1
NSec3Iterations               : 50
NSec3OptOut                   : False
NSec3RandomSaltLength         : 8
NSec3UserSalt                 : -
DistributeTrustAnchor         : None
EnableRfc5011KeyRollover      : True
DSRecordGenerationAlgorithm   : {Sha1, Sha256}
DSRecordSetTtl                : 01:00:00
DnsKeyRecordSetTtl            : 01:00:00
SignatureInceptionOffset      : 01:00:00
SecureDelegationPollingPeriod : 12:00:00
PropagationTime               : 00:00:00
ParentHasSecureDelegation     : False
NSec3CurrentSalt              : 64A9522428558341
CurrentRollingSkdGuid         : 92491d13-f777-4d48-a9b6-
6625cfd5cb9e



 

 

 

PS C:\> Get-DnsServerDnsSecZoneSetting -SigningMetadata -
ZoneName "western.contoso.com" -IncludeKSKMetadata
DnsSecResourceRecords         : {DnsServerResourceRecord,
DnsServerResourceRecord, DnsServerResourceRecord,
DnsServerResourceRecord...}
DnsSecZoneSetting             : DnsServerDnsSecZoneSetting
KeyExtendedInformation        :
{DnsServerSigningKeyExtendedInformation,
DnsServerSigningKeyExtendedInformation}
PSComputerName                :
ZoneName                      : western.contoso.com
IsSigned                      : True
DenialOfExistence             : NSec3
NSec3HashAlgorithm            : RsaSha1
NSec3Iterations               : 50
NSec3OptOut                   : False
NSec3RandomSaltLength         : 8
NSec3UserSalt                 : -
DistributeTrustAnchor         : None
EnableRfc5011KeyRollover      : True
DSRecordGenerationAlgorithm   : {Sha1, Sha256}
DSRecordSetTtl                : 01:00:00
DnsKeyRecordSetTtl            : 01:00:00
SignatureInceptionOffset      : 01:00:00
SecureDelegationPollingPeriod : 12:00:00
PropagationTime               : 00:00:00
ParentHasSecureDelegation     : False
NSec3CurrentSalt              : 64A9522428558341
CurrentRollingSkdGuid         : 92491d13-f777-4d48-a9b6-
6625cfd5cb9e
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PS C:\> Get-DnsServerDnsSecZoneSetting -SigningMetadata -
ZoneName "western.contoso.com" -IncludeKSKMetadata
DnsSecResourceRecords         : {DnsServerResourceRecord,
DnsServerResourceRecord, DnsServerResourceRecord,
DnsServerResourceRecord...}
DnsSecZoneSetting             : DnsServerDnsSecZoneSetting
KeyExtendedInformation        :
{DnsServerSigningKeyExtendedInformation,
DnsServerSigningKeyExtendedInformation}
PSComputerName                :
ZoneName                      : western.contoso.com
IsSigned                      : True
DenialOfExistence             : NSec3
NSec3HashAlgorithm            : RsaSha1
NSec3Iterations               : 50
NSec3OptOut                   : False
NSec3RandomSaltLength         : 8
NSec3UserSalt                 : -
DistributeTrustAnchor         : None
EnableRfc5011KeyRollover      : True
DSRecordGenerationAlgorithm   : {Sha1, Sha256}
DSRecordSetTtl                : 01:00:00
DnsKeyRecordSetTtl            : 01:00:00
SignatureInceptionOffset      : 01:00:00
SecureDelegationPollingPeriod : 12:00:00
PropagationTime               : 00:00:00
ParentHasSecureDelegation     : False
NSec3CurrentSalt              : 64A9522428558341
CurrentRollingSkdGuid         : 92491d13-f777-4d48-a9b6-
6625cfd5cb9e



Cmdlet: Get-DnsServerDsSetting 
  
Synops  
Retrieves DNS Server Active Directory settings 

  
Syntax  
 

Get-DnsServerDsSetting [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerDsSetting cmdlet retrieves the following Domain Name System (DNS)

Server Active Directory settings: PollingInterval, DirectoryPartitionAutoEnlistInterval,

LazyUpdateInterval, MinimumBackgroundLoadThreads, and RemoteReplicationDelay. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. The acceptable values for this parameter are: an IP

V4 address; an IP V6 address; any other value that resolves to an IP address, such as a

fully qualified domain name (FQDN), host name, or NETBIOS name. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Get-DnsServerDsSetting 
  
Synops  
Retrieves DNS Server Active Directory settings 

  
Syntax  
 

Get-DnsServerDsSetting [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerDsSetting cmdlet retrieves the following Domain Name System (DNS)

Server Active Directory settings: PollingInterval, DirectoryPartitionAutoEnlistInterval,

LazyUpdateInterval, MinimumBackgroundLoadThreads, and RemoteReplicationDelay. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. The acceptable values for this parameter are: an IP

V4 address; an IP V6 address; any other value that resolves to an IP address, such as a

fully qualified domain name (FQDN), host name, or NETBIOS name. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Get-DnsServerEDns 
  
Synops  
Gets EDNS configuration settings on a DNS sever. 

  
Syntax  
 

Get-DnsServerEDns [-CimSession <CimSession[]>] [-ComputerName

<String>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

ThrottleLimit

    <Int32>] [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerEDns cmdlet gets extension mechanisms for DNS (EDNS)

configuration settings on a Domain Name System (DNS) server. This cmdlet gets the

EDNS settings for CacheTimeout, EnableProbes, and EnableReception. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Get-DnsServerEDns 
  
Synops  
Gets EDNS configuration settings on a DNS sever. 

  
Syntax  
 

Get-DnsServerEDns [-CimSession <CimSession[]>] [-ComputerName

<String>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

ThrottleLimit

    <Int32>] [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerEDns cmdlet gets extension mechanisms for DNS (EDNS)

configuration settings on a Domain Name System (DNS) server. This cmdlet gets the

EDNS settings for CacheTimeout, EnableProbes, and EnableReception. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Get-DnsServerForwarder 
  
Synops  
Gets forwarder configuration settings on a DNS server. 

  
Syntax  
 

Get-DnsServerForwarder [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerForwarder cmdlet gets configuration settings on a DNS server. A

forwarder is a Domain Name System (DNS) server on a network that is used to forward

DNS queries for external DNS names to DNS servers outside that network. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Get-DnsServerForwarder 
  
Synops  
Gets forwarder configuration settings on a DNS server. 

  
Syntax  
 

Get-DnsServerForwarder [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerForwarder cmdlet gets configuration settings on a DNS server. A

forwarder is a Domain Name System (DNS) server on a network that is used to forward

DNS queries for external DNS names to DNS servers outside that network. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

 

283

 

 



Cmdlet: Get-DnsServerGlobalNameZone 
  
Synops  
Retrieves DNS server GlobalName zone configuration details. 

  
Syntax  
 

Get-DnsServerGlobalNameZone [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerGlobalNameZone cmdlet gets a Domain Name System (DNS) server

GlobalNames zone object for the local server or a specified DNS server. This object

contains the following settings:

 

-- Enable

-- GlobalOverLocal

-- PreferAAAA

-- AlwaysQueryServer

-- EnableEDnsProbes

-- BlockUpdates

-- SendTimeout(s)

-- ServerQueryInterval 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
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Cmdlet: Get-DnsServerGlobalNameZone 
  
Synops  
Retrieves DNS server GlobalName zone configuration details. 

  
Syntax  
 

Get-DnsServerGlobalNameZone [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerGlobalNameZone cmdlet gets a Domain Name System (DNS) server

GlobalNames zone object for the local server or a specified DNS server. This object

contains the following settings:

 

-- Enable

-- GlobalOverLocal

-- PreferAAAA

-- AlwaysQueryServer

-- EnableEDnsProbes

-- BlockUpdates

-- SendTimeout(s)

-- ServerQueryInterval 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named



  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Get-DnsServerGlobalQueryBlockList 
  
Synops  
Gets a global query block list. 

  
Syntax  
 

Get-DnsServerGlobalQueryBlockList [-CimSession <CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-ThrottleLimit <Int32>]

[<CommonParameters>]

   

    

  
Description  
The Get-DnsServerGlobalQueryBlockList cmdlet gets a global query block list on a

Domain Name System (DNS) server. DNS Server service maintains a list of servers that

it does not respond to when the DNS server receives a query to resolve the name in any

zone for which the server is authoritative. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

287

Cmdlet: Get-DnsServerGlobalQueryBlockList 
  
Synops  
Gets a global query block list. 

  
Syntax  
 

Get-DnsServerGlobalQueryBlockList [-CimSession <CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-ThrottleLimit <Int32>]

[<CommonParameters>]

   

    

  
Description  
The Get-DnsServerGlobalQueryBlockList cmdlet gets a global query block list on a

Domain Name System (DNS) server. DNS Server service maintains a list of servers that

it does not respond to when the DNS server receives a query to resolve the name in any

zone for which the server is authoritative. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false

288

name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false



 

 

Accept wildcard characters? false
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Accept wildcard characters? false



Cmdlet: Get-DnsServerQueryResolutionPolicy 
  
Synops  
Gets policies for query resolution from a DNS server. 

  
Syntax  
 

Get-DnsServerQueryResolutionPolicy [[-Name] <String>] [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-ThrottleLimit

<Int32>]

    [<CommonParameters>]

   

   

Get-DnsServerQueryResolutionPolicy [[-Name] <String>] [-ZoneName]

<String>

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-ThrottleLimit

<Int32>]

    [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerQueryResolutionPolicy cmdlet gets policies for query resolution from

a Domain Name System (DNS) server. Specify a zone by name to get zone level

policies. If you do not specify a zone, this cmdlet gets server level policies. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 
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Cmdlet: Get-DnsServerQueryResolutionPolicy 
  
Synops  
Gets policies for query resolution from a DNS server. 

  
Syntax  
 

Get-DnsServerQueryResolutionPolicy [[-Name] <String>] [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-ThrottleLimit

<Int32>]

    [<CommonParameters>]

   

   

Get-DnsServerQueryResolutionPolicy [[-Name] <String>] [-ZoneName]

<String>

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-ThrottleLimit

<Int32>]

    [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerQueryResolutionPolicy cmdlet gets policies for query resolution from

a Domain Name System (DNS) server. Specify a zone by name to get zone level

policies. If you do not specify a zone, this cmdlet gets server level policies. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 



 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as an FQDN, host name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies the name of the policy to get. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as an FQDN, host name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies the name of the policy to get. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone from which to get the zone level policy.

The zone must exist on the DNS server. 

 

  
Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerPolicy[] 

  
Examples 

Required false
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone from which to get the zone level policy.

The zone must exist on the DNS server. 

 

  
Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerPolicy[] 

  
Examples 

Required false
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



Example 1: Get all zone level policies  

This command gets all the zone level policies for the zone named contoso.com. The

command uses the Format-List cmdlet to control the appearance of the output. For more

information, type Get-Help Format-List.     

 

  
Example 2: Get a specific zone level policy  

This command gets the zone level policy named NorthAmericaPolicy in the domain

named contoso.com.     

 

  
Example 3: Get all server level policies  

This command gets all the server level policies.     

PS C:\>Get-DnsServerQueryResolutionPolicy -ZoneName
"contoso.com" | Format-List *

PS C:\>Get-DnsServerQueryResolutionPolicy -Name
"NorthAmericaPolicy" -ZoneName "contoso.com" | Format-List *
Action                : Allow
AppliesOn             : QueryProcessing
Condition             : And
Content               : {DnsServerPolicyContent}
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True
Level                 : Zone
Name                  : NorthAmericaPolicy
ProcessingOrder       : 1
ZoneName              : contoso.com
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties
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Example 1: Get all zone level policies  

This command gets all the zone level policies for the zone named contoso.com. The

command uses the Format-List cmdlet to control the appearance of the output. For more

information, type Get-Help Format-List.     

 

  
Example 2: Get a specific zone level policy  

This command gets the zone level policy named NorthAmericaPolicy in the domain

named contoso.com.     

 

  
Example 3: Get all server level policies  

This command gets all the server level policies.     

PS C:\>Get-DnsServerQueryResolutionPolicy -ZoneName
"contoso.com" | Format-List *

PS C:\>Get-DnsServerQueryResolutionPolicy -Name
"NorthAmericaPolicy" -ZoneName "contoso.com" | Format-List *
Action                : Allow
AppliesOn             : QueryProcessing
Condition             : And
Content               : {DnsServerPolicyContent}
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True
Level                 : Zone
Name                  : NorthAmericaPolicy
ProcessingOrder       : 1
ZoneName              : contoso.com
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties



PS C:\>Get-DnsServerQueryResolutionPolicy | Format-List *
Action                : Ignore
AppliesOn             : QueryProcessing
Condition             : And
Content               :
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True
Level                 : Server
Name                  : DropPolicy
ProcessingOrder       : 1
ZoneName              :
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties

Action                : Ignore
AppliesOn             : QueryProcessing
Condition             : And
Content               :
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True
Level                 : Server
Name                  : DropPolicyMalicious
ProcessingOrder       : 2
ZoneName              :
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties

Action                : Ignore
AppliesOn             : QueryProcessing
Condition             : And
Content               :
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True
Level                 : Server
Name                  : DropPolicyQType
ProcessingOrder       : 3
ZoneName              :
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties

Action                : Allow
AppliesOn             : Recursion
Condition             : And
Content               : {DnsServerPolicyContent}
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True
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PS C:\>Get-DnsServerQueryResolutionPolicy | Format-List *
Action                : Ignore
AppliesOn             : QueryProcessing
Condition             : And
Content               :
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True
Level                 : Server
Name                  : DropPolicy
ProcessingOrder       : 1
ZoneName              :
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties

Action                : Ignore
AppliesOn             : QueryProcessing
Condition             : And
Content               :
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True
Level                 : Server
Name                  : DropPolicyMalicious
ProcessingOrder       : 2
ZoneName              :
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties

Action                : Ignore
AppliesOn             : QueryProcessing
Condition             : And
Content               :
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True
Level                 : Server
Name                  : DropPolicyQType
ProcessingOrder       : 3
ZoneName              :
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties

Action                : Allow
AppliesOn             : Recursion
Condition             : And
Content               : {DnsServerPolicyContent}
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True



 

  
Example 4: Get a specific server level policy  

This command gets the server level policy named DropPolicy.     

 

  
Example 5: Display all server level and zone level policies  

The first command gets configuration settings for the current DNS server by using Get-

DnsServer cmdlet, and then stores those values in the $DnsServer variable.  

The second command passes the ServerPolicies property of each object stored in

$DnsServer to Format-List by using the pipeline operator.  This example displays both

server level and zone level policies.     

Level                 : Server
Name                  : SplitBrainPolicy
ProcessingOrder       : 1
ZoneName              :
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties

PS C:\>Get-DnsServerQueryResolutionPolicy -Name "DropPolicy"
Name
ProcessingOrder                                    IsEnabled
Action
----                                               -----------
----                                    ---------
------
DropPolicy                                         1
True                                              Ignore
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Example 4: Get a specific server level policy  

This command gets the server level policy named DropPolicy.     

 

  
Example 5: Display all server level and zone level policies  

The first command gets configuration settings for the current DNS server by using Get-

DnsServer cmdlet, and then stores those values in the $DnsServer variable.  

The second command passes the ServerPolicies property of each object stored in

$DnsServer to Format-List by using the pipeline operator.  This example displays both

server level and zone level policies.     

Level                 : Server
Name                  : SplitBrainPolicy
ProcessingOrder       : 1
ZoneName              :
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties

PS C:\>Get-DnsServerQueryResolutionPolicy -Name "DropPolicy"
Name
ProcessingOrder                                    IsEnabled
Action
----                                               -----------
----                                    ---------
------
DropPolicy                                         1
True                                              Ignore



PS C:\>$DnsServer = Get-DnsServer
PS C:\> $DnsServer.ServerPolicies | Format-List *
Action                : Ignore
AppliesOn             : QueryProcessing
Condition             : And
Content               :
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True
Level                 : Server
Name                  : DropPolicy
ProcessingOrder       : 1
ZoneName              :
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties

Action                : Ignore
AppliesOn             : QueryProcessing
Condition             : And
Content               :
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True
Level                 : Server
Name                  : DropPolicyMalicious
ProcessingOrder       : 2
ZoneName              :
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties

Action                : Ignore
AppliesOn             : QueryProcessing
Condition             : And
Content               :
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True
Level                 : Server
Name                  : DropPolicyQType
ProcessingOrder       : 3
ZoneName              :
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties

Action                : Allow
AppliesOn             : Recursion
Condition             : And
Content               : {DnsServerPolicyContent}
Criteria              : {DnsServerPolicyCriteria}
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PS C:\>$DnsServer = Get-DnsServer
PS C:\> $DnsServer.ServerPolicies | Format-List *
Action                : Ignore
AppliesOn             : QueryProcessing
Condition             : And
Content               :
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True
Level                 : Server
Name                  : DropPolicy
ProcessingOrder       : 1
ZoneName              :
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties

Action                : Ignore
AppliesOn             : QueryProcessing
Condition             : And
Content               :
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True
Level                 : Server
Name                  : DropPolicyMalicious
ProcessingOrder       : 2
ZoneName              :
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties

Action                : Ignore
AppliesOn             : QueryProcessing
Condition             : And
Content               :
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True
Level                 : Server
Name                  : DropPolicyQType
ProcessingOrder       : 3
ZoneName              :
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties

Action                : Allow
AppliesOn             : Recursion
Condition             : And
Content               : {DnsServerPolicyContent}
Criteria              : {DnsServerPolicyCriteria}



IsEnabled             : True
Level                 : Server
Name                  : SplitBrainPolicy
ProcessingOrder       : 1
ZoneName              :
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties

Action                : Allow
AppliesOn             : QueryProcessing
Condition             : And
Content               : {DnsServerPolicyContent}
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True
Level                 : Zone
Name                  : AmericaPolicy
ProcessingOrder       : 1
ZoneName              : contoso.com
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties

Action                : Allow
AppliesOn             : QueryProcessing
Condition             : And
Content               : {DnsServerPolicyContent}
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True
Level                 : Zone
Name                  : EuropePolicy
ProcessingOrder       : 2
ZoneName              : contoso.com
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties

Action                : Allow
AppliesOn             : QueryProcessing
Condition             : And
Content               : {DnsServerPolicyContent,
DnsServerPolicyContent}
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True
Level                 : Zone
Name                  : LBPolicy
ProcessingOrder       : 3
ZoneName              : contoso.com
PSComputerName        :
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IsEnabled             : True
Level                 : Server
Name                  : SplitBrainPolicy
ProcessingOrder       : 1
ZoneName              :
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties

Action                : Allow
AppliesOn             : QueryProcessing
Condition             : And
Content               : {DnsServerPolicyContent}
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True
Level                 : Zone
Name                  : AmericaPolicy
ProcessingOrder       : 1
ZoneName              : contoso.com
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties

Action                : Allow
AppliesOn             : QueryProcessing
Condition             : And
Content               : {DnsServerPolicyContent}
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True
Level                 : Zone
Name                  : EuropePolicy
ProcessingOrder       : 2
ZoneName              : contoso.com
PSComputerName        :
CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties

Action                : Allow
AppliesOn             : QueryProcessing
Condition             : And
Content               : {DnsServerPolicyContent,
DnsServerPolicyContent}
Criteria              : {DnsServerPolicyCriteria}
IsEnabled             : True
Level                 : Zone
Name                  : LBPolicy
ProcessingOrder       : 3
ZoneName              : contoso.com
PSComputerName        :



 

 

 

CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties

298

 

 

 

CimClass              :
root/Microsoft/Windows/DNS:DnsServerPolicy
CimInstanceProperties : {Action, AppliesOn, Condition,
Content...}
CimSystemProperties   :
Microsoft.Management.Infrastructure.CimSystemProperties



Cmdlet: Get-DnsServerRecursion 
  
Synops  
Retrieves DNS server recursion settings. 

  
Syntax  
 

Get-DnsServerRecursion [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerRecursion cmdlet retrieves Domain Name System (DNS) server

recursion settings. Recursion occurs when a DNS server queries other DNS servers on

behalf of a requesting client, and then sends the answer back to the client. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. The acceptable values for this parameter are: an IP

V4 address; an IP V6 address; any other value that resolves to an IP address, such as a

fully qualified domain name (FQDN), host name, or NETBIOS name. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Get-DnsServerRecursion 
  
Synops  
Retrieves DNS server recursion settings. 

  
Syntax  
 

Get-DnsServerRecursion [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerRecursion cmdlet retrieves Domain Name System (DNS) server

recursion settings. Recursion occurs when a DNS server queries other DNS servers on

behalf of a requesting client, and then sends the answer back to the client. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. The acceptable values for this parameter are: an IP

V4 address; an IP V6 address; any other value that resolves to an IP address, such as a

fully qualified domain name (FQDN), host name, or NETBIOS name. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

 

301

 

 



Cmdlet: Get-DnsServerRecursionScope 
  
Synops  
Gets the DNS server recursion scopes. 

  
Syntax  
 

Get-DnsServerRecursionScope [[-Name] <String>] [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-ThrottleLimit

<Int32>]

    [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerRecursionScope cmdlet gets the Domain Name System (DNS) server

recursion scopes. Specify a scope by name to get only that scope. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Get-DnsServerRecursionScope 
  
Synops  
Gets the DNS server recursion scopes. 

  
Syntax  
 

Get-DnsServerRecursionScope [[-Name] <String>] [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-ThrottleLimit

<Int32>]

    [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerRecursionScope cmdlet gets the Domain Name System (DNS) server

recursion scopes. Specify a scope by name to get only that scope. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies the name of the recursion scope to get. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies the name of the recursion scope to get. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerRecursionScope[] 

  
Examples  
Example 1: Get all recursion scopes  

This command gets all the recursion scopes on the DNS server. The command gets the

default scope, identified as dot (.). The default scope includes the legacy forwarder and

recursion settings.     

 

  
Example 2: Get a specific recursion scope  

This command gets the recursion scope named ScopeInternal.     

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

PS C:\>Get-DnsServerRecursionScope
Name                                             Forwarder
EnableRecursion
----                                             ---------
---------------
.
True
scopeInternal                                    {10.0.0.1,
172.22.0.1}                           True

PS C:\>Get-DnsServerRecursionScope -Name "ScopeInternal"
Name                                             Forwarder
EnableRecursion
----                                             ---------
---------------
ScopeInternal                                    {10.0.0.1,
172.22.0.1}                           True
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number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerRecursionScope[] 

  
Examples  
Example 1: Get all recursion scopes  

This command gets all the recursion scopes on the DNS server. The command gets the

default scope, identified as dot (.). The default scope includes the legacy forwarder and

recursion settings.     

 

  
Example 2: Get a specific recursion scope  

This command gets the recursion scope named ScopeInternal.     

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

PS C:\>Get-DnsServerRecursionScope
Name                                             Forwarder
EnableRecursion
----                                             ---------
---------------
.
True
scopeInternal                                    {10.0.0.1,
172.22.0.1}                           True

PS C:\>Get-DnsServerRecursionScope -Name "ScopeInternal"
Name                                             Forwarder
EnableRecursion
----                                             ---------
---------------
ScopeInternal                                    {10.0.0.1,
172.22.0.1}                           True
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Cmdlet: Get-DnsServerResourceRecord 
  
Synops  
Gets resource records from a specified DNS zone. 

  
Syntax  
 

Get-DnsServerResourceRecord [-ZoneName] <System.String> [[-Name]

    <System.String>] [-Type] <System.UInt16> [-CimSession

    <Microsoft.Management.Infrastructure.CimSession[]>] [-

ComputerName

    <System.String>] [-InformationAction {SilentlyContinue | Stop

| Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-Node] [-ThrottleLimit <System.Int32>] [-ZoneScope

<System.String>]

    [<CommonParameters>]

   

   

Get-DnsServerResourceRecord [-ZoneName] <System.String> [[-Name]

    <System.String>] [-CimSession

    <Microsoft.Management.Infrastructure.CimSession[]>] [-

ComputerName

    <System.String>] [-InformationAction {SilentlyContinue | Stop

| Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-Node] [-RRType {HInfo | Afsdb | Atma | Isdn | Key | Mb | Md

| Mf | Mg |

    MInfo | Mr | Mx | NsNxt | Rp | Rt | Wks | X25 | A | AAAA |

CName | Ptr |

    Srv | Txt | Wins | WinsR | Ns | Soa | NasP | NasPtr | DName |

Gpos | Loc |

    DhcId | Naptr | RRSig | DnsKey | DS | NSec | NSec3 |

NSec3Param | Tlsa}]

    [-ThrottleLimit <System.Int32>] [-ZoneScope <System.String>]

    [<CommonParameters>]
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Cmdlet: Get-DnsServerResourceRecord 
  
Synops  
Gets resource records from a specified DNS zone. 

  
Syntax  
 

Get-DnsServerResourceRecord [-ZoneName] <System.String> [[-Name]

    <System.String>] [-Type] <System.UInt16> [-CimSession

    <Microsoft.Management.Infrastructure.CimSession[]>] [-

ComputerName

    <System.String>] [-InformationAction {SilentlyContinue | Stop

| Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-Node] [-ThrottleLimit <System.Int32>] [-ZoneScope

<System.String>]

    [<CommonParameters>]

   

   

Get-DnsServerResourceRecord [-ZoneName] <System.String> [[-Name]

    <System.String>] [-CimSession

    <Microsoft.Management.Infrastructure.CimSession[]>] [-

ComputerName

    <System.String>] [-InformationAction {SilentlyContinue | Stop

| Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-Node] [-RRType {HInfo | Afsdb | Atma | Isdn | Key | Mb | Md

| Mf | Mg |

    MInfo | Mr | Mx | NsNxt | Rp | Rt | Wks | X25 | A | AAAA |

CName | Ptr |

    Srv | Txt | Wins | WinsR | Ns | Soa | NasP | NasPtr | DName |

Gpos | Loc |

    DhcId | Naptr | RRSig | DnsKey | DS | NSec | NSec3 |

NSec3Param | Tlsa}]

    [-ThrottleLimit <System.Int32>] [-ZoneScope <System.String>]

    [<CommonParameters>]

   

    

 



Description  
The Get-DnsServerResourceRecord cmdlet gets the following information for a specified

resource record from a Domain Name System (DNS) zone:

 

-- HostName

-- RecordType

-- RecordClass

-- TimeToLive

-- Timestamp

-- RecordData 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :InformationAction  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Description  
The Get-DnsServerResourceRecord cmdlet gets the following information for a specified

resource record from a Domain Name System (DNS) zone:

 

-- HostName

-- RecordType

-- RecordClass

-- TimeToLive

-- Timestamp

-- RecordData 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :InformationAction  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies a node name within the selected zone. If not specified, it defaults

to the root (@) node. 

 

  
Parameter :Node  
Description :Indicates that the command returns only the resource records at the root of

the node specified by the Name parameter. If Node is not specified then both the root

and any child records in the node are returned. 

 

  
Parameter :RRType 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies a node name within the selected zone. If not specified, it defaults

to the root (@) node. 

 

  
Parameter :Node  
Description :Indicates that the command returns only the resource records at the root of

the node specified by the Name parameter. If Node is not specified then both the root

and any child records in the node are returned. 

 

  
Parameter :RRType 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Description :Specifies the type of resource record. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Type  
Description :Specifies a type of record to get. 

 

  
Parameter :ZoneName  
Description :Specifies the name of a DNS server zone. 

 

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
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Description :Specifies the type of resource record. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Type  
Description :Specifies a type of record to get. 

 

  
Parameter :ZoneName  
Description :Specifies the name of a DNS server zone. 

 

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)



  
Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

  
Examples  
Example 1: Get all resource records in a specified zone  

This command gets all DNS server resource records in a zone named contoso.com.     

 

  
Example 2: Get all resource records in a zone for a specified node  

This command gets all DNS server resource records in a zone named contoso.com from

the node named Admin01.     

 

  
Example 3: Get all resource records in a zone by specified host name  

This command gets all DNS server resource records in a zone named contoso.com that

have the name Host02. The command is similar to the one in example 2, but in this case

the command uses a host name instead of a node name.     

 

  
Example 4: Get all A records in a zone by specified host and specified type  

This command gets all A records in a zone named contoso.com that have the name

Host03. 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

PS C:\> Get-DnsServerResourceRecord -ZoneName "contoso.com"

PS C:\> Get-DnsServerResourceRecord -ZoneName "contoso.com" -
Name "Admin01"

PS C:\> Get-DnsServerResourceRecord -ZoneName "contoso.com" -
Name "Host02"
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Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

  
Examples  
Example 1: Get all resource records in a specified zone  

This command gets all DNS server resource records in a zone named contoso.com.     

 

  
Example 2: Get all resource records in a zone for a specified node  

This command gets all DNS server resource records in a zone named contoso.com from

the node named Admin01.     

 

  
Example 3: Get all resource records in a zone by specified host name  

This command gets all DNS server resource records in a zone named contoso.com that

have the name Host02. The command is similar to the one in example 2, but in this case

the command uses a host name instead of a node name.     

 

  
Example 4: Get all A records in a zone by specified host and specified type  

This command gets all A records in a zone named contoso.com that have the name

Host03. 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

PS C:\> Get-DnsServerResourceRecord -ZoneName "contoso.com"

PS C:\> Get-DnsServerResourceRecord -ZoneName "contoso.com" -
Name "Admin01"

PS C:\> Get-DnsServerResourceRecord -ZoneName "contoso.com" -
Name "Host02"



  

 

  
Example 5: Get all A records in a specified zone  

This command gets all A records in a zone named contoso.com.     

 

  
Example 6: Get all NS records at the root of a specified zone  

This command gets all NS records at the root of a zone named contoso.com.     

 

 

 

PS C:\>Get-DnsServerResourceRecord -ZoneName "contoso.com" -
Name "Host03" -RRType "A"

PS C:\>Get-DnsServerResourceRecord -ZoneName "contoso.com" -
RRType "A"

PS C:\>Get-DnsServerResourceRecord -ZoneName "contoso.com" -
RRType "NS" -Node
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Example 5: Get all A records in a specified zone  

This command gets all A records in a zone named contoso.com.     

 

  
Example 6: Get all NS records at the root of a specified zone  

This command gets all NS records at the root of a zone named contoso.com.     

 

 

 

PS C:\>Get-DnsServerResourceRecord -ZoneName "contoso.com" -
Name "Host03" -RRType "A"

PS C:\>Get-DnsServerResourceRecord -ZoneName "contoso.com" -
RRType "A"

PS C:\>Get-DnsServerResourceRecord -ZoneName "contoso.com" -
RRType "NS" -Node



Cmdlet: Get-DnsServerResponseRateLimiting 
  
Synops  
Displays the RRL settings on a DNS server. 

  
Syntax  
 

Get-DnsServerResponseRateLimiting [-CimSession <CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

<String>]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Get-DnsServerResponseRateLimiting cmdlet displays response rate limiting (RRL)

settings on a DNS server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server on which to run the command. You can

specify an IP address or any value that resolves to an IP address, such as a fully

qualified domain name (FQDN), host name, or NetBIOS name. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Get-DnsServerResponseRateLimiting 
  
Synops  
Displays the RRL settings on a DNS server. 

  
Syntax  
 

Get-DnsServerResponseRateLimiting [-CimSession <CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

<String>]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Get-DnsServerResponseRateLimiting cmdlet displays response rate limiting (RRL)

settings on a DNS server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server on which to run the command. You can

specify an IP address or any value that resolves to an IP address, such as a fully

qualified domain name (FQDN), host name, or NetBIOS name. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

values for this parameter are:

 

-- SilentlyContinue

-- Stop

-- Continue

-- Inquire

-- Ignore

-- Suspend 

 

  
Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

values for this parameter are:

 

-- SilentlyContinue

-- Stop

-- Continue

-- Inquire

-- Ignore

-- Suspend 

 

  
Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs  
The Microsoft.Management.Infrastructure.CimInstance object is a wrapper class that

displays Windows Management Instrumentation (WMI) objects. The path after the pound

sign (#) provides the namespace and class name for the underlying WMI object.  

Type :

Microsoft.Management.Infrastructure.CimInstance#DnsServerResponseRateLimiting 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs  
The Microsoft.Management.Infrastructure.CimInstance object is a wrapper class that

displays Windows Management Instrumentation (WMI) objects. The path after the pound

sign (#) provides the namespace and class name for the underlying WMI object.  

Type :

Microsoft.Management.Infrastructure.CimInstance#DnsServerResponseRateLimiting 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Examples  
Example 1: Display RRL settings on a DNS server  

This command displays the RRL settings on the DNS server.     

 

  
Example 2: Get RRL settings from a DNS server to set on a second server  

This command gets the RRL settings on server1 and sets the same settings on server2.     

 

 

 

PS C:\>Get-DnsServerResponseRateLimiting

PS C:\>Get-DnsServerRRL -ComputerName "server1" | Set-
DnsServerRRL –ComputerName "server2" -force
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Examples  
Example 1: Display RRL settings on a DNS server  

This command displays the RRL settings on the DNS server.     

 

  
Example 2: Get RRL settings from a DNS server to set on a second server  

This command gets the RRL settings on server1 and sets the same settings on server2.     

 

 

 

PS C:\>Get-DnsServerResponseRateLimiting

PS C:\>Get-DnsServerRRL -ComputerName "server1" | Set-
DnsServerRRL –ComputerName "server2" -force



Cmdlet: Get-
DnsServerResponseRateLimitingExceptionlist 
  
Synops  
Enumerates the RRL exception lists on a DNS Server. 

  
Syntax  
 

Get-DnsServerResponseRateLimitingExceptionlist [[-Name] <String>]

 

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <String>] [-ThrottleLimit <Int32>]

    [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerResponseRateExceptionlist cmdlet enumerates the Response Rate

Limiting (RRL) exception lists on a Domain Name System (DNS) Server. 

  
Parameters  
Parameter :CimSession  
Description : 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server on which to run the command. You can

specify an IP address or any value that resolves to an IP address, such as a fully

qualified domain name (FQDN), host name, or NetBIOS name. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Get-
DnsServerResponseRateLimitingExceptionlist 
  
Synops  
Enumerates the RRL exception lists on a DNS Server. 

  
Syntax  
 

Get-DnsServerResponseRateLimitingExceptionlist [[-Name] <String>]

 

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <String>] [-ThrottleLimit <Int32>]

    [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerResponseRateExceptionlist cmdlet enumerates the Response Rate

Limiting (RRL) exception lists on a Domain Name System (DNS) Server. 

  
Parameters  
Parameter :CimSession  
Description : 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server on which to run the command. You can

specify an IP address or any value that resolves to an IP address, such as a fully

qualified domain name (FQDN), host name, or NetBIOS name. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

values for this parameter are:

 

-- SilentlyContinue

-- Stop

-- Continue

-- Inquire

-- Ignore

-- Suspend 

 

  
Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

  
Parameter :Name  
Description :Specifies the name of an RRL exception list. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 2
Default value none
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Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

values for this parameter are:

 

-- SilentlyContinue

-- Stop

-- Continue

-- Inquire

-- Ignore

-- Suspend 

 

  
Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

  
Parameter :Name  
Description :Specifies the name of an RRL exception list. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 2
Default value none



  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Inputs    
Type :  

  
Outputs  
The Microsoft.Management.Infrastructure.CimInstance object is a wrapper class that

displays Windows Management Instrumentation (WMI) objects. The path after the pound

sign (#) provides the namespace and class name for the underlying WMI object.  

Type :

Microsoft.Management.Infrastructure.CimInstance#DnsServerResponseRateLimitingExc

eptionlist[] 

  
Examples  
Example1 : Get the RRL exception list  

This command gets the RRL exception list with the name SafeList1.     

 

  
Example 2: Enumerate the RRL exception list  

This command enumerates all the RRL exception lists on the DNS server. 

Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

PS C:\>Get-DnsServerResponseRateLimitingExceptionlist -Name
"SafeList1"

318

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Inputs    
Type :  

  
Outputs  
The Microsoft.Management.Infrastructure.CimInstance object is a wrapper class that

displays Windows Management Instrumentation (WMI) objects. The path after the pound

sign (#) provides the namespace and class name for the underlying WMI object.  

Type :

Microsoft.Management.Infrastructure.CimInstance#DnsServerResponseRateLimitingExc

eptionlist[] 

  
Examples  
Example1 : Get the RRL exception list  

This command gets the RRL exception list with the name SafeList1.     

 

  
Example 2: Enumerate the RRL exception list  

This command enumerates all the RRL exception lists on the DNS server. 

Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

PS C:\>Get-DnsServerResponseRateLimitingExceptionlist -Name
"SafeList1"



  

 

 

 

PS C:\>Get-DnsServerResponseRateLimitingExceptionlist
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PS C:\>Get-DnsServerResponseRateLimitingExceptionlist



Cmdlet: Get-DnsServerRootHint 
  
Synops  
Gets root hints on a DNS server. 

  
Syntax  
 

Get-DnsServerRootHint [-CimSession <CimSession[]>] [-ComputerName

 

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerRootHint cmdlet gets Domain Name System (DNS) root hints on a

DNS server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Get-DnsServerRootHint 
  
Synops  
Gets root hints on a DNS server. 

  
Syntax  
 

Get-DnsServerRootHint [-CimSession <CimSession[]>] [-ComputerName

 

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerRootHint cmdlet gets Domain Name System (DNS) root hints on a

DNS server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Examples  
Example 1: Get root hints for a DNS server  

This command gets root hints for the local DNS server.     

 

  
Example 2: Get root hints by using a resource record  

In this example, the Get-DnsServerRootHint cmdlet gets a list of all root hints on the local

DNS server. The command then passes that collection to the Where-Object cmdlet by

using the pipeline operator.  

Where-Object filters the resource record to get the root hint for the DNS server that has

the name H.Root-Servers.net.     

 

 

 

PS C:\> Get-DnsServerRootHint

PS C:\>Get-DnsServerRootHint | Where-Object
{$_.NameServer.RecordData.NameServer -eq "H.Root-
Servers.net."}
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Examples  
Example 1: Get root hints for a DNS server  

This command gets root hints for the local DNS server.     

 

  
Example 2: Get root hints by using a resource record  

In this example, the Get-DnsServerRootHint cmdlet gets a list of all root hints on the local

DNS server. The command then passes that collection to the Where-Object cmdlet by

using the pipeline operator.  

Where-Object filters the resource record to get the root hint for the DNS server that has

the name H.Root-Servers.net.     

 

 

 

PS C:\> Get-DnsServerRootHint

PS C:\>Get-DnsServerRootHint | Where-Object
{$_.NameServer.RecordData.NameServer -eq "H.Root-
Servers.net."}



Cmdlet: Get-DnsServerResponseRateLimiting 
  
Synops  
Displays the RRL settings on a DNS server. 

  
Syntax  
  Get-DnsServerResponseRateLimiting [-CimSession <CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

<String>]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Get-DnsServerResponseRateLimiting cmdlet displays response rate limiting (RRL)

settings on a DNS server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server on which to run the command. You can

specify an IP address or any value that resolves to an IP address, such as a fully

qualified domain name (FQDN), host name, or NetBIOS name. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Get-DnsServerResponseRateLimiting 
  
Synops  
Displays the RRL settings on a DNS server. 

  
Syntax  
  Get-DnsServerResponseRateLimiting [-CimSession <CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

<String>]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Get-DnsServerResponseRateLimiting cmdlet displays response rate limiting (RRL)

settings on a DNS server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server on which to run the command. You can

specify an IP address or any value that resolves to an IP address, such as a fully

qualified domain name (FQDN), host name, or NetBIOS name. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

values for this parameter are:

 

-- SilentlyContinue

-- Stop

-- Continue

-- Inquire

-- Ignore

-- Suspend 

 

  
Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

values for this parameter are:

 

-- SilentlyContinue

-- Stop

-- Continue

-- Inquire

-- Ignore

-- Suspend 

 

  
Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs  
The Microsoft.Management.Infrastructure.CimInstance object is a wrapper class that

displays Windows Management Instrumentation (WMI) objects. The path after the pound

sign (#) provides the namespace and class name for the underlying WMI object.  

Type :

Microsoft.Management.Infrastructure.CimInstance#DnsServerResponseRateLimiting 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs  
The Microsoft.Management.Infrastructure.CimInstance object is a wrapper class that

displays Windows Management Instrumentation (WMI) objects. The path after the pound

sign (#) provides the namespace and class name for the underlying WMI object.  

Type :

Microsoft.Management.Infrastructure.CimInstance#DnsServerResponseRateLimiting 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Examples  
Example 1: Display RRL settings on a DNS server  

This command displays the RRL settings on the DNS server.     

 

  
Example 2: Get RRL settings from a DNS server to set on a second server  

This command gets the RRL settings on server1 and sets the same settings on server2.     

 

 

 

PS C:\>Get-DnsServerResponseRateLimiting

PS C:\>Get-DnsServerRRL -ComputerName "server1" | Set-
DnsServerRRL –ComputerName "server2" -force
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Examples  
Example 1: Display RRL settings on a DNS server  

This command displays the RRL settings on the DNS server.     

 

  
Example 2: Get RRL settings from a DNS server to set on a second server  

This command gets the RRL settings on server1 and sets the same settings on server2.     

 

 

 

PS C:\>Get-DnsServerResponseRateLimiting

PS C:\>Get-DnsServerRRL -ComputerName "server1" | Set-
DnsServerRRL –ComputerName "server2" -force



Cmdlet: Get-DnsServerScavenging 
  
Synops  
Gets DNS aging and scavenging settings. 

  
Syntax  
 

Get-DnsServerScavenging [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerScavenging cmdlet gets aging and scavenging settings on a Domain

Name System (DNS) server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Get-DnsServerScavenging 
  
Synops  
Gets DNS aging and scavenging settings. 

  
Syntax  
 

Get-DnsServerScavenging [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerScavenging cmdlet gets aging and scavenging settings on a Domain

Name System (DNS) server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Get-DnsServerSetting 
  
Synops  
Retrieves DNS server settings. 

  
Syntax  
 

Get-DnsServerSetting [-CimSession <CimSession[]>] [-ComputerName

<String>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

ThrottleLimit

    <Int32>] [<CommonParameters>]

   

   

Get-DnsServerSetting [-CimSession <CimSession[]>] [-ComputerName

<String>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

ThrottleLimit

    <Int32>] -All [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerSetting cmdlet retrieves basic Domain Name System (DNS) server

settings; that is, the default parameter set. To get advanced DNS server settings, use the

All parameter. 

  
Parameters  
Parameter :All  
Description :Indicates that this cmdlet gets all DNS server settings. 

 

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
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Cmdlet: Get-DnsServerSetting 
  
Synops  
Retrieves DNS server settings. 

  
Syntax  
 

Get-DnsServerSetting [-CimSession <CimSession[]>] [-ComputerName

<String>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

ThrottleLimit

    <Int32>] [<CommonParameters>]

   

   

Get-DnsServerSetting [-CimSession <CimSession[]>] [-ComputerName

<String>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

ThrottleLimit

    <Int32>] -All [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerSetting cmdlet retrieves basic Domain Name System (DNS) server

settings; that is, the default parameter set. To get advanced DNS server settings, use the

All parameter. 

  
Parameters  
Parameter :All  
Description :Indicates that this cmdlet gets all DNS server settings. 

 

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)



  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. The acceptable values for this parameter are: an IP

V4 address; an IP V6 address; any other value that resolves to an IP address, such as a

fully qualified domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
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Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. The acceptable values for this parameter are: an IP

V4 address; an IP V6 address; any other value that resolves to an IP address, such as a

fully qualified domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false



  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

 

 

Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

 

 

Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Get-DnsServerSigningKey 
  
Synops  
Gets zone signing keys. 

  
Syntax  
 

Get-DnsServerSigningKey [-ZoneName] <String> [[-KeyId] <Guid[]>]

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-ThrottleLimit

<Int32>]

    [<CommonParameters>]

   

    

  
Description  
The Get-DNSServerSigningKey cmdlet gets and displays all the keys in a Domain Name

System (DNS) server zone. You can use KeyId parameter to return specific keys. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Get-DnsServerSigningKey 
  
Synops  
Gets zone signing keys. 

  
Syntax  
 

Get-DnsServerSigningKey [-ZoneName] <String> [[-KeyId] <Guid[]>]

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-ThrottleLimit

<Int32>]

    [<CommonParameters>]

   

    

  
Description  
The Get-DNSServerSigningKey cmdlet gets and displays all the keys in a Domain Name

System (DNS) server zone. You can use KeyId parameter to return specific keys. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :KeyId  
Description :Specifies an array of keys. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :KeyId  
Description :Specifies an array of keys. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of the zone in which DNS Security Extensions

(DNSSEC) operations are performed. 

 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of the zone in which DNS Security Extensions

(DNSSEC) operations are performed. 

 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



Cmdlet: Get-DnsServerStatistics 
  
Synops  
Retrieves DNS server statistics or statistics for zones. 

  
Syntax  
 

Get-DnsServerStatistics [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] [<CommonParameters>]

   

   

Get-DnsServerStatistics [-CimSession <CimSession[]>] [-Clear]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-ThrottleLimit <Int32>] -ZoneName

<String[]>

    [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerStatistics cmdlet retrieves statistics of a Domain Name System (DNS)

server. If the ZoneName parameter is specified, this cmdlet gets statistics for the zones

specified by that parameter. If the ZoneName parameter is not specified, the cmdlet gets

aggregated server level statistics.  

If the Clear parameter is specified along with the ZoneName parameter, the statistics for

the specified zone will also be cleared. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-
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Cmdlet: Get-DnsServerStatistics 
  
Synops  
Retrieves DNS server statistics or statistics for zones. 

  
Syntax  
 

Get-DnsServerStatistics [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] [<CommonParameters>]

   

   

Get-DnsServerStatistics [-CimSession <CimSession[]>] [-Clear]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-ThrottleLimit <Int32>] -ZoneName

<String[]>

    [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerStatistics cmdlet retrieves statistics of a Domain Name System (DNS)

server. If the ZoneName parameter is specified, this cmdlet gets statistics for the zones

specified by that parameter. If the ZoneName parameter is not specified, the cmdlet gets

aggregated server level statistics.  

If the Clear parameter is specified along with the ZoneName parameter, the statistics for

the specified zone will also be cleared. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-



CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :Clear  
Description :Indicates that the cmdlet clears statistics for the zones that you specify in the

ZoneName parameter. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. The acceptable values for this parameter are: an IP

V4 address; an IP V6 address; any other value that resolves to an IP address, such as a

fully qualified domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :Clear  
Description :Indicates that the cmdlet clears statistics for the zones that you specify in the

ZoneName parameter. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. The acceptable values for this parameter are: an IP

V4 address; an IP V6 address; any other value that resolves to an IP address, such as a

fully qualified domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies an array of names of DNS zones for which to get DNS statistics.

This parameter is mandatory for the ZoneStatistics parameter set. 

 

  
Inputs  
class DNS_statistic

 

{

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies an array of names of DNS zones for which to get DNS statistics.

This parameter is mandatory for the ZoneStatistics parameter set. 

 

  
Inputs  
class DNS_statistic

 

{

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



string DnsServerName; // Indicates the FQDN or IP address of a DNS Server.

 

string CollectionName;

 

uint32 CollectionId; // Numeric representation of CollectionName. string Name; /  

uint32 Value;

 

string StringValue;

 

};  

Type :  

  
Outputs  
CacheStatistics contains: FailedFreePasses,  PassesRequiringAggressiveFree,

PassesWithNoFrees, and SuccessfulFreePasses.  

DatabaseStatistics contains: NodeInUse, NodeMemory, NodeReturn, and NodeUsed.  

DnssecStatistics contains:  FailedValidations,  RecursionFailures, and

SuccessfulValidations.  

DsStatistics contains: DsNodesAdded, DsNodesDeleted, DsNodesLoaded,

DsNodesModified, DsNodesTombstoned, DsRecordsAdded, DsRecordsLoaded,

DsRecordsReplaced, DsSerialWrites, DsTombstonesRead, DsTotalNodesRead,

DsTotalRecordsRead, DsUpdateNodesRead, DsUpdateRecordsRead,

DsUpdateSearches, DsWriteSuppressed, DsWriteType, FailedDeleteDsEntries,

FailedLdapAdd, FailedLdapModify, FailedReadRecords, LdapReconnects,

LdapSearchTime, LdapTimedWrites, LdapWriteAverage, LdapWriteBucket0,

LdapWriteBucket1, LdapWriteBucket2, LdapWriteBucket3, LdapWriteBucket4,

LdapWriteBucket5, LdapWriteMax, LdapWriteTimeTotal, PollingPassesWithDsErrors,

UpdateAdmin, UpdateAgingOff, UpdateAgingOn, UpdateAginRefresh,

UpdateAutoConfig, UpdateLists, UpdateNodes, UpdatePacket, UpdateRecordChange,

UpdateScavenge, UpdatePacketPrecon, UpdateSuppressed, UpdateTombstones, and

UpdateWrites.  

ErrorStatistics contains: BadKey, BadSig, BadTime, FormError, Max, NoError,

NotAuthoritative, NotImpl, NotZone, NxDomain, NxRRSet, Refused, ServFail,

UnknownError, YxDomain, and YxRRSet.  

MasterStatistics contains: AxfrLimit, AxfrRequest, AxfrSuccess, Failure, FormError,

IxfrAxfr, IxfrNoVersion, IxfrRequest, IxfrTcpRequest, IxfrTcpSuccess, IxfrUdpForceAxfr,

IxfrUdpForceTcp, IxfrUdpRequest, IxfrUdpSuccess, IxfrUpdateSuccess, NameError,

NotifySent, Refused, RefuseLoading, RefuseNotAuth, RefuseReadOnly, RefuseSecurity,

RefuseServerFailure, RefuseShutdown, RefuseZoneLocked, Request, and

StubAxfrRequest. 
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string DnsServerName; // Indicates the FQDN or IP address of a DNS Server.

 

string CollectionName;

 

uint32 CollectionId; // Numeric representation of CollectionName. string Name; /  

uint32 Value;

 

string StringValue;

 

};  

Type :  

  
Outputs  
CacheStatistics contains: FailedFreePasses,  PassesRequiringAggressiveFree,

PassesWithNoFrees, and SuccessfulFreePasses.  

DatabaseStatistics contains: NodeInUse, NodeMemory, NodeReturn, and NodeUsed.  

DnssecStatistics contains:  FailedValidations,  RecursionFailures, and

SuccessfulValidations.  

DsStatistics contains: DsNodesAdded, DsNodesDeleted, DsNodesLoaded,

DsNodesModified, DsNodesTombstoned, DsRecordsAdded, DsRecordsLoaded,

DsRecordsReplaced, DsSerialWrites, DsTombstonesRead, DsTotalNodesRead,

DsTotalRecordsRead, DsUpdateNodesRead, DsUpdateRecordsRead,

DsUpdateSearches, DsWriteSuppressed, DsWriteType, FailedDeleteDsEntries,

FailedLdapAdd, FailedLdapModify, FailedReadRecords, LdapReconnects,

LdapSearchTime, LdapTimedWrites, LdapWriteAverage, LdapWriteBucket0,

LdapWriteBucket1, LdapWriteBucket2, LdapWriteBucket3, LdapWriteBucket4,

LdapWriteBucket5, LdapWriteMax, LdapWriteTimeTotal, PollingPassesWithDsErrors,

UpdateAdmin, UpdateAgingOff, UpdateAgingOn, UpdateAginRefresh,

UpdateAutoConfig, UpdateLists, UpdateNodes, UpdatePacket, UpdateRecordChange,

UpdateScavenge, UpdatePacketPrecon, UpdateSuppressed, UpdateTombstones, and

UpdateWrites.  

ErrorStatistics contains: BadKey, BadSig, BadTime, FormError, Max, NoError,

NotAuthoritative, NotImpl, NotZone, NxDomain, NxRRSet, Refused, ServFail,

UnknownError, YxDomain, and YxRRSet.  

MasterStatistics contains: AxfrLimit, AxfrRequest, AxfrSuccess, Failure, FormError,

IxfrAxfr, IxfrNoVersion, IxfrRequest, IxfrTcpRequest, IxfrTcpSuccess, IxfrUdpForceAxfr,

IxfrUdpForceTcp, IxfrUdpRequest, IxfrUdpSuccess, IxfrUpdateSuccess, NameError,

NotifySent, Refused, RefuseLoading, RefuseNotAuth, RefuseReadOnly, RefuseSecurity,

RefuseServerFailure, RefuseShutdown, RefuseZoneLocked, Request, and

StubAxfrRequest. 



MemoryStatistics contains: Alloc, Free, Memory, MemTags, StdBlockAlloc,

StdBlockFreeList, StdBlockFreeListMemory, StdBlockInUse, StdBlockMemory,

StdBlockReturn, StdBlockUsed, StdInUse, StdMemory, StdReturn, StdToHeapAlloc,

StdToHeapFree, StdToHeapMemory, and StdUsed.  

NetBiosStatistics contains: NbstatAlloc, NbstatFree, NbstatInFreeList, NbstatInUse,

NbstatMemory, NbstatNetAllocs, NbstatReturn, NbstatUsed, and PSComputerName.  

PacketStatistics contains: PacketsForNsListInUse, PacketsForNsListReturned,

PacketsForNsListUsed, RecursePacketReturn, RecursePacketUsed, TcpAlloc, TcpFree,

cpMemory, TcpNetAllocs, UdpAlloc, UdpFree, UdpInFreeList, UdpInUse, UdpMemory,

UdpNetAllocs, UdpQueryReturn, UdpResponseReturn, UdpReturn, and UdpUsed.  

PrivateStatistics contains: SecBigTimeSkewBypass, TcpConnect, TcpDisconnect,

TcpQuery, UdpConnResetRetryOverflow, UdpConnResets, UdpErrorMessageSize,

UdpGQCSConnReset, UdpGQCSFailure, UdpGQCSFailureWithContext,

UdpIndicateRecvFailures, UdpRecvFailure, UdpRestartRecvOnSockets,

UdpSocketPnpDelete, ZoneLoadInit, and PSComputerName.  

Query2Statistics contains: Notify, Standard, TKeyNego, TotalQueries, TypeA, TypeAll,

TypeAxfr, TypeIxfr, TypeMx, TypeNs, TypeOther, TypePtr, TypeSoa, TypeSrv, and

Update.  

QueryStatistics contains: TcpClientConnections, TcpQueries, TcpQueriesSent,

TcpResponses, TcpResponsesReceived, UdpQueries, UdpQueriesSent,

UdpResponses, and UdpResponsesReceived.  

RecordStatistics contains: CacheCurrent, CacheTimeouts, CacheTotal, InUse, Memory,

Return, SlowFreeFinished, SlowFreeQueued, and Used.  

RecursionStatistics contains: AdditionalRecursed, CacheLockingDiscards,

CacheUpdateAlloc, CacheUpdateFailure, CacheUpdateFree, CacheUpdateResponse,

CacheUpdateRetry, ContinueCurrentLookup, ContinueCurrentRecursion,

ContinueNextLookup, DiscardedDuplicateQueries, DuplicateCoalesedQueries,

FailureReachAuthority, FailureReachPreviousResponse, FinalTimeoutExpired,

FinalTimeoutQueued, Forwards, GnzLocalQuery, GnzRemoteQuery,

GnzRemoteResponse, GnzRemoteResponseCacheFailure,

GnzRemoteResponseCacheSuccess, LookupPasses, OriginalQuestionRecursed,

PartialFailure, QueriesRecursed, RecursePassFailure, RecursionFailure, ReferalPasses,

ResponseAnswer, ResponseAuthoritative, ResponseBadPacket, ResponseDelegation,

ResponseEmpty, ResponseFromForwarder, ResponseNameError,

ResponseNonZoneData, ResponseNotAuthoritative, ResponseRCode, Responses,

ResponsesMismatched, ResponsesUnmatched, ResponseUnsecure,

ResumeSuspendedQuery, Retries, RootNsQuery, RootNsResponse,

SendResponseDirect, Sends, ServerFailure, SuspendedQuery, TcpConnect,

TcpDisconnect, TcpQuery, TcpResponse, TcpTry, TimedoutQueries, and

TotalQuestionsRecursed. 

340

MemoryStatistics contains: Alloc, Free, Memory, MemTags, StdBlockAlloc,

StdBlockFreeList, StdBlockFreeListMemory, StdBlockInUse, StdBlockMemory,

StdBlockReturn, StdBlockUsed, StdInUse, StdMemory, StdReturn, StdToHeapAlloc,

StdToHeapFree, StdToHeapMemory, and StdUsed.  

NetBiosStatistics contains: NbstatAlloc, NbstatFree, NbstatInFreeList, NbstatInUse,

NbstatMemory, NbstatNetAllocs, NbstatReturn, NbstatUsed, and PSComputerName.  

PacketStatistics contains: PacketsForNsListInUse, PacketsForNsListReturned,

PacketsForNsListUsed, RecursePacketReturn, RecursePacketUsed, TcpAlloc, TcpFree,

cpMemory, TcpNetAllocs, UdpAlloc, UdpFree, UdpInFreeList, UdpInUse, UdpMemory,

UdpNetAllocs, UdpQueryReturn, UdpResponseReturn, UdpReturn, and UdpUsed.  

PrivateStatistics contains: SecBigTimeSkewBypass, TcpConnect, TcpDisconnect,

TcpQuery, UdpConnResetRetryOverflow, UdpConnResets, UdpErrorMessageSize,

UdpGQCSConnReset, UdpGQCSFailure, UdpGQCSFailureWithContext,

UdpIndicateRecvFailures, UdpRecvFailure, UdpRestartRecvOnSockets,

UdpSocketPnpDelete, ZoneLoadInit, and PSComputerName.  

Query2Statistics contains: Notify, Standard, TKeyNego, TotalQueries, TypeA, TypeAll,

TypeAxfr, TypeIxfr, TypeMx, TypeNs, TypeOther, TypePtr, TypeSoa, TypeSrv, and

Update.  

QueryStatistics contains: TcpClientConnections, TcpQueries, TcpQueriesSent,

TcpResponses, TcpResponsesReceived, UdpQueries, UdpQueriesSent,

UdpResponses, and UdpResponsesReceived.  

RecordStatistics contains: CacheCurrent, CacheTimeouts, CacheTotal, InUse, Memory,

Return, SlowFreeFinished, SlowFreeQueued, and Used.  

RecursionStatistics contains: AdditionalRecursed, CacheLockingDiscards,

CacheUpdateAlloc, CacheUpdateFailure, CacheUpdateFree, CacheUpdateResponse,

CacheUpdateRetry, ContinueCurrentLookup, ContinueCurrentRecursion,

ContinueNextLookup, DiscardedDuplicateQueries, DuplicateCoalesedQueries,

FailureReachAuthority, FailureReachPreviousResponse, FinalTimeoutExpired,

FinalTimeoutQueued, Forwards, GnzLocalQuery, GnzRemoteQuery,

GnzRemoteResponse, GnzRemoteResponseCacheFailure,

GnzRemoteResponseCacheSuccess, LookupPasses, OriginalQuestionRecursed,

PartialFailure, QueriesRecursed, RecursePassFailure, RecursionFailure, ReferalPasses,

ResponseAnswer, ResponseAuthoritative, ResponseBadPacket, ResponseDelegation,

ResponseEmpty, ResponseFromForwarder, ResponseNameError,

ResponseNonZoneData, ResponseNotAuthoritative, ResponseRCode, Responses,

ResponsesMismatched, ResponsesUnmatched, ResponseUnsecure,

ResumeSuspendedQuery, Retries, RootNsQuery, RootNsResponse,

SendResponseDirect, Sends, ServerFailure, SuspendedQuery, TcpConnect,

TcpDisconnect, TcpQuery, TcpResponse, TcpTry, TimedoutQueries, and

TotalQuestionsRecursed. 



SecondaryStatistics contains: AxfrInvalid, AxfrRefused, AxfrRequest, AxfrResponse,

AxfrSuccess, IxfrTcpAxfr, IxfrTcpFormError, IxfrTcpInvalid, IxfrTcpRefused,

IxfrTcpRequest, IxfrTcpResponse, IxfrTcpSuccess, IxfrUdpFormError, xfrUdpInvalid,

IxfrUdpNewPrimary, IxfrUdpNoUpdate, IxfrUdpRefused, IxfrUdpRequest,

IxfrUdpResponse, IxfrUdpSuccess, IxfrUdpUseAxfr, IxfrUdpUseTcp,

IxfrUdpWrongServer, NotifyCurrentVersion, NotifyInvalid, NotifyMasterUnknown,

NotifyNewVersion, NotifyNonPrimary, NotifyNoVersion, NotifyOldVersion, NotifyPrimary,

NotifyReceived, SoaRequest, SoaResponse, SoaResponseInvalid, StubAxfrInvalid,

StubAxfrRefused, StubAxfrRequest, StubAxfrResponse, and StubAxfrSuccess.  

SecurityStatistics contains: SecurityContextCreate, SecurityContextDequeue,

SecurityContextFree, SecurityContextQueue, SecurityContextQueueInNego,

SecurityContextQueueInNegoComplete, SecurityContextQueueLength,

SecurityContextTimeout, SecurityPackAlloc, SecurityPackFree, SecurityTKeyBadTime,

SecurityTKeyInvalid, SecurityTSigBadKey, SecurityTSigEcho, SecurityTSigFormError,

SecurityTSigVerifyFailed, and SecurityTSigVerifySuccess.  

TimeoutStatistics contains: ActiveRecord, AlreadyInSystem, ArrayBlocksCreated,

ArrayBlocksDeleted, CanNotDelete, Checks, DelayedFreesExecuted,

DelayedFreesExecutedWithFunction, DelayedFreesQueued,

DelayedFreesQueuedWithFunction, Deleted, RecentAccess, SetDirect,

SetFromChildDelete, SetFromDereference, and SetTotal.  

TimeStatistics contains: LastClearTime, ServerStartTime,

TimeElapsedSinceLastClearedStatistics,

TimeElapsedSinceLastClearedStatisticsBetweenRestart, TimeElapsedSinceServerStart,

and TimeElapsedSinceServerStartBetweenRestart.  

UpdateStatistics contains: Completed, DsSuccess, DsWriteFailure, Empty, FormError,

ForwardInQueue, ForwardResponses, Forwards, ForwardTimeouts, InQueue, NoOps,

NotAuthoritative, NotImplemented, NotZone, NxDomain, NxRRset, Queued, Received,

Refused, RefusedAccessDenied, RefusedNonSecure, Rejected, SecureDsWriteFailure,

SecureFailure, SecureSuccess, TcpForwards, Timeout, UpdateType, YxDomain, and

YxRRset.  

WinsStatistics contains: WinsLookups, WinsResponses, WinsReverseLookups, and

WinsReverseResponses.  

This cmdlet outputs this object for the ZoneStatistics parameter set. This object contains

the following properties:  

Name: Name of the zone.  

StatsCollectionStartTime contains the time at which the zone statistics collection started.  

ZoneQueryStatistics contains: QueriesFailure, QueriesResponded, QueriesNameError.

and QueriesReceived.

Query information is provided for the following resource record types: A, AAAA, PTR,

CNAME, MX, AFSDB, ATMA, DHCID, DNAME, HINFO, ISDN, MG (Mail Group), MB
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SecondaryStatistics contains: AxfrInvalid, AxfrRefused, AxfrRequest, AxfrResponse,

AxfrSuccess, IxfrTcpAxfr, IxfrTcpFormError, IxfrTcpInvalid, IxfrTcpRefused,

IxfrTcpRequest, IxfrTcpResponse, IxfrTcpSuccess, IxfrUdpFormError, xfrUdpInvalid,

IxfrUdpNewPrimary, IxfrUdpNoUpdate, IxfrUdpRefused, IxfrUdpRequest,

IxfrUdpResponse, IxfrUdpSuccess, IxfrUdpUseAxfr, IxfrUdpUseTcp,

IxfrUdpWrongServer, NotifyCurrentVersion, NotifyInvalid, NotifyMasterUnknown,

NotifyNewVersion, NotifyNonPrimary, NotifyNoVersion, NotifyOldVersion, NotifyPrimary,

NotifyReceived, SoaRequest, SoaResponse, SoaResponseInvalid, StubAxfrInvalid,

StubAxfrRefused, StubAxfrRequest, StubAxfrResponse, and StubAxfrSuccess.  

SecurityStatistics contains: SecurityContextCreate, SecurityContextDequeue,

SecurityContextFree, SecurityContextQueue, SecurityContextQueueInNego,

SecurityContextQueueInNegoComplete, SecurityContextQueueLength,

SecurityContextTimeout, SecurityPackAlloc, SecurityPackFree, SecurityTKeyBadTime,

SecurityTKeyInvalid, SecurityTSigBadKey, SecurityTSigEcho, SecurityTSigFormError,

SecurityTSigVerifyFailed, and SecurityTSigVerifySuccess.  

TimeoutStatistics contains: ActiveRecord, AlreadyInSystem, ArrayBlocksCreated,

ArrayBlocksDeleted, CanNotDelete, Checks, DelayedFreesExecuted,

DelayedFreesExecutedWithFunction, DelayedFreesQueued,

DelayedFreesQueuedWithFunction, Deleted, RecentAccess, SetDirect,

SetFromChildDelete, SetFromDereference, and SetTotal.  

TimeStatistics contains: LastClearTime, ServerStartTime,

TimeElapsedSinceLastClearedStatistics,

TimeElapsedSinceLastClearedStatisticsBetweenRestart, TimeElapsedSinceServerStart,

and TimeElapsedSinceServerStartBetweenRestart.  

UpdateStatistics contains: Completed, DsSuccess, DsWriteFailure, Empty, FormError,

ForwardInQueue, ForwardResponses, Forwards, ForwardTimeouts, InQueue, NoOps,

NotAuthoritative, NotImplemented, NotZone, NxDomain, NxRRset, Queued, Received,

Refused, RefusedAccessDenied, RefusedNonSecure, Rejected, SecureDsWriteFailure,

SecureFailure, SecureSuccess, TcpForwards, Timeout, UpdateType, YxDomain, and

YxRRset.  

WinsStatistics contains: WinsLookups, WinsResponses, WinsReverseLookups, and

WinsReverseResponses.  

This cmdlet outputs this object for the ZoneStatistics parameter set. This object contains

the following properties:  

Name: Name of the zone.  

StatsCollectionStartTime contains the time at which the zone statistics collection started.  

ZoneQueryStatistics contains: QueriesFailure, QueriesResponded, QueriesNameError.

and QueriesReceived.

Query information is provided for the following resource record types: A, AAAA, PTR,

CNAME, MX, AFSDB, ATMA, DHCID, DNAME, HINFO, ISDN, MG (Mail Group), MB



(Mail Box), MINFO (Mail Box Information), NAPTR (Naming Authority Pointer), NXT

(Next Domain), KEY (Public Key), MR (Renamed Mailbox), RP (Responsible Person), RT

(Route Through), SRV (Service Location), SIG (Signature), TXT (Text), WKS (Well

Known Services), X.25, DNSKEY, DS, NS, and SOA. The information for other records is

collected under the record type OTHER. The statistics for the record type ANY are

collected under the record type ALL.  

ZoneTransferStatistics contains: SuccessSent, ResponseReceived, RequestSent,

RequestReceived, SuccessReceived, and TransferType: IXFR or AXR.  

ZoneUpdateStatistics contains: DynamicUpdateReceived and DynamicUpdateRejected.  

Type : DNSServer01.Infrastructure.CimInstance#DnsServerStatistics

DNSServer01.Infrastructure.CimInstance#DnsServerStatistics 

  
Examples  
Example 1: Get server statistics for a the local DNS server  

This command gets server statistics for the local DNS server.     

 

  
Example 2: Get server statistics for a specific zone  

This command gets the statistics for the DNS zone named contoso.com.     

 

  
Example 3: Clear statistics for a specific zone  

This command gets the current zone statistics and resets the statistics counter for the

DNS zone named contoso.com.     

 

 

 

PS C:\> Get-DnsServerStatistics

PS C:\>Get-DnsServerStatistics -ZoneName "contoso.com"

PS C:\>Get-DnsServerStatistics -ZoneName "contoso.com" -Clear
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(Mail Box), MINFO (Mail Box Information), NAPTR (Naming Authority Pointer), NXT

(Next Domain), KEY (Public Key), MR (Renamed Mailbox), RP (Responsible Person), RT

(Route Through), SRV (Service Location), SIG (Signature), TXT (Text), WKS (Well

Known Services), X.25, DNSKEY, DS, NS, and SOA. The information for other records is

collected under the record type OTHER. The statistics for the record type ANY are

collected under the record type ALL.  

ZoneTransferStatistics contains: SuccessSent, ResponseReceived, RequestSent,

RequestReceived, SuccessReceived, and TransferType: IXFR or AXR.  

ZoneUpdateStatistics contains: DynamicUpdateReceived and DynamicUpdateRejected.  

Type : DNSServer01.Infrastructure.CimInstance#DnsServerStatistics

DNSServer01.Infrastructure.CimInstance#DnsServerStatistics 

  
Examples  
Example 1: Get server statistics for a the local DNS server  

This command gets server statistics for the local DNS server.     

 

  
Example 2: Get server statistics for a specific zone  

This command gets the statistics for the DNS zone named contoso.com.     

 

  
Example 3: Clear statistics for a specific zone  

This command gets the current zone statistics and resets the statistics counter for the

DNS zone named contoso.com.     

 

 

 

PS C:\> Get-DnsServerStatistics

PS C:\>Get-DnsServerStatistics -ZoneName "contoso.com"

PS C:\>Get-DnsServerStatistics -ZoneName "contoso.com" -Clear



Cmdlet: Get-DnsServerTrustAnchor 
  
Synops  
Gets trust anchors on a DNS server. 

  
Syntax  
 

Get-DnsServerTrustAnchor [-Name] <String> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-ThrottleLimit <Int32>]

[<CommonParameters>]

   

    

  
Description  
The Get-DnsServerTrustAnchor cmdlet gets trust anchors on a Domain Name System

(DNS) server. If you do not specify the name of a trust anchor to get, the cmdlet returns

all trust anchors. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. The acceptable values for this parameter

are: an IP address or any value that resolves to an IP address, such as a fully qualified

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Get-DnsServerTrustAnchor 
  
Synops  
Gets trust anchors on a DNS server. 

  
Syntax  
 

Get-DnsServerTrustAnchor [-Name] <String> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-ThrottleLimit <Int32>]

[<CommonParameters>]

   

    

  
Description  
The Get-DnsServerTrustAnchor cmdlet gets trust anchors on a Domain Name System

(DNS) server. If you do not specify the name of a trust anchor to get, the cmdlet returns

all trust anchors. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. The acceptable values for this parameter

are: an IP address or any value that resolves to an IP address, such as a fully qualified

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies the name of a trust anchor on a DNS server. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies the name of a trust anchor on a DNS server. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Get-DnsServerTrustPoint 
  
Synops  
Gets trust points on a DNS server. 

  
Syntax  
 

Get-DnsServerTrustPoint [[-Name] <String[]>] [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-ThrottleLimit <Int32>]

[<CommonParameters>]

   

    

  
Description  
The Get-DnsServerTrustPoint cmdlet gets one or more trust points on a Domain Name

System (DNS) server. If you do not specify a trust point name, all trust points are

enumerated. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Get-DnsServerTrustPoint 
  
Synops  
Gets trust points on a DNS server. 

  
Syntax  
 

Get-DnsServerTrustPoint [[-Name] <String[]>] [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-ThrottleLimit <Int32>]

[<CommonParameters>]

   

    

  
Description  
The Get-DnsServerTrustPoint cmdlet gets one or more trust points on a Domain Name

System (DNS) server. If you do not specify a trust point name, all trust points are

enumerated. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies an array of names of trust anchor zones on a DNS server. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies an array of names of trust anchor zones on a DNS server. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Get-DnsServerVirtualizationInstance 
  
Synops  
 

Get-DnsServerVirtualizationInstance [[-Name] <string[]>] [-ComputerName <string>] [-

CimSession <CimSession[]>] [-ThrottleLimit <int>] [-AsJob] [<CommonParameters>] 

  
Syntax  
 

Get-DnsServerVirtualizationInstance [[-Name] <string[]>] [-

ComputerName

    <string>] [-CimSession <CimSession[]>] [-ThrottleLimit <int>]

[-AsJob] 

    [<CommonParameters>]

   

    

  
Description 
  
Parameters  
Parameter :AsJob 

  
Parameter :CimSession 

  
Parameter :ComputerName 

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
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Cmdlet: Get-DnsServerVirtualizationInstance 
  
Synops  
 

Get-DnsServerVirtualizationInstance [[-Name] <string[]>] [-ComputerName <string>] [-

CimSession <CimSession[]>] [-ThrottleLimit <int>] [-AsJob] [<CommonParameters>] 

  
Syntax  
 

Get-DnsServerVirtualizationInstance [[-Name] <string[]>] [-

ComputerName

    <string>] [-CimSession <CimSession[]>] [-ThrottleLimit <int>]

[-AsJob] 

    [<CommonParameters>]

   

    

  
Description 
  
Parameters  
Parameter :AsJob 

  
Parameter :CimSession 

  
Parameter :ComputerName 

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named



  
Parameter :Name 

  
Parameter :ThrottleLimit 

 

 

Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position 1
Default value
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?
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Parameter :Name 

  
Parameter :ThrottleLimit 

 

 

Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position 1
Default value
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?



Cmdlet: Get-DnsServerZone 
  
Synops  
Gets details of DNS zones on a DNS server. 

  
Syntax  
 

Get-DnsServerZone [[-Name] <String[]>] [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-ThrottleLimit <Int32>]

[<CommonParameters>]

   

    

  
Description  
The Get-DnsServerZone cmdlet gets the zones that exist on a Domain Name System

(DNS) server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Get-DnsServerZone 
  
Synops  
Gets details of DNS zones on a DNS server. 

  
Syntax  
 

Get-DnsServerZone [[-Name] <String[]>] [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-ThrottleLimit <Int32>]

[<CommonParameters>]

   

    

  
Description  
The Get-DnsServerZone cmdlet gets the zones that exist on a Domain Name System

(DNS) server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies an array of names of zones. If you do not specify one or more

names, the cmdlet gets all the zones for the server. 

 

  
Parameter :ThrottleLimit 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies an array of names of zones. If you do not specify one or more

names, the cmdlet gets all the zones for the server. 

 

  
Parameter :ThrottleLimit 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Get-DnsServerZoneAging 
  
Synops  
Gets DNS aging settings for a zone. 

  
Syntax  
 

Get-DnsServerZoneAging [-Name] <String[]> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-ThrottleLimit <Int32>]

[<CommonParameters>]

   

    

  
Description  
The Get-DnsServerZoneAging cmdlet gets zone aging related information for a Domain

Name System (DNS) zone.  

A resource record can remain after the resource is no longer part of the network. Aging

settings determine when a record can be removed as stale. After that time, designated

DNS servers can remove, or scavenge, a stale record. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Get-DnsServerZoneAging 
  
Synops  
Gets DNS aging settings for a zone. 

  
Syntax  
 

Get-DnsServerZoneAging [-Name] <String[]> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-ThrottleLimit <Int32>]

[<CommonParameters>]

   

    

  
Description  
The Get-DnsServerZoneAging cmdlet gets zone aging related information for a Domain

Name System (DNS) zone.  

A resource record can remain after the resource is no longer part of the network. Aging

settings determine when a record can be removed as stale. After that time, designated

DNS servers can remove, or scavenge, a stale record. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies an array of names of zones. This cmdlet is relevant only for DNS

primary zones. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
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Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies an array of names of zones. This cmdlet is relevant only for DNS

primary zones. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)



  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

 

 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

 

 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Get-DnsServerZoneDelegation 
  
Synops  
Gets the zone delegations of a DNS server zone. 

  
Syntax  
 

Get-DnsServerZoneDelegation [-Name] <String> [[-ChildZoneName]

<String>]

    [[-ZoneScope] <System.String>] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerZoneDelegation cmdlet gets the zone delegation objects for a

Domain Name System (DNS) server zone. You can specify a child zone name or get all

child zones of a zone. 

  
Parameters  
Parameter :ChildZoneName  
Description :Specifies a name of a child zone. If you do not specify a name, the cmdlet

gets all the child zones for the DNS zone. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

Required false
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Cmdlet: Get-DnsServerZoneDelegation 
  
Synops  
Gets the zone delegations of a DNS server zone. 

  
Syntax  
 

Get-DnsServerZoneDelegation [-Name] <String> [[-ChildZoneName]

<String>]

    [[-ZoneScope] <System.String>] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerZoneDelegation cmdlet gets the zone delegation objects for a

Domain Name System (DNS) server zone. You can specify a child zone name or get all

child zones of a zone. 

  
Parameters  
Parameter :ChildZoneName  
Description :Specifies a name of a child zone. If you do not specify a name, the cmdlet

gets all the child zones for the DNS zone. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

Required false
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :Name  
Description :Specifies the name of a zone. This is the parent DNS zone. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

 

 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 4
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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Parameter :Name  
Description :Specifies the name of a zone. This is the parent DNS zone. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

 

 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 4
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



Cmdlet: Get-DnsServerZoneScope 
  
Synops  
Gets the scopes of a zone on a DNS server. 

  
Syntax  
 

Get-DnsServerZoneScope [-ZoneName] <String> [[-Name] <String>]

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-ThrottleLimit

<Int32>]

    [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerZoneScope cmdlet gets the scopes of an existing zone on a Domain

Name System (DNS) server. This cmdlet returns the default scope. Specify the name of

a scope to get only that scope. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Get-DnsServerZoneScope 
  
Synops  
Gets the scopes of a zone on a DNS server. 

  
Syntax  
 

Get-DnsServerZoneScope [-ZoneName] <String> [[-Name] <String>]

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-ThrottleLimit

<Int32>]

    [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerZoneScope cmdlet gets the scopes of an existing zone on a Domain

Name System (DNS) server. This cmdlet returns the default scope. Specify the name of

a scope to get only that scope. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies the name of the scope to get. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies the name of the scope to get. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of a zone. This cmdlet gets a zone from the zone that

this parameter specifies. 

 

  
Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsZoneScope[] 

  
Examples  
Example 1: Get all zone scopes  

This command gets all the scopes from the zone named contoso.com.     

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

PS C:\>Get-DnsServerZoneScope -ZoneName "contoso.com"
ZoneScope            FileName
---------            --------
contoso.com          contoso.com.dns
contoso_NorthAmerica contoso_NorthAmerica.dns
contoso_Europe       contoso_Europe.dns
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established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of a zone. This cmdlet gets a zone from the zone that

this parameter specifies. 

 

  
Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsZoneScope[] 

  
Examples  
Example 1: Get all zone scopes  

This command gets all the scopes from the zone named contoso.com.     

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

PS C:\>Get-DnsServerZoneScope -ZoneName "contoso.com"
ZoneScope            FileName
---------            --------
contoso.com          contoso.com.dns
contoso_NorthAmerica contoso_NorthAmerica.dns
contoso_Europe       contoso_Europe.dns



Example 2: Get a zone scope by name  

This command gets the scope named contoso_Europe for the zone.     

 

 

 

PS C:\>Get-DnsServerZoneScope -ZoneName "contoso.com" -Name
"contoso_Europe"
ZoneScope            FileName
---------            --------
contoso_Europe       contoso_Europe.dns
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Example 2: Get a zone scope by name  

This command gets the scope named contoso_Europe for the zone.     

 

 

 

PS C:\>Get-DnsServerZoneScope -ZoneName "contoso.com" -Name
"contoso_Europe"
ZoneScope            FileName
---------            --------
contoso_Europe       contoso_Europe.dns



Cmdlet: Get-DnsServerZoneTransferPolicy 
  
Synops  
Gets the zone transfer policies on a DNS server. 

  
Syntax  
 

Get-DnsServerZoneTransferPolicy [[-Name] <String>] [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-ThrottleLimit

<Int32>]

    [<CommonParameters>]

   

   

Get-DnsServerZoneTransferPolicy [[-Name] <String>] [-ZoneName]

<String>

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-ThrottleLimit

<Int32>]

    [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerZoneTransferPolicy cmdlet gets zone transfer policies on a Domain

Name System (DNS) server. Specify a zone by name to get zone level policies. If you do

not specify a zone, this cmdlet gets server level policies. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 
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Cmdlet: Get-DnsServerZoneTransferPolicy 
  
Synops  
Gets the zone transfer policies on a DNS server. 

  
Syntax  
 

Get-DnsServerZoneTransferPolicy [[-Name] <String>] [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-ThrottleLimit

<Int32>]

    [<CommonParameters>]

   

   

Get-DnsServerZoneTransferPolicy [[-Name] <String>] [-ZoneName]

<String>

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-ThrottleLimit

<Int32>]

    [<CommonParameters>]

   

    

  
Description  
The Get-DnsServerZoneTransferPolicy cmdlet gets zone transfer policies on a Domain

Name System (DNS) server. Specify a zone by name to get zone level policies. If you do

not specify a zone, this cmdlet gets server level policies. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 



  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as an FQDN, host name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies the name of the policy to get. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as an FQDN, host name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies the name of the policy to get. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone. This cmdlet gets policies from the zone

that this parameter specifies. 

 

  
Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerPolicy[] 

  
Examples  
Example 1: Get all server level zone transfer policies

Required false
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone. This cmdlet gets policies from the zone

that this parameter specifies. 

 

  
Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerPolicy[] 

  
Examples  
Example 1: Get all server level zone transfer policies

Required false
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



This cmdlet gets all the server level zone transfer policies.     

 

  
Example 2: Get all zone transfer policies for a zone  

This command gets all the zone transfer policies for the zone named contoso.com.     

 

  
Example 3: Get a particular zone level policy  

This command gets the zone transfer policy named InternalTransfers on the zone named

contoso.com.     

 

  
Example 4: Get a server level zone transfer policy  

This command gets the server level zone transfer policy named InternalTransfers.     

PS C:\>Get-DnsServerZoneTransferPolicy
Name                                 ProcessingOrder
IsEnabled                            Action
----                                 ---------------
---------                            ------
NorthAmericaPolicy                   1
True                                 Ignore
InternalTransfers                    2
True                                 Ignore

PS C:\>Get-DnsServerZoneTransferPolicy -ZoneName "contoso.com"
Name                                 ProcessingOrder
IsEnabled                            Action
----                                 ---------------
---------                            ------
InternalTransfers                    1
True                                 Ignore

PS C:\>Get-DnsServerZoneTransferPolicy -ZoneName "contoso.com"
-Name "InternalTransfers"
Name                                 ProcessingOrder
IsEnabled                            Action
----                                 ---------------
---------                            ------
InternalTransfers                    1
True                                 Ignore

367

This cmdlet gets all the server level zone transfer policies.     

 

  
Example 2: Get all zone transfer policies for a zone  

This command gets all the zone transfer policies for the zone named contoso.com.     

 

  
Example 3: Get a particular zone level policy  

This command gets the zone transfer policy named InternalTransfers on the zone named

contoso.com.     

 

  
Example 4: Get a server level zone transfer policy  

This command gets the server level zone transfer policy named InternalTransfers.     

PS C:\>Get-DnsServerZoneTransferPolicy
Name                                 ProcessingOrder
IsEnabled                            Action
----                                 ---------------
---------                            ------
NorthAmericaPolicy                   1
True                                 Ignore
InternalTransfers                    2
True                                 Ignore

PS C:\>Get-DnsServerZoneTransferPolicy -ZoneName "contoso.com"
Name                                 ProcessingOrder
IsEnabled                            Action
----                                 ---------------
---------                            ------
InternalTransfers                    1
True                                 Ignore

PS C:\>Get-DnsServerZoneTransferPolicy -ZoneName "contoso.com"
-Name "InternalTransfers"
Name                                 ProcessingOrder
IsEnabled                            Action
----                                 ---------------
---------                            ------
InternalTransfers                    1
True                                 Ignore



 

 

 

PS C:\>Get-DnsServerZoneTransferPolicy -Name
"InternalTransfers"
Name                                 ProcessingOrder
IsEnabled                            Action
----                                 ---------------
---------                            ------
InternalTransfers                    2
True                                 Ignore
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PS C:\>Get-DnsServerZoneTransferPolicy -Name
"InternalTransfers"
Name                                 ProcessingOrder
IsEnabled                            Action
----                                 ---------------
---------                            ------
InternalTransfers                    2
True                                 Ignore



Cmdlet: Import-DnsServerResourceRecordDS 
  
Synops  
Imports DS resource record information from a file. 

  
Syntax  
 

Import-DnsServerResourceRecordDS [-ZoneName] <String> [[-

ZoneScope]

    <System.String>] [-CimSession <CimSession[]>] [-ComputerName

<String>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] -DSSetFile <String> [-Confirm] [-

WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Import-DnsServerResourceRecordDS cmdlet imports a Delegation Signer (DS)

resource record to a Domain Name System (DNS) server from a file. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

369

Cmdlet: Import-DnsServerResourceRecordDS 
  
Synops  
Imports DS resource record information from a file. 

  
Syntax  
 

Import-DnsServerResourceRecordDS [-ZoneName] <String> [[-

ZoneScope]

    <System.String>] [-CimSession <CimSession[]>] [-ComputerName

<String>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] -DSSetFile <String> [-Confirm] [-

WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Import-DnsServerResourceRecordDS cmdlet imports a Delegation Signer (DS)

resource record to a Domain Name System (DNS) server from a file. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :DSSetFile  
Description :Specifies an absolute path for a dsset file. The cmdlet imports the DS record

from this file. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
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Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :DSSetFile  
Description :Specifies an absolute path for a dsset file. The cmdlet imports the DS record

from this file. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false



  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone. 

 

  
Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone. 

 

  
Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position 4
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position 4
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Import-DnsServerRootHint 
  
Synops  
Copies root hints from a DNS server. 

  
Syntax  
 

Import-DnsServerRootHint [-NameServer] <String> [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Import-DnsServerRootHint cmdlet copies root hints from a Domain Name System

(DNS) server. The root hints that you copy will not overwrite any existing root hints. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Import-DnsServerRootHint 
  
Synops  
Copies root hints from a DNS server. 

  
Syntax  
 

Import-DnsServerRootHint [-NameServer] <String> [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Import-DnsServerRootHint cmdlet copies root hints from a Domain Name System

(DNS) server. The root hints that you copy will not overwrite any existing root hints. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :NameServer  
Description :Specifies a DNS name server. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :NameServer  
Description :Specifies a DNS name server. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



  
Examples  
Example 1: Copy root hints by using an IP address  

This command copies root hints from the DNS server that has the IP address

172.23.90.136.     

 

  
Example 2: Copy root hints by using a DNS server name  

This command copies root hints from the DNS server that is named

dept01.server01.contoso.com.     

 

 

 

PS C:\> Import-DnsServerRootHint -NameServer "172.23.90.136" -
PassThru -Verbose

PS C:\>Import-DnsServerRootHint -NameServer
"dept01.server01.contoso.com" -PassThru
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Examples  
Example 1: Copy root hints by using an IP address  

This command copies root hints from the DNS server that has the IP address

172.23.90.136.     

 

  
Example 2: Copy root hints by using a DNS server name  

This command copies root hints from the DNS server that is named

dept01.server01.contoso.com.     

 

 

 

PS C:\> Import-DnsServerRootHint -NameServer "172.23.90.136" -
PassThru -Verbose

PS C:\>Import-DnsServerRootHint -NameServer
"dept01.server01.contoso.com" -PassThru



Cmdlet: Import-DnsServerTrustAnchor 
  
Synops  
Imports a trust anchor for a DNS server. 

  
Syntax  
 

Import-DnsServerTrustAnchor [-KeySetFile] <String> [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Import-DnsServerTrustAnchor [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] -DSSetFile <String> [-

Confirm]

    [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Import-DnsServerTrustAnchor cmdlet imports a trust anchor from a specified file for

a Domain Name System (DNS) server. If you specify a key set file, the cmdlet imports

the DNS public key (DNSKEY) record set from the input key set file. This is the default

parameter set.  

If you specify a delegation signer (DS) set file, the cmdlet imports the DS record set from

the input dsset file. If no trust anchor exists, the cmdlet creates one before it imports a

trust anchor. 

  
Parameters  
Parameter :CimSession 
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Cmdlet: Import-DnsServerTrustAnchor 
  
Synops  
Imports a trust anchor for a DNS server. 

  
Syntax  
 

Import-DnsServerTrustAnchor [-KeySetFile] <String> [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Import-DnsServerTrustAnchor [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] -DSSetFile <String> [-

Confirm]

    [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Import-DnsServerTrustAnchor cmdlet imports a trust anchor from a specified file for

a Domain Name System (DNS) server. If you specify a key set file, the cmdlet imports

the DNS public key (DNSKEY) record set from the input key set file. This is the default

parameter set.  

If you specify a delegation signer (DS) set file, the cmdlet imports the DS record set from

the input dsset file. If no trust anchor exists, the cmdlet creates one before it imports a

trust anchor. 

  
Parameters  
Parameter :CimSession 



Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. Specify the IP address or any value that

resolves to an IP address, such as a fully qualified domain name (FQDN), host name, or

NETBIOS name, for the DNS server. 

 

  
Parameter :DSSetFile  
Description :Specifies the path of a DS set file. 

 

  
Parameter :InformationAction  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
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Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. Specify the IP address or any value that

resolves to an IP address, such as a fully qualified domain name (FQDN), host name, or

NETBIOS name, for the DNS server. 

 

  
Parameter :DSSetFile  
Description :Specifies the path of a DS set file. 

 

  
Parameter :InformationAction  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false



  
Parameter :InformationVariable  
Description : 

 

  
Parameter :KeySetFile  
Description :Specifies the path of a key set file. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :InformationVariable  
Description : 

 

  
Parameter :KeySetFile  
Description :Specifies the path of a key set file. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Import a trust anchor by using a key set file  

This command imports a trust anchor for the zone named west.contoso.com by using a

specified key set file.     

 

  
Example 2: Import a trust record by using a DS set file  

This command imports a trust anchor (DS record) for the zone named west.contoso.com

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\> Import-DnsServerTrustAnchor -KeySetFile
"C:\Windows\System32\dns\keyset-west.contoso.com" -PassThru -
Verbose
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Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Import a trust anchor by using a key set file  

This command imports a trust anchor for the zone named west.contoso.com by using a

specified key set file.     

 

  
Example 2: Import a trust record by using a DS set file  

This command imports a trust anchor (DS record) for the zone named west.contoso.com

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\> Import-DnsServerTrustAnchor -KeySetFile
"C:\Windows\System32\dns\keyset-west.contoso.com" -PassThru -
Verbose



by using a specified DS set file.     

 

 

 

PS C:\>Import-DnsServerTrustAnchor -DSSetFile
"C:\Windows\System32\dns\dsset-west.contoso.com" -PassThru -
Verbose
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by using a specified DS set file.     

 

 

 

PS C:\>Import-DnsServerTrustAnchor -DSSetFile
"C:\Windows\System32\dns\dsset-west.contoso.com" -PassThru -
Verbose



Cmdlet: Invoke-DnsServerSigningKeyRollover 
  
Synops  
Initiates rollover of signing keys for the zone. 

  
Syntax  
 

Invoke-DnsServerSigningKeyRollover [-ZoneName] <String> [-KeyId]

<Guid[]>

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Invoke-DnsServerSigningKeyRollover cmdlet initiates rollover of input keys for the

specified Domain Name System (DNS) zone. For more information about DNS server

signing keys, see the Key Management section of Overview of DNSSEC. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Invoke-DnsServerSigningKeyRollover 
  
Synops  
Initiates rollover of signing keys for the zone. 

  
Syntax  
 

Invoke-DnsServerSigningKeyRollover [-ZoneName] <String> [-KeyId]

<Guid[]>

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Invoke-DnsServerSigningKeyRollover cmdlet initiates rollover of input keys for the

specified Domain Name System (DNS) zone. For more information about DNS server

signing keys, see the Key Management section of Overview of DNSSEC. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Description :Specifies a DNS server. The acceptable values for this parameter are: an IP

v4 address, an IP v6 address, and any other value that resolves to an IP address, such

as a fully qualified domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :Force  
Description :Instructs the cmdlet to perform the operation without prompting for

confirmation. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Description :Specifies a DNS server. The acceptable values for this parameter are: an IP

v4 address, an IP v6 address, and any other value that resolves to an IP address, such

as a fully qualified domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :Force  
Description :Instructs the cmdlet to perform the operation without prompting for

confirmation. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :KeyId  
Description :Specifies a key ID. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of the zone in which DNS Security Extensions

(DNSSEC) operations are performed. 

 

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :KeyId  
Description :Specifies a key ID. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of the zone in which DNS Security Extensions

(DNSSEC) operations are performed. 

 

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Invoke-DnsServerZoneSign 
  
Synops  
Signs a DNS server zone. 

  
Syntax  
 

Invoke-DnsServerZoneSign [-ZoneName] <String> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-DoResign] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

SignWithDefault]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Invoke-DnsServerZoneSign cmdlet signs a Domain Name System (DNS) server

zone.  

If the zone is not already signed, use the SignWithDefault parameter, which results in the

zone being signed with one Zone Signing Keys (ZSK) and one Key Signing Key (KSK)

using default DNS Security (DNSSEC) settings. If the zone is already signed, use the

DoResign parameter. If you use both the SignWithDefault parameter and the DoResign

parameter on a signed zone, the cmdlet removes the existing zone signing keys, and re-

signs the zone using default settings. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
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Cmdlet: Invoke-DnsServerZoneSign 
  
Synops  
Signs a DNS server zone. 

  
Syntax  
 

Invoke-DnsServerZoneSign [-ZoneName] <String> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-DoResign] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

SignWithDefault]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Invoke-DnsServerZoneSign cmdlet signs a Domain Name System (DNS) server

zone.  

If the zone is not already signed, use the SignWithDefault parameter, which results in the

zone being signed with one Zone Signing Keys (ZSK) and one Key Signing Key (KSK)

using default DNS Security (DNSSEC) settings. If the zone is already signed, use the

DoResign parameter. If you use both the SignWithDefault parameter and the DoResign

parameter on a signed zone, the cmdlet removes the existing zone signing keys, and re-

signs the zone using default settings. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none



  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :DoResign  
Description :Indicates that this cmdlet re-signs a DNSSEC-signed zone. 

 

  
Parameter :Force  
Description :Signs the DNS Server zone without prompting you for confirmation. By

default, the cmdlet prompts you for confirmation before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :DoResign  
Description :Indicates that this cmdlet re-signs a DNSSEC-signed zone. 

 

  
Parameter :Force  
Description :Signs the DNS Server zone without prompting you for confirmation. By

default, the cmdlet prompts you for confirmation before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :InformationVariable  
Description : 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :SignWithDefault  
Description :Indicates that this cmdlet signs a zone with default settings. If a zone is

already signed, this parameter removes the existing KSK and ZSK values for the zone,

and configures DNSSEC settings to default values. A new KSK and a new ZSK are used

to resign the zone. 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :InformationVariable  
Description : 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :SignWithDefault  
Description :Indicates that this cmdlet signs a zone with default settings. If a zone is

already signed, this parameter removes the existing KSK and ZSK values for the zone,

and configures DNSSEC settings to default values. A new KSK and a new ZSK are used

to resign the zone. 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies a name of a primary zone. The cmdlet signs this zone. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
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Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies a name of a primary zone. The cmdlet signs this zone. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false



  
Examples  
Example 1: Sign a zone with default values  

This command signs the contoso zone using new KSK and ZSK keys and default

DNSSEC settings.     

 

  
Example 2: Re-sign a zone  

This command signs the contoso.com zone again.     

 

 

 

Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\> Invoke-DnsServerZoneSign -ZoneName "contoso.com" -
SignWithDefault -PassThru -Verbose

PS C:\>Invoke-DnsServerZoneSign "contoso.com" -DoResign -
PassThru -Verbose
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Examples  
Example 1: Sign a zone with default values  

This command signs the contoso zone using new KSK and ZSK keys and default

DNSSEC settings.     

 

  
Example 2: Re-sign a zone  

This command signs the contoso.com zone again.     

 

 

 

Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\> Invoke-DnsServerZoneSign -ZoneName "contoso.com" -
SignWithDefault -PassThru -Verbose

PS C:\>Invoke-DnsServerZoneSign "contoso.com" -DoResign -
PassThru -Verbose



Cmdlet: Invoke-DnsServerZoneUnsign 
  
Synops  
Unsigns a DNS server zone. 

  
Syntax  
 

Invoke-DnsServerZoneUnsign [-ZoneName] <String> [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Invoke-DnsServerZoneUnsign cmdlet unsigns a DNS Security Extensions

(DNSSEC)-signed Domain Name System (DNS) zone. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Invoke-DnsServerZoneUnsign 
  
Synops  
Unsigns a DNS server zone. 

  
Syntax  
 

Invoke-DnsServerZoneUnsign [-ZoneName] <String> [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Invoke-DnsServerZoneUnsign cmdlet unsigns a DNS Security Extensions

(DNSSEC)-signed Domain Name System (DNS) zone. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



name. 

 

  
Parameter :Force  
Description :Unsigns a DNS zone without prompting you for confirmation. By default, the

cmdlet prompts you for confirmation before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :PassThru 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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name. 

 

  
Parameter :Force  
Description :Unsigns a DNS zone without prompting you for confirmation. By default, the

cmdlet prompts you for confirmation before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :PassThru 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of the zone to unsign. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named

393

Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of the zone to unsign. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named



  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Register-DnsServerDirectoryPartition 
  
Synops  
Registers a DNS server in a DNS application directory partition. 

  
Syntax  
 

Register-DnsServerDirectoryPartition [-Name] <String> [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Register-DnsServerDirectoryPartition cmdlet registers a Domain Name System

(DNS) server in a DNS application directory partition. After you create a Domain Name

System (DNS) application directory partition to store a zone, you must register the DNS

server that hosts the zone in the application directory partition. After you register a DNS

server in a DNS application directory partition, the DNS server adds itself the to the

replication scope of the DNS application directory partitions. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Register-DnsServerDirectoryPartition 
  
Synops  
Registers a DNS server in a DNS application directory partition. 

  
Syntax  
 

Register-DnsServerDirectoryPartition [-Name] <String> [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Register-DnsServerDirectoryPartition cmdlet registers a Domain Name System

(DNS) server in a DNS application directory partition. After you create a Domain Name

System (DNS) application directory partition to store a zone, you must register the DNS

server that hosts the zone in the application directory partition. After you register a DNS

server in a DNS application directory partition, the DNS server adds itself the to the

replication scope of the DNS application directory partitions. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies the FQDN of a DNS application directory partition. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies the FQDN of a DNS application directory partition. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Remove-DnsServerClientSubnet 
  
Synops  
Removes a client subnet from a DNS server. 

  
Syntax  
 

Remove-DnsServerClientSubnet [-Name] <String> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-Force] [-InformationAction

{SilentlyContinue |

    Stop | Continue | Inquire | Ignore | Suspend}] [-

InformationVariable

    <System.String>] [-PassThru] [-ThrottleLimit <Int32>] [-

Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Remove-DnsServerClientSubnet cmdlet removes a client subnet from a Domain

Name System (DNS) server. If a client subnet appears in any DNS policy, you cannot

remove that subnet. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Remove-DnsServerClientSubnet 
  
Synops  
Removes a client subnet from a DNS server. 

  
Syntax  
 

Remove-DnsServerClientSubnet [-Name] <String> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-Force] [-InformationAction

{SilentlyContinue |

    Stop | Continue | Inquire | Ignore | Suspend}] [-

InformationVariable

    <System.String>] [-PassThru] [-ThrottleLimit <Int32>] [-

Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Remove-DnsServerClientSubnet cmdlet removes a client subnet from a Domain

Name System (DNS) server. If a client subnet appears in any DNS policy, you cannot

remove that subnet. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :Force  
Description :Forces the command to run without asking for user confirmation. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :Force  
Description :Forces the command to run without asking for user confirmation. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Description :Specifies the name of the client subnet to remove. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

Required true
Position 2
Default value none
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
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Description :Specifies the name of the client subnet to remove. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

Required true
Position 2
Default value none
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named



  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerClientSubnet 

  
Examples  
Example 1: Remove a client subnet  

This command removes the client subnet named AsiaSubnet from the DNS server. The

command specifies the Force parameter, so it does not prompt you for confirmation. The

command uses the Format-List cmdlet to control the appearance of the output. For more

information, type Get-Help Format-List.     

 

  
Example 2: Remove all client subnets by using the pipeline  

This command gets all the client subnets by using the Get-DnsServerClientSubnet

cmdlet. The command passes them to the current cmdlet by using the pipeline operator.

The current cmdlet removes each client subnet. The command specifies the Force

Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\>Remove-DnsServerClientSubnet -Name AsiaSubnet -PassThru
-Force | Format-List
Name       : AsiaSubnet
IPV4Subnet : {192.168.0.4/16}
IPV6Subnet : {0db8::1/8}
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Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerClientSubnet 

  
Examples  
Example 1: Remove a client subnet  

This command removes the client subnet named AsiaSubnet from the DNS server. The

command specifies the Force parameter, so it does not prompt you for confirmation. The

command uses the Format-List cmdlet to control the appearance of the output. For more

information, type Get-Help Format-List.     

 

  
Example 2: Remove all client subnets by using the pipeline  

This command gets all the client subnets by using the Get-DnsServerClientSubnet

cmdlet. The command passes them to the current cmdlet by using the pipeline operator.

The current cmdlet removes each client subnet. The command specifies the Force

Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\>Remove-DnsServerClientSubnet -Name AsiaSubnet -PassThru
-Force | Format-List
Name       : AsiaSubnet
IPV4Subnet : {192.168.0.4/16}
IPV6Subnet : {0db8::1/8}



parameter, so it does not prompt you for confirmation.     

 

 

 

PS C:\>Get-DnsServerClientSubnet | Remove-
DnsServerClientSubnet -PassThru -Force | Format-List
Name       : EuropeSubnet
IPV4Subnet :
IPV6Subnet : {0db8::1/28}

Name       : NorthAmericaSubnet
IPV4Subnet : {172.21.0.0/16}
IPV6Subnet :
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parameter, so it does not prompt you for confirmation.     

 

 

 

PS C:\>Get-DnsServerClientSubnet | Remove-
DnsServerClientSubnet -PassThru -Force | Format-List
Name       : EuropeSubnet
IPV4Subnet :
IPV6Subnet : {0db8::1/28}

Name       : NorthAmericaSubnet
IPV4Subnet : {172.21.0.0/16}
IPV6Subnet :



Cmdlet: Remove-DnsServerDirectoryPartition 
  
Synops  
Removes a DNS application directory partition. 

  
Syntax  
 

Remove-DnsServerDirectoryPartition [-Name] <String> [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Remove-DnsServerDirectoryPartition cmdlet removes a Domain Name System

(DNS). You cannot remove a DNS server from the DomainDnsZones or ForestDnsZones

application directory partitions. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Remove-DnsServerDirectoryPartition 
  
Synops  
Removes a DNS application directory partition. 

  
Syntax  
 

Remove-DnsServerDirectoryPartition [-Name] <String> [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Remove-DnsServerDirectoryPartition cmdlet removes a Domain Name System

(DNS). You cannot remove a DNS server from the DomainDnsZones or ForestDnsZones

application directory partitions. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



name, or NETBIOS name. 

 

  
Parameter :Force  
Description :Removes a DNS server from a DNS application directory partition without

prompting you for confirmation. By default, the cmdlet prompts you for confirmation

before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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name, or NETBIOS name. 

 

  
Parameter :Force  
Description :Removes a DNS server from a DNS application directory partition without

prompting you for confirmation. By default, the cmdlet prompts you for confirmation

before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Parameter :Name  
Description :Specifies the FQDN of a DNS application directory partition. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
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Parameter :Name  
Description :Specifies the FQDN of a DNS application directory partition. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false



  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Remove-DnsServerForwarder 
  
Synops  
Removes server level forwarders from a DNS server. 

  
Syntax  
 

Remove-DnsServerForwarder [-IPAddress] <IPAddress[]> [-CimSession

 

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Remove-DnsServerForwarder cmdlet removes one or more forwarders from the

forwarders list of a Domain Name System (DNS) server. After you remove a forwarder

from a DNS server, the DNS server stops forwarding the queries they cannot resolve

locally to the DNS server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Remove-DnsServerForwarder 
  
Synops  
Removes server level forwarders from a DNS server. 

  
Syntax  
 

Remove-DnsServerForwarder [-IPAddress] <IPAddress[]> [-CimSession

 

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Remove-DnsServerForwarder cmdlet removes one or more forwarders from the

forwarders list of a Domain Name System (DNS) server. After you remove a forwarder

from a DNS server, the DNS server stops forwarding the queries they cannot resolve

locally to the DNS server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :Force  
Description :Removes the forwarder without prompting you for confirmation. By default,

the cmdlet prompts you for confirmation before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :Force  
Description :Removes the forwarder without prompting you for confirmation. By default,

the cmdlet prompts you for confirmation before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :IPAddress  
Description :Specifies an array of IP addresses of the DNS servers to remove from the

DNS server's forwarders list. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :IPAddress  
Description :Specifies an array of IP addresses of the DNS servers to remove from the

DNS server's forwarders list. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Remove-DnsServerQueryResolutionPolicy 
  
Synops  
Removes a policy for query resolution from a DNS server. 

  
Syntax  
 

Remove-DnsServerQueryResolutionPolicy [-Name] <String> [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Remove-DnsServerQueryResolutionPolicy [-Name] <String> [-

ZoneName]

    <String> [-CimSession <CimSession[]>] [-ComputerName

<String>] [-Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Remove-DnsServerQueryResolutionPolicy cmdlet removes a policy for query

resolution from a Domain Name System (DNS) server. If you remove a policy, the DNS

server automatically adjusts the processing order of the remaining policies. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a
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Cmdlet: Remove-DnsServerQueryResolutionPolicy 
  
Synops  
Removes a policy for query resolution from a DNS server. 

  
Syntax  
 

Remove-DnsServerQueryResolutionPolicy [-Name] <String> [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Remove-DnsServerQueryResolutionPolicy [-Name] <String> [-

ZoneName]

    <String> [-CimSession <CimSession[]>] [-ComputerName

<String>] [-Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Remove-DnsServerQueryResolutionPolicy cmdlet removes a policy for query

resolution from a Domain Name System (DNS) server. If you remove a policy, the DNS

server automatically adjusts the processing order of the remaining policies. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a



computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as an FQDN, host name, or NETBIOS name. 

 

  
Parameter :Force  
Description :Forces the command to run without asking for user confirmation. 

 

  
Parameter :InformationAction  
Description : 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as an FQDN, host name, or NETBIOS name. 

 

  
Parameter :Force  
Description :Forces the command to run without asking for user confirmation. 

 

  
Parameter :InformationAction  
Description : 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies the name of the policy to remove. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
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Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies the name of the policy to remove. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named



  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone from which to remove the zone level

policy. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

 

Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ZoneName  
Description :Specifies the name of a DNS zone from which to remove the zone level

policy. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

 

Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerPolicy 

  
Examples  
Example 1: Remove a server level policy  

This command removes a server level policy named DropPolicy.     

 

  
Example 2: Remove a zone level policy  

This command removes the zone level policy named LBPolicy from the zone named

contoso.com.     

 

  
Example 3: Remove all zone level policies from a zone  

This command gets all zone level policies on a zone named contoso.com by using the

Get-DnsServerQueryResolutionPolicy cmdlet. The command passes the policies to the

current cmdlet by using the pipeline operator. The current cmdlet deletes each of the

policies from this zone. This command specifies the Force parameter. It removes policies

without prompting you to confirm.     

PS C:\>Remove-DnsServerQueryResolutionPolicy -Name
"DropPolicy" -PassThru
Confirm
Removing the server level policy DropPolicy from the DNS
server SERVER01-T10. Do you want to continue?
[Y] Yes  [N] No  [S] Suspend  [?] Help (default is "Y"): Y

Name                                 ProcessingOrder
IsEnabled                            Action
----                                 ---------------
---------                            ------
DropPolicy                           1
True                                 Ignore

PS C:\>Remove-DnsServerQueryResolutionPolicy -Name "LBPolicy"
-ZoneName "contoso.com"
Confirm
Removing the zone level policy LBPolicy from zone contoso.com
on the DNS server SERVER01-T10. Do you want to continue?
[Y] Yes  [N] No  [S] Suspend  [?] Help (default is "Y"): Y
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Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerPolicy 

  
Examples  
Example 1: Remove a server level policy  

This command removes a server level policy named DropPolicy.     

 

  
Example 2: Remove a zone level policy  

This command removes the zone level policy named LBPolicy from the zone named

contoso.com.     

 

  
Example 3: Remove all zone level policies from a zone  

This command gets all zone level policies on a zone named contoso.com by using the

Get-DnsServerQueryResolutionPolicy cmdlet. The command passes the policies to the

current cmdlet by using the pipeline operator. The current cmdlet deletes each of the

policies from this zone. This command specifies the Force parameter. It removes policies

without prompting you to confirm.     

PS C:\>Remove-DnsServerQueryResolutionPolicy -Name
"DropPolicy" -PassThru
Confirm
Removing the server level policy DropPolicy from the DNS
server SERVER01-T10. Do you want to continue?
[Y] Yes  [N] No  [S] Suspend  [?] Help (default is "Y"): Y

Name                                 ProcessingOrder
IsEnabled                            Action
----                                 ---------------
---------                            ------
DropPolicy                           1
True                                 Ignore

PS C:\>Remove-DnsServerQueryResolutionPolicy -Name "LBPolicy"
-ZoneName "contoso.com"
Confirm
Removing the zone level policy LBPolicy from zone contoso.com
on the DNS server SERVER01-T10. Do you want to continue?
[Y] Yes  [N] No  [S] Suspend  [?] Help (default is "Y"): Y



 

 

 

PS C:\>Get-DnsServerQueryResolutionPolicy -ZoneName
"contoso.com" | Remove-DnsServerQueryResolutionPolicy -
ZoneName "contoso.com" -Force -PassThru
Name                                 ProcessingOrder
IsEnabled                            Action
----                                 ---------------
---------                            ------
NorthAmericaPolicy                   1
True                                 Allow
EuropePolicy                         1
True                                 Allow
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PS C:\>Get-DnsServerQueryResolutionPolicy -ZoneName
"contoso.com" | Remove-DnsServerQueryResolutionPolicy -
ZoneName "contoso.com" -Force -PassThru
Name                                 ProcessingOrder
IsEnabled                            Action
----                                 ---------------
---------                            ------
NorthAmericaPolicy                   1
True                                 Allow
EuropePolicy                         1
True                                 Allow



Cmdlet: Remove-DnsServerRecursionScope 
  
Synops  
Removes a recursion scope from a DNS server. 

  
Syntax  
 

Remove-DnsServerRecursionScope [-Name] <String> [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Remove-DnsServerRecursionScope cmdlet removes a recursion scope from a

Domain Name System (DNS) server. You cannot add or remove the default recursion

scope, identified by name as dot (.). 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Remove-DnsServerRecursionScope 
  
Synops  
Removes a recursion scope from a DNS server. 

  
Syntax  
 

Remove-DnsServerRecursionScope [-Name] <String> [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Remove-DnsServerRecursionScope cmdlet removes a recursion scope from a

Domain Name System (DNS) server. You cannot add or remove the default recursion

scope, identified by name as dot (.). 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



name, or NETBIOS name. 

 

  
Parameter :Force  
Description :Forces the command to run without asking for user confirmation. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies the name of the recursion scope to remove. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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name, or NETBIOS name. 

 

  
Parameter :Force  
Description :Forces the command to run without asking for user confirmation. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies the name of the recursion scope to remove. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

Required true
Position 2
Default value none
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
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Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

Required true
Position 2
Default value none
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false



  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerRecursionScope 

 

 

Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerRecursionScope 

 

 

Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Remove-DnsServerResourceRecord 
  
Synops  
Removes specified DNS server resource records from a zone. 

  
Syntax  
 

Remove-DnsServerResourceRecord [-ZoneName] <String> [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-ZoneScope <System.String>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

Remove-DnsServerResourceRecord [-ZoneName] <String> [-Name]

<String>

    [-RRType] {HInfo | Afsdb | Atma | Isdn | Key | Mb | Md | Mf |

Mg | MInfo |

    Mr | Mx | NsNxt | Rp | Rt | Wks | X25 | A | AAAA | CName |

Ptr | Srv | Txt

    | Wins | WinsR | Ns | Soa | NasP | NasPtr | DName | Gpos |

Loc | DhcId |

    Naptr | RRSig | DnsKey | DS | NSec | NSec3 | NSec3Param |

Tlsa}

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-RecordData <String[]>] [-ThrottleLimit <Int32>] [-ZoneScope

 

    <System.String>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Remove-DnsServerResourceRecord [-Type] <System.UInt16> [-

InformationAction
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Cmdlet: Remove-DnsServerResourceRecord 
  
Synops  
Removes specified DNS server resource records from a zone. 

  
Syntax  
 

Remove-DnsServerResourceRecord [-ZoneName] <String> [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-ZoneScope <System.String>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

Remove-DnsServerResourceRecord [-ZoneName] <String> [-Name]

<String>

    [-RRType] {HInfo | Afsdb | Atma | Isdn | Key | Mb | Md | Mf |

Mg | MInfo |

    Mr | Mx | NsNxt | Rp | Rt | Wks | X25 | A | AAAA | CName |

Ptr | Srv | Txt

    | Wins | WinsR | Ns | Soa | NasP | NasPtr | DName | Gpos |

Loc | DhcId |

    Naptr | RRSig | DnsKey | DS | NSec | NSec3 | NSec3Param |

Tlsa}

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-RecordData <String[]>] [-ThrottleLimit <Int32>] [-ZoneScope

 

    <System.String>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Remove-DnsServerResourceRecord [-Type] <System.UInt16> [-

InformationAction



    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-ZoneScope

<System.String>]

    [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Remove-DnsServerResourceRecord cmdlet removes resource record objects from a

Domain Name System (DNS) zone.  

You can either use the Get-DnsServerResourceRecord cmdlet to specify an object, or

you can specify the RRtype, Name and RecordData of the resource record you want to

remove. If you specify an RRtype or name and there are multiple resource records, you

can specify the RecordData to delete a specific record. If you do not specify RecordData,

the cmdlet deletes all records that match RRtype and Name for the specified zone. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
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    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-ZoneScope

<System.String>]

    [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Remove-DnsServerResourceRecord cmdlet removes resource record objects from a

Domain Name System (DNS) zone.  

You can either use the Get-DnsServerResourceRecord cmdlet to specify an object, or

you can specify the RRtype, Name and RecordData of the resource record you want to

remove. If you specify an RRtype or name and there are multiple resource records, you

can specify the RecordData to delete a specific record. If you do not specify RecordData,

the cmdlet deletes all records that match RRtype and Name for the specified zone. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none



  
Parameter :Force  
Description :Removes a record or records without prompting you for confirmation. By

default, the cmdlet prompts you for confirmation before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies the name of a DNS server resource record object. 

 

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 3
Default value none
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Parameter :Force  
Description :Removes a record or records without prompting you for confirmation. By

default, the cmdlet prompts you for confirmation before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies the name of a DNS server resource record object. 

 

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 3
Default value none



  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :RecordData  
Description :Specifies the data contained in the resource record you want to delete. 

 

  
Parameter :RRType  
Description :Specifies the type of resource record. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :RecordData  
Description :Specifies the data contained in the resource record you want to delete. 

 

  
Parameter :RRType  
Description :Specifies the type of resource record. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



 

  
Parameter :Type  
Description :Specifies the type of record to remove. 

 

  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone. 

 

  
Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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Parameter :Type  
Description :Specifies the type of record to remove. 

 

  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone. 

 

  
Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 4
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Remove all root hints  

This command removes all root hints for a DNS server.     

 

  
Example 2: Remove multiple A records  

This command removes all A resource records in the contoso.com zone that have the

name Host01.     

 

  
Example 3: Remove an A record 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\>Get-DnsServerResourceRecord -ZoneName "..roothints" |
Remove-DnsServerResourceRecord -Force -ZoneName "..roothints"

PS C:\>Remove-DnsServerResourceRecord -ZoneName "contoso.com"
-RRType "A" -Name "Host01"
Confirm

Removing DNS resource record Host01 of type A from zone
contoso.com on ROOT server. Do you want to continue?

[Y] Yes  [N] No  [S] Suspend  [?] Help (default is "Y"): n
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Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Remove all root hints  

This command removes all root hints for a DNS server.     

 

  
Example 2: Remove multiple A records  

This command removes all A resource records in the contoso.com zone that have the

name Host01.     

 

  
Example 3: Remove an A record 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\>Get-DnsServerResourceRecord -ZoneName "..roothints" |
Remove-DnsServerResourceRecord -Force -ZoneName "..roothints"

PS C:\>Remove-DnsServerResourceRecord -ZoneName "contoso.com"
-RRType "A" -Name "Host01"
Confirm

Removing DNS resource record Host01 of type A from zone
contoso.com on ROOT server. Do you want to continue?

[Y] Yes  [N] No  [S] Suspend  [?] Help (default is "Y"): n



This command removes the A resource record from a zone named contoso.com that has

the name Host01 and the IP address 10.17.1.41.     

 

 

 

PS C:\>Remove-DnsServerResourceRecord -ZoneName "contoso.com"
-RRType "A" -Name "Host01" -RecordData "10.17.1.41"
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This command removes the A resource record from a zone named contoso.com that has

the name Host01 and the IP address 10.17.1.41.     

 

 

 

PS C:\>Remove-DnsServerResourceRecord -ZoneName "contoso.com"
-RRType "A" -Name "Host01" -RecordData "10.17.1.41"



Cmdlet: Remove-
DnsServerResponseRateLimitingExceptionlist 
  
Synops  
Removes an RRL exception list from a DNS server. 

  
Syntax  
 

Remove-DnsServerResponseRateLimitingExceptionlist [[-Name]

<String>]

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Remove-DnsServerResponseRateLimitingExceptionlist cmdlet removes a Response

Rate Limiting (RRL) exception list from a Domain Name System (DNS) server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server on which to run the command. You can

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Remove-
DnsServerResponseRateLimitingExceptionlist 
  
Synops  
Removes an RRL exception list from a DNS server. 

  
Syntax  
 

Remove-DnsServerResponseRateLimitingExceptionlist [[-Name]

<String>]

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Remove-DnsServerResponseRateLimitingExceptionlist cmdlet removes a Response

Rate Limiting (RRL) exception list from a Domain Name System (DNS) server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server on which to run the command. You can

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



specify an IP address or any value that resolves to an IP address, such as a fully

qualified domain name (FQDN), host name, or NetBIOS name. 

 

  
Parameter :Force  
Description :Forces the command to run without asking for user confirmation. 

 

  
Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

values for this parameter are:

 

-- SilentlyContinue

-- Stop

-- Continue

-- Inquire

-- Ignore

-- Suspend 

 

  
Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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specify an IP address or any value that resolves to an IP address, such as a fully

qualified domain name (FQDN), host name, or NetBIOS name. 

 

  
Parameter :Force  
Description :Forces the command to run without asking for user confirmation. 

 

  
Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

values for this parameter are:

 

-- SilentlyContinue

-- Stop

-- Continue

-- Inquire

-- Ignore

-- Suspend 

 

  
Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :Name  
Description :Specifies the name of the RRL exception list. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Name  
Description :Specifies the name of the RRL exception list. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs  
The Microsoft.Management.Infrastructure.CimInstance object is a wrapper class that

displays Windows Management Instrumentation (WMI) objects. The path after the pound

sign (#) provides the namespace and class name for the underlying WMI object.  

Type :

Microsoft.Management.Infrastructure.CimInstance#DnsServerResponseRateLimitingExc

eptionlist 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

432

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs  
The Microsoft.Management.Infrastructure.CimInstance object is a wrapper class that

displays Windows Management Instrumentation (WMI) objects. The path after the pound

sign (#) provides the namespace and class name for the underlying WMI object.  

Type :

Microsoft.Management.Infrastructure.CimInstance#DnsServerResponseRateLimitingExc

eptionlist 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Remove-DnsServerRootHint 
  
Synops  
Removes root hints from a DNS server. 

  
Syntax  
 

Remove-DnsServerRootHint [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-Force] [-InformationAction {SilentlyContinue |

Stop | Continue

    | Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

Remove-DnsServerRootHint [-NameServer] <String> [[-IPAddress]

    <IPAddress[]>] [-CimSession <CimSession[]>] [-ComputerName

<String>]

    [-Force] [-InformationAction {SilentlyContinue | Stop |

Continue | Inquire

    | Ignore | Suspend}] [-InformationVariable <System.String>]

[-PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Remove-DnsServerRootHint cmdlet removes root hints from the list of root hints on

a Domain Name System (DNS) server. When you remove a root hint from a DNS server,

the DNS server cannot contact the root DNS server on startup and cannot answer

queries for names outside its own authoritative zones. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-
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Cmdlet: Remove-DnsServerRootHint 
  
Synops  
Removes root hints from a DNS server. 

  
Syntax  
 

Remove-DnsServerRootHint [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-Force] [-InformationAction {SilentlyContinue |

Stop | Continue

    | Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

Remove-DnsServerRootHint [-NameServer] <String> [[-IPAddress]

    <IPAddress[]>] [-CimSession <CimSession[]>] [-ComputerName

<String>]

    [-Force] [-InformationAction {SilentlyContinue | Stop |

Continue | Inquire

    | Ignore | Suspend}] [-InformationVariable <System.String>]

[-PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Remove-DnsServerRootHint cmdlet removes root hints from the list of root hints on

a Domain Name System (DNS) server. When you remove a root hint from a DNS server,

the DNS server cannot contact the root DNS server on startup and cannot answer

queries for names outside its own authoritative zones. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-



CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :Force  
Description :Removes the root hints without prompting you for confirmation. By default,

the cmdlet prompts you for confirmation before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :Force  
Description :Removes the root hints without prompting you for confirmation. By default,

the cmdlet prompts you for confirmation before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :InformationVariable  
Description : 

 

  
Parameter :IPAddress  
Description :Specifies an array of IPv4 or IPv6 addresses of DNS servers to remove. If

you do not specify IPAddress, this cmdlet removes all root hints on the specified DNS

server. 

 

  
Parameter :NameServer  
Description :Specifies the name of a root hint to remove. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
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Parameter :InformationVariable  
Description : 

 

  
Parameter :IPAddress  
Description :Specifies an array of IPv4 or IPv6 addresses of DNS servers to remove. If

you do not specify IPAddress, this cmdlet removes all root hints on the specified DNS

server. 

 

  
Parameter :NameServer  
Description :Specifies the name of a root hint to remove. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none



  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples 

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples 

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Example 1: Remove all root hints on a DNS server  

This command removes all root hints on the local DNS server. The Get-

DnsServerRootHint cmdlet gets all root hints on the local DNS server and passes the

results to the Remove-DnsServerRootHint cmdlet.     

 

  
Example 2: Remove a root hint by using a resource record  

In this example, the Get-DnsServerRootHint cmdlet gets a list of all root hints on the local

DNS server. The command then passes that collection to the Where-Object cmdlet.  

Where-Object filters out the resource record to get the root hint for the DNS name server

that is named H.Root-Servers.net. Where-Object then passes the filtered

DnsServerRootHint object to the Remove-DnsServerRootHint cmdlet, which removes the

root hint.     

 

 

 

PS C:\> Get-DnsServerRootHint | Remove-DnsServerRootHint

PS C:\>Get-DnsServerRootHint | Where-Object
{$_.NameServer.RecordData.NameServer -eq "H.Root-
Servers.net."} | Remove-DnsServerRootHint
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Example 1: Remove all root hints on a DNS server  

This command removes all root hints on the local DNS server. The Get-

DnsServerRootHint cmdlet gets all root hints on the local DNS server and passes the

results to the Remove-DnsServerRootHint cmdlet.     

 

  
Example 2: Remove a root hint by using a resource record  

In this example, the Get-DnsServerRootHint cmdlet gets a list of all root hints on the local

DNS server. The command then passes that collection to the Where-Object cmdlet.  

Where-Object filters out the resource record to get the root hint for the DNS name server

that is named H.Root-Servers.net. Where-Object then passes the filtered

DnsServerRootHint object to the Remove-DnsServerRootHint cmdlet, which removes the

root hint.     

 

 

 

PS C:\> Get-DnsServerRootHint | Remove-DnsServerRootHint

PS C:\>Get-DnsServerRootHint | Where-Object
{$_.NameServer.RecordData.NameServer -eq "H.Root-
Servers.net."} | Remove-DnsServerRootHint



Cmdlet: Remove-DnsServerSigningKey 
  
Synops  
Removes signing keys. 

  
Syntax  
 

Remove-DnsServerSigningKey [-ZoneName] <String> [-KeyId] <Guid[]>

 

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Remove-DnsServerSigningKey cmdlet removes one or more signing keys from the

specified Domain Name System (DNS) zone. This cmdlet removes signing keys on an

unsigned zone that you incorrectly configured. This cmdlet cannot remove active signing

keys from a signed zone. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Remove-DnsServerSigningKey 
  
Synops  
Removes signing keys. 

  
Syntax  
 

Remove-DnsServerSigningKey [-ZoneName] <String> [-KeyId] <Guid[]>

 

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Remove-DnsServerSigningKey cmdlet removes one or more signing keys from the

specified Domain Name System (DNS) zone. This cmdlet removes signing keys on an

unsigned zone that you incorrectly configured. This cmdlet cannot remove active signing

keys from a signed zone. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :Force  
Description :Removes the signing keys without prompting you for confirmation. By

default, the cmdlet prompts you for confirmation before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
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Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :Force  
Description :Removes the signing keys without prompting you for confirmation. By

default, the cmdlet prompts you for confirmation before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false



  
Parameter :KeyId  
Description :Specifies an array of key identifiers. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of the zone in which DNS Security Extensions

(DNSSEC) operations are performed. 

Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :KeyId  
Description :Specifies an array of key identifiers. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of the zone in which DNS Security Extensions

(DNSSEC) operations are performed. 

Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Remove signing keys for a zone  

This first part of the command gets the DNS server signing keys for the

west.contoso.com zone and passes the results to the Remove-DnsServerSigningKey

cmdlet by using the pipeline operator. The second part of the command removes DNS

server signing keys.     

 

 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\> Get-DnsServerSigningKey -ZoneName "west.contoso.com" |
Remove-DnsServerSigningKey
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Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Remove signing keys for a zone  

This first part of the command gets the DNS server signing keys for the

west.contoso.com zone and passes the results to the Remove-DnsServerSigningKey

cmdlet by using the pipeline operator. The second part of the command removes DNS

server signing keys.     

 

 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\> Get-DnsServerSigningKey -ZoneName "west.contoso.com" |
Remove-DnsServerSigningKey



Example 2: Remove a single signing key for a zone  

This command removes the signing key that has the ID 6ff2c4b3-3eeb-4074-908f-

bca0cca153c7 from the zone named contoso.com.     

 

 

 

PS C:\>Remove-DnsServerSigningKey -ZoneName contoso.com -KeyId
"6ff2c4b3-3eeb-4074-908f-bca0cca153c7"
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Example 2: Remove a single signing key for a zone  

This command removes the signing key that has the ID 6ff2c4b3-3eeb-4074-908f-

bca0cca153c7 from the zone named contoso.com.     

 

 

 

PS C:\>Remove-DnsServerSigningKey -ZoneName contoso.com -KeyId
"6ff2c4b3-3eeb-4074-908f-bca0cca153c7"



Cmdlet: Remove-DnsServerTrustAnchor 
  
Synops  
Removes a trust anchor from a DNS server. 

  
Syntax  
 

Remove-DnsServerTrustAnchor [-Name] <String> [[-Type] {DnsKey |

DS}]

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

   

Remove-DnsServerTrustAnchor [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-Force] [-InformationAction {SilentlyContinue |

Stop | Continue

    | Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Remove-DnsServerTrustAnchor cmdlet removes a trust anchor from a Domain

Name System (DNS) server. If you specify an anchor type, the cmdlet removes the

specified type of trust anchor. You can also use the InputObject parameter to specify the

trust anchor to delete. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a
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Cmdlet: Remove-DnsServerTrustAnchor 
  
Synops  
Removes a trust anchor from a DNS server. 

  
Syntax  
 

Remove-DnsServerTrustAnchor [-Name] <String> [[-Type] {DnsKey |

DS}]

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

   

Remove-DnsServerTrustAnchor [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-Force] [-InformationAction {SilentlyContinue |

Stop | Continue

    | Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Remove-DnsServerTrustAnchor cmdlet removes a trust anchor from a Domain

Name System (DNS) server. If you specify an anchor type, the cmdlet removes the

specified type of trust anchor. You can also use the InputObject parameter to specify the

trust anchor to delete. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a



computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. The acceptable values for this parameter

are: an IP address or any value that resolves to an IP address, such as a fully qualified

domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :Force  
Description :Removes a trust anchor without prompting you for confirmation. By default,

the cmdlet prompts you for confirmation before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
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computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. The acceptable values for this parameter

are: an IP address or any value that resolves to an IP address, such as a fully qualified

domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :Force  
Description :Removes a trust anchor without prompting you for confirmation. By default,

the cmdlet prompts you for confirmation before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false



  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies the name of a trust anchor on a DNS server. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies the name of a trust anchor on a DNS server. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :Type  
Description :Specifies the trust anchor type. If you do not specify this parameter, the

server removes all trust anchors that match the other parameters that you specify. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Type  
Description :Specifies the trust anchor type. If you do not specify this parameter, the

server removes all trust anchors that match the other parameters that you specify. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Remove-DnsServerVirtualizationInstance 
  
Synops  
 

Remove-DnsServerVirtualizationInstance [-Name] <string> [-ComputerName <string>] [-

PassThru] [-Force] [-RemoveZoneFiles] [-CimSession <CimSession[]>] [-ThrottleLimit

<int>] [-AsJob] [-WhatIf] [-Confirm] [<CommonParameters>] 

  
Syntax  
 

Remove-DnsServerVirtualizationInstance [-Name] <string> [-

ComputerName

    <string>] [-PassThru] [-Force] [-RemoveZoneFiles] [-

CimSession

    <CimSession[]>] [-ThrottleLimit <int>] [-AsJob] [-WhatIf] [-

Confirm] 

    [<CommonParameters>]

   

    

  
Description 
  
Parameters  
Parameter :AsJob 

  
Parameter :CimSession 

  
Parameter :ComputerName 

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

447

Cmdlet: Remove-DnsServerVirtualizationInstance 
  
Synops  
 

Remove-DnsServerVirtualizationInstance [-Name] <string> [-ComputerName <string>] [-

PassThru] [-Force] [-RemoveZoneFiles] [-CimSession <CimSession[]>] [-ThrottleLimit

<int>] [-AsJob] [-WhatIf] [-Confirm] [<CommonParameters>] 

  
Syntax  
 

Remove-DnsServerVirtualizationInstance [-Name] <string> [-

ComputerName

    <string>] [-PassThru] [-Force] [-RemoveZoneFiles] [-

CimSession

    <CimSession[]>] [-ThrottleLimit <int>] [-AsJob] [-WhatIf] [-

Confirm] 

    [<CommonParameters>]

   

    

  
Description 
  
Parameters  
Parameter :AsJob 

  
Parameter :CimSession 

  
Parameter :ComputerName 

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?



  
Parameter :Confirm 

  
Parameter :Force 

  
Parameter :Name 

  
Parameter :PassThru 

  
Parameter :RemoveZoneFiles 

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required true
Position 1
Default value
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
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Parameter :Confirm 

  
Parameter :Force 

  
Parameter :Name 

  
Parameter :PassThru 

  
Parameter :RemoveZoneFiles 

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required true
Position 1
Default value
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named



  
Parameter :ThrottleLimit 

  
Parameter :WhatIf 

 

 

Default value
Accept pipeline input? true (ByValue,

ByPropertyName)
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?
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Parameter :ThrottleLimit 

  
Parameter :WhatIf 

 

 

Default value
Accept pipeline input? true (ByValue,

ByPropertyName)
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?



Cmdlet: Remove-DnsServerZone 
  
Synops  
Removes a zone from a DNS server. 

  
Syntax  
 

Remove-DnsServerZone [-Name] <String> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-Force] [-InformationAction

{SilentlyContinue |

    Stop | Continue | Inquire | Ignore | Suspend}] [-

InformationVariable

    <System.String>] [-PassThru] [-ThrottleLimit <Int32>] [-

Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Remove-DnsServerZone cmdlet removes a zone from a Domain Name System

(DNS) server. You can use this cmdlet to remove any type of zone, primary, seconday,

stub, or conditional forwarder. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Remove-DnsServerZone 
  
Synops  
Removes a zone from a DNS server. 

  
Syntax  
 

Remove-DnsServerZone [-Name] <String> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-Force] [-InformationAction

{SilentlyContinue |

    Stop | Continue | Inquire | Ignore | Suspend}] [-

InformationVariable

    <System.String>] [-PassThru] [-ThrottleLimit <Int32>] [-

Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Remove-DnsServerZone cmdlet removes a zone from a Domain Name System

(DNS) server. You can use this cmdlet to remove any type of zone, primary, seconday,

stub, or conditional forwarder. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :Force  
Description :Removes a zone without prompting you for confirmation. By default, the

cmdlet prompts you for confirmation before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :Force  
Description :Removes a zone without prompting you for confirmation. By default, the

cmdlet prompts you for confirmation before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :Name  
Description :Specifies a name of a zone. The cmdlet removes this zone. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Name  
Description :Specifies a name of a zone. The cmdlet removes this zone. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Remove-DnsServerZoneDelegation 
  
Synops  
Removes a name server or delegation from a DNS zone. 

  
Syntax  
 

Remove-DnsServerZoneDelegation [[-ZoneScope] <System.String>] [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Remove-DnsServerZoneDelegation [-Name] <String> [-ChildZoneName]

<String>

    [[-NameServer] <String>] [[-ZoneScope] <System.String>] [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Remove-DnsServerZoneDelegation cmdlet removes a name server or delegation

from a Domain Name System (DNS) zone.  

If you specify a DNS server for the child in this cmdlet, the cmdlet removes that server

from the delegation. If you remove the last DNS server, or if you do not specify a DNS

server, the cmdlet removes the delegation from the zone, after confirmation. 

  
Parameters 
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Cmdlet: Remove-DnsServerZoneDelegation 
  
Synops  
Removes a name server or delegation from a DNS zone. 

  
Syntax  
 

Remove-DnsServerZoneDelegation [[-ZoneScope] <System.String>] [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Remove-DnsServerZoneDelegation [-Name] <String> [-ChildZoneName]

<String>

    [[-NameServer] <String>] [[-ZoneScope] <System.String>] [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Remove-DnsServerZoneDelegation cmdlet removes a name server or delegation

from a Domain Name System (DNS) zone.  

If you specify a DNS server for the child in this cmdlet, the cmdlet removes that server

from the delegation. If you remove the last DNS server, or if you do not specify a DNS

server, the cmdlet removes the delegation from the zone, after confirmation. 

  
Parameters 



Parameter :ChildZoneName  
Description :Specifies the name of a child zone. The cmdlet removes the delegation for

this zone. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :Force  
Description :Removes the name server or delegation without prompting you for

confirmation. By default, the cmdlet prompts you for confirmation before it proceeds. 

 

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ChildZoneName  
Description :Specifies the name of a child zone. The cmdlet removes the delegation for

this zone. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :Force  
Description :Removes the name server or delegation without prompting you for

confirmation. By default, the cmdlet prompts you for confirmation before it proceeds. 

 

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies the name of the parent zone. 

 

  
Parameter :NameServer  
Description :Specifies the name of the DNS server for the child zone. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies the name of the parent zone. 

 

  
Parameter :NameServer  
Description :Specifies the name of the DNS server for the child zone. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

Required false
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 5
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

Required false
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 5
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Remove-DnsServerZoneScope 
  
Synops  
Removes a zone scope from an existing zone. 

  
Syntax  
 

Remove-DnsServerZoneScope [-ZoneName] <String> [-Name] <String>

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Remove-DnsServerZoneScope cmdlet removes a zone scope from an existing zone

on a Domain Name System (DNS) server. You cannot delete the default scope that the

DNS server automatically creates. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Remove-DnsServerZoneScope 
  
Synops  
Removes a zone scope from an existing zone. 

  
Syntax  
 

Remove-DnsServerZoneScope [-ZoneName] <String> [-Name] <String>

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Remove-DnsServerZoneScope cmdlet removes a zone scope from an existing zone

on a Domain Name System (DNS) server. You cannot delete the default scope that the

DNS server automatically creates. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :Force  
Description :Forces the command to run without asking for user confirmation. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :Force  
Description :Forces the command to run without asking for user confirmation. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Description :Specifies the name of the scope to delete. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of a zone. This cmdlet removes a zone from the zone

that this parameter specifies. 

 

Required true
Position 3
Default value none
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
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Description :Specifies the name of the scope to delete. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of a zone. This cmdlet removes a zone from the zone

that this parameter specifies. 

 

Required true
Position 3
Default value none
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2



  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsZoneScope 

  
Examples  
Example 1: Remove a zone scope  

This command removes the zone scope named contoso_NorthAmerica from the zone

named contoso.com.     

Default value none
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsZoneScope 

  
Examples  
Example 1: Remove a zone scope  

This command removes the zone scope named contoso_NorthAmerica from the zone

named contoso.com.     

Default value none
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



 

  
Example 2: Remove all zone scopes  

This command gets all the scopes for a zone by using the Get-DnsServerZoneScope

cmdlet. The command passes the zone scopes to the current cmdlet by using the

pipeline operator. The current cmdlet delets each of the zone scopes.     

 

 

 

PS C:\>Remove-DnsServerZoneScope -ZoneName "contoso.com" -Name
"contoso_NorthAmerica" -PassThru -Verbose
VERBOSE: The scope contoso_NorthAmerica will be removed from
the zone contoso.com on server SERVER17.

Confirm
The scope contoso_NorthAmerica will be removed from the zone
contoso.com on server SERVER17. Do you want to continue?
[Y] Yes  [N] No  [S] Suspend  [?] Help (default is "Y"): Y

ZoneScope            FileName
---------            --------
contoso_NorthAmerica contoso_NorthAmerica.dns

PS C:\>Get-DnsServerZoneScope -ZoneName "contoso.com" |
Remove-DnsServerZoneScope -Force -PassThru
ZoneScope            FileName
---------            --------
contoso_NorthAmerica contoso_NorthAmerica.dns
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Example 2: Remove all zone scopes  

This command gets all the scopes for a zone by using the Get-DnsServerZoneScope

cmdlet. The command passes the zone scopes to the current cmdlet by using the

pipeline operator. The current cmdlet delets each of the zone scopes.     

 

 

 

PS C:\>Remove-DnsServerZoneScope -ZoneName "contoso.com" -Name
"contoso_NorthAmerica" -PassThru -Verbose
VERBOSE: The scope contoso_NorthAmerica will be removed from
the zone contoso.com on server SERVER17.

Confirm
The scope contoso_NorthAmerica will be removed from the zone
contoso.com on server SERVER17. Do you want to continue?
[Y] Yes  [N] No  [S] Suspend  [?] Help (default is "Y"): Y

ZoneScope            FileName
---------            --------
contoso_NorthAmerica contoso_NorthAmerica.dns

PS C:\>Get-DnsServerZoneScope -ZoneName "contoso.com" |
Remove-DnsServerZoneScope -Force -PassThru
ZoneScope            FileName
---------            --------
contoso_NorthAmerica contoso_NorthAmerica.dns



Cmdlet: Remove-DnsServerZoneTransferPolicy 
  
Synops  
Removes a zone transfer policy from a DNS server. 

  
Syntax  
 

Remove-DnsServerZoneTransferPolicy [-Name] <String> [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Remove-DnsServerZoneTransferPolicy [-Name] <String> [-ZoneName]

<String>

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Remove-DnsServerZoneTransferPolicy cmdlet removes a zone transfer policy from

a Domain Name System (DNS) server. Specify a zone name to remove zone level

policies. If you do not specify a zone, this cmdlet removes server level policies. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-
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Cmdlet: Remove-DnsServerZoneTransferPolicy 
  
Synops  
Removes a zone transfer policy from a DNS server. 

  
Syntax  
 

Remove-DnsServerZoneTransferPolicy [-Name] <String> [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Remove-DnsServerZoneTransferPolicy [-Name] <String> [-ZoneName]

<String>

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Remove-DnsServerZoneTransferPolicy cmdlet removes a zone transfer policy from

a Domain Name System (DNS) server. Specify a zone name to remove zone level

policies. If you do not specify a zone, this cmdlet removes server level policies. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-



CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as an FQDN, host name, or NETBIOS name. 

 

  
Parameter :Force  
Description :Forces the command to run without asking for user confirmation. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as an FQDN, host name, or NETBIOS name. 

 

  
Parameter :Force  
Description :Forces the command to run without asking for user confirmation. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Description : 

 

  
Parameter :Name  
Description :Specifies the name of the policy to remove. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none

466

Description : 

 

  
Parameter :Name  
Description :Specifies the name of the policy to remove. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none



  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone. This cmdlet removes the policy from the

zone that this parameter specifies. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs

Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ZoneName  
Description :Specifies the name of a DNS zone. This cmdlet removes the policy from the

zone that this parameter specifies. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs

Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



 

Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerPolicy 

  
Examples  
Example 1: Remove all zone transfer policies for a zone  

This command gets all zone transfer policies on a zone named contoso.com by using the

Get-DnsServerZoneTransferPolicy cmdlet. The command passes the policies to the

current cmdlet by using the pipeline operator. The current cmdlet deletes each of the

policies from this zone. This command specifies the Force parameter. It removes policies

without prompting you to confirm.     

 

  
Example 2: Remove a server level zone transfer policy  

This command removes server level zone transfer policy named InternalTransfers.     

 

  
Example 3: Remove a zone level zone transfer policy  

This command removes the zone transfer policy named InternalTransfers on the zone

named contoso.com.     

 

 

 

PS C:\>Get-DnsServerZoneTransferPolicy -ZoneName "contoso.com"
| Remove-DnsServerZoneTransferPolicy -ZoneName "contoso.com" -
Force

PS C:\>Remove-DnsServerZoneTransferPolicy -Name
"InternalTransfers" -PassThru
Confirm
Removing the server level policy InternalTransfers from the
DNS server SERVER01-T10. Do you want to continue?
[Y] Yes  [N] No  [S] Suspend  [?] Help (default is "Y"): Y

Name                                 ProcessingOrder
IsEnabled                            Action
----                                 ---------------
---------                            ------
InternalTransfers                    2
True                                 Ignore

PS C:\>Remove-DnsServerZoneTransferPolicy -Name
"InternalTransfers" -ZoneName "contoso.com" -Force
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Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerPolicy 

  
Examples  
Example 1: Remove all zone transfer policies for a zone  

This command gets all zone transfer policies on a zone named contoso.com by using the

Get-DnsServerZoneTransferPolicy cmdlet. The command passes the policies to the

current cmdlet by using the pipeline operator. The current cmdlet deletes each of the

policies from this zone. This command specifies the Force parameter. It removes policies

without prompting you to confirm.     

 

  
Example 2: Remove a server level zone transfer policy  

This command removes server level zone transfer policy named InternalTransfers.     

 

  
Example 3: Remove a zone level zone transfer policy  

This command removes the zone transfer policy named InternalTransfers on the zone

named contoso.com.     

 

 

 

PS C:\>Get-DnsServerZoneTransferPolicy -ZoneName "contoso.com"
| Remove-DnsServerZoneTransferPolicy -ZoneName "contoso.com" -
Force

PS C:\>Remove-DnsServerZoneTransferPolicy -Name
"InternalTransfers" -PassThru
Confirm
Removing the server level policy InternalTransfers from the
DNS server SERVER01-T10. Do you want to continue?
[Y] Yes  [N] No  [S] Suspend  [?] Help (default is "Y"): Y

Name                                 ProcessingOrder
IsEnabled                            Action
----                                 ---------------
---------                            ------
InternalTransfers                    2
True                                 Ignore

PS C:\>Remove-DnsServerZoneTransferPolicy -Name
"InternalTransfers" -ZoneName "contoso.com" -Force



Cmdlet: Reset-DnsServerZoneKeyMasterRole 
  
Synops  
Transfers the role of Key Master for a DNS zone. 

  
Syntax  
 

Reset-DnsServerZoneKeyMasterRole [-ZoneName] <String> [[-

KeyMasterServer]

    <String>] [-CimSession <CimSession[]>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

SeizeRole]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Reset-DnsServerZoneKeyMasterRole cmdlet transfers the role of DNS Security

(DNSSEC) Key Master server. Any authoritative Domain Name System (DNS) server

that hosts a primary copy of the zone can be the Key Master server.  

This cmdlet attempts to connect to the current Key Master server. If it cannot connect to

that server, the cmdlet does not make the change unless you specify SeizeRole.  

This cmdlet prompts the user for confirmation before it transfers the role unless you use

the Force switch. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
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Cmdlet: Reset-DnsServerZoneKeyMasterRole 
  
Synops  
Transfers the role of Key Master for a DNS zone. 

  
Syntax  
 

Reset-DnsServerZoneKeyMasterRole [-ZoneName] <String> [[-

KeyMasterServer]

    <String>] [-CimSession <CimSession[]>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

SeizeRole]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Reset-DnsServerZoneKeyMasterRole cmdlet transfers the role of DNS Security

(DNSSEC) Key Master server. Any authoritative Domain Name System (DNS) server

that hosts a primary copy of the zone can be the Key Master server.  

This cmdlet attempts to connect to the current Key Master server. If it cannot connect to

that server, the cmdlet does not make the change unless you specify SeizeRole.  

This cmdlet prompts the user for confirmation before it transfers the role unless you use

the Force switch. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none



  
Parameter :Force  
Description :Transfers the role without prompting you for confirmation. By default, the

cmdlet prompts you for confirmation before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :KeyMasterServer  
Description :Specifies the name of a DNS server. Use a NetBIOS name, IP address, or

fully qualified domain name. The cmdlet makes this server the Key Master server for the

specified zone. The specified zone must be present on the DNS server as a primary

zone. 

 

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Force  
Description :Transfers the role without prompting you for confirmation. By default, the

cmdlet prompts you for confirmation before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :KeyMasterServer  
Description :Specifies the name of a DNS server. Use a NetBIOS name, IP address, or

fully qualified domain name. The cmdlet makes this server the Key Master server for the

specified zone. The specified zone must be present on the DNS server as a primary

zone. 

 

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :SeizeRole  
Description :Indicates that this cmdlet seizes the Key Master role. Unless this switch is

specified, the cmdlet does not make a change if it cannot reach the current Key Master

server. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
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Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :SeizeRole  
Description :Indicates that this cmdlet seizes the Key Master role. Unless this switch is

specified, the cmdlet does not make a change if it cannot reach the current Key Master

server. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false



  
Parameter :ZoneName  
Description :Specifies a name of a zone. The cmdlet transfers the Key Master role for this

zone. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Transfer the role  

This command transfers the Key Master role for the zone named west01.contoso.com to

the server named keys.contoso.com. If the cmdlet cannot verify with the current Key

Master server, it does not transfer the role. 

Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ZoneName  
Description :Specifies a name of a zone. The cmdlet transfers the Key Master role for this

zone. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Transfer the role  

This command transfers the Key Master role for the zone named west01.contoso.com to

the server named keys.contoso.com. If the cmdlet cannot verify with the current Key

Master server, it does not transfer the role. 

Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



  

 

  
Example 2: Transfer the role, required  

This command transfers the Key Master role for the zone named west01.contoso.com to

a server named keys.contoso.com. If the cmdlet cannot verify with the current Key

Master server, the cmdlet nevertheless transfers the role.     

 

 

 

PS C:\> Reset-DnsServerZoneKeyMasterRole -ZoneName
"west01.contoso.com" -KeyMasterServer "root.contoso.com"

PS C:\>Reset-DnsServerZoneKeyMasterRole -ZoneName
"west01.contoso.com" -KeyMasterServer "keys.contoso.com" -
SeizeRole
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Example 2: Transfer the role, required  

This command transfers the Key Master role for the zone named west01.contoso.com to

a server named keys.contoso.com. If the cmdlet cannot verify with the current Key

Master server, the cmdlet nevertheless transfers the role.     

 

 

 

PS C:\> Reset-DnsServerZoneKeyMasterRole -ZoneName
"west01.contoso.com" -KeyMasterServer "root.contoso.com"

PS C:\>Reset-DnsServerZoneKeyMasterRole -ZoneName
"west01.contoso.com" -KeyMasterServer "keys.contoso.com" -
SeizeRole



Cmdlet: Restore-DnsServerPrimaryZone 
  
Synops  
Restores primary DNS zone contents from Active Directory or from a file. 

  
Syntax  
 

Restore-DnsServerPrimaryZone [-Name] <String> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-Force] [-InformationAction

{SilentlyContinue |

    Stop | Continue | Inquire | Ignore | Suspend}] [-

InformationVariable

    <System.String>] [-PassThru] [-ThrottleLimit <Int32>] [-

Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Restore-DnsServerPrimaryZone cmdlet restores contents of a Domain Name

System (DNS) primary zone.  

For Active Directory-integrated DNS zones, the cmdlet reloads from Active Directory

Domain Services (AD DS). For file-backed zones, it reloads from the zone file. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Restore-DnsServerPrimaryZone 
  
Synops  
Restores primary DNS zone contents from Active Directory or from a file. 

  
Syntax  
 

Restore-DnsServerPrimaryZone [-Name] <String> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-Force] [-InformationAction

{SilentlyContinue |

    Stop | Continue | Inquire | Ignore | Suspend}] [-

InformationVariable

    <System.String>] [-PassThru] [-ThrottleLimit <Int32>] [-

Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Restore-DnsServerPrimaryZone cmdlet restores contents of a Domain Name

System (DNS) primary zone.  

For Active Directory-integrated DNS zones, the cmdlet reloads from Active Directory

Domain Services (AD DS). For file-backed zones, it reloads from the zone file. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :Force  
Description :Indicates that this cmdlet restores DNS zone information without prompting

you for confirmation. By default, the cmdlet prompts you for confirmation before it

proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
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Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :Force  
Description :Indicates that this cmdlet restores DNS zone information without prompting

you for confirmation. By default, the cmdlet prompts you for confirmation before it

proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none



  
Parameter :Name  
Description :Specifies the name of a zone. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Name  
Description :Specifies the name of a zone. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Restore-DnsServerSecondaryZone 
  
Synops  
Restores secondary zone information from its source. 

  
Syntax  
 

Restore-DnsServerSecondaryZone [-Name] <String> [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Restore-DnsServerSecondaryZone cmdlet copies secondary Domain Name System

(DNS) zone information from its source. For secondary zones, this information is always

stored in a file. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

478

Cmdlet: Restore-DnsServerSecondaryZone 
  
Synops  
Restores secondary zone information from its source. 

  
Syntax  
 

Restore-DnsServerSecondaryZone [-Name] <String> [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Restore-DnsServerSecondaryZone cmdlet copies secondary Domain Name System

(DNS) zone information from its source. For secondary zones, this information is always

stored in a file. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :Force  
Description :Updates the DNS zone without prompting you for confirmation. By default,

the cmdlet prompts you for confirmation before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :Force  
Description :Updates the DNS zone without prompting you for confirmation. By default,

the cmdlet prompts you for confirmation before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Parameter :Name  
Description :Specifies the name of the secondary zone to restore. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false

480

Parameter :Name  
Description :Specifies the name of the secondary zone to restore. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false



  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Resume-DnsServerZone 
  
Synops  
Resumes name resolution on a suspended zone. 

  
Syntax  
 

Resume-DnsServerZone [-Name] <String> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-Force] [-InformationAction

{SilentlyContinue |

    Stop | Continue | Inquire | Ignore | Suspend}] [-

InformationVariable

    <System.String>] [-PassThru] [-ThrottleLimit <Int32>] [-

Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Resume-DnsServerZone cmdlet resumes name resolution on a suspended Domain

Name System (DNS) zone. You can use the Suspend-DnsServerZone cmdlet to

temporarily prevent a DNS server from responding to queries for a zone. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Resume-DnsServerZone 
  
Synops  
Resumes name resolution on a suspended zone. 

  
Syntax  
 

Resume-DnsServerZone [-Name] <String> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-Force] [-InformationAction

{SilentlyContinue |

    Stop | Continue | Inquire | Ignore | Suspend}] [-

InformationVariable

    <System.String>] [-PassThru] [-ThrottleLimit <Int32>] [-

Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Resume-DnsServerZone cmdlet resumes name resolution on a suspended Domain

Name System (DNS) zone. You can use the Suspend-DnsServerZone cmdlet to

temporarily prevent a DNS server from responding to queries for a zone. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :Force  
Description :Resumes name resolution without prompting you for confirmation. By

default, the cmdlet prompts you for confirmation before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :Force  
Description :Resumes name resolution without prompting you for confirmation. By

default, the cmdlet prompts you for confirmation before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :Name  
Description :Specifies the name of a zone. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Name  
Description :Specifies the name of a zone. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Set-DnsServer 
  
Synops  
Overwrites a DNS server configuration. 

  
Syntax  
 

Set-DnsServer [-CimSession <CimSession[]>] [-ComputerName

<String>]

    [-CreateFileBackedPrimaryZones] [-Force] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Set-DnsServer cmdlet uses an input object to overwrite a specified Domain Name

System (DNS) server configuration. You can generate the input object by using an XML

file that is exported by using any of the following cmdlets: Get-DnsServer, Export-Clixml,

or Import-Clixml.  

For more information about Export-Clixml, see  Export-Clixml. For more information

about Import-Clixml, see  Import-Clixml. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Set-DnsServer 
  
Synops  
Overwrites a DNS server configuration. 

  
Syntax  
 

Set-DnsServer [-CimSession <CimSession[]>] [-ComputerName

<String>]

    [-CreateFileBackedPrimaryZones] [-Force] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Set-DnsServer cmdlet uses an input object to overwrite a specified Domain Name

System (DNS) server configuration. You can generate the input object by using an XML

file that is exported by using any of the following cmdlets: Get-DnsServer, Export-Clixml,

or Import-Clixml.  

For more information about Export-Clixml, see  Export-Clixml. For more information

about Import-Clixml, see  Import-Clixml. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Parameter :ComputerName  
Description :Specifies a DNS server. The acceptable values for this parameter are: an IP

v4 address; an IP v6 address; any other value that resolves to an IP address, such as a

fully qualified domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :CreateFileBackedPrimaryZones  
Description :Indicates that you must create new file-backed primary zones in the input

object. The files that contains the resource records must exist in the

%windir%\system32\dns directory. 

 

  
Parameter :Force  
Description :Overrides the default confirmation setting before the cmdlet performs the

action. 

 

  
Parameter :InformationAction  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
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Parameter :ComputerName  
Description :Specifies a DNS server. The acceptable values for this parameter are: an IP

v4 address; an IP v6 address; any other value that resolves to an IP address, such as a

fully qualified domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :CreateFileBackedPrimaryZones  
Description :Indicates that you must create new file-backed primary zones in the input

object. The files that contains the resource records must exist in the

%windir%\system32\dns directory. 

 

  
Parameter :Force  
Description :Overrides the default confirmation setting before the cmdlet performs the

action. 

 

  
Parameter :InformationAction  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named



  
Parameter :InformationVariable  
Description : 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm 

Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :InformationVariable  
Description : 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm 

Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Overwrite a DNS server configuration by using an input object  

This set of commands uses an input object to overwrite a DNS server configuration.  

As shown in the code block, the first command gets DNS server configuration by using

the Get-DnsServer cmdlet. It then pipes the information to the Export-Clixml cmdlet,

which exports the data into an XML file.  

The second command gets and stores the XML file data in variable $x.  

The third command uses the data that is stored in variable $x to overwrite an existing

DNS server configuration.       

 

  
Example 2: Set DNS server configuration by using the Cimsession parameter  

This command gets DNS server configuration from a server that has an IP address of

172.22.50.137 and applies it to the server on which the Set-DnsServer cmdlet is run.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\>Get-DnsServer -ComputerName "DNSServer13.Contoso.com" |
Export-Clixml -Path "c:\DnsServerConfig.xml"
PS C:\>$x = Import-Clixml "c:\DnsServerConfig.xml"
PS C:\>Set-DnsServer -InputObject $x –ComputerName
"DNSServer22.Contoso.com"
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Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Overwrite a DNS server configuration by using an input object  

This set of commands uses an input object to overwrite a DNS server configuration.  

As shown in the code block, the first command gets DNS server configuration by using

the Get-DnsServer cmdlet. It then pipes the information to the Export-Clixml cmdlet,

which exports the data into an XML file.  

The second command gets and stores the XML file data in variable $x.  

The third command uses the data that is stored in variable $x to overwrite an existing

DNS server configuration.       

 

  
Example 2: Set DNS server configuration by using the Cimsession parameter  

This command gets DNS server configuration from a server that has an IP address of

172.22.50.137 and applies it to the server on which the Set-DnsServer cmdlet is run.

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\>Get-DnsServer -ComputerName "DNSServer13.Contoso.com" |
Export-Clixml -Path "c:\DnsServerConfig.xml"
PS C:\>$x = Import-Clixml "c:\DnsServerConfig.xml"
PS C:\>Set-DnsServer -InputObject $x –ComputerName
"DNSServer22.Contoso.com"



  

 

  
Example 3: Migrate DNS server configuration by using IP addresses  

This command migrates DNS server configuration from a server that has an IP address

of 172.22.50.137 to a server that has an IP address of 172.22.50.138.     

 

  
Example 4: Create a file-backed primary zone  

This command creates file-backed primary zones on the specified local DNS server. The

file that contains resource records must exist in the %windir%\system32\dns directory.     

 

 

 

PS C:\>Get-DnsServer -CimSession 172.22.50.137 | Set-DnsServer

PS C:\>Get-DnsServer -CimSession 172.22.50.137 | Set-DnsServer
-ComputerName 172.22.50.138

PS C:\>Get-DnsServer -CimSession 172.22.50.137 | Set-DnsServer
-CreateFileBackedPrimaryZones
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Example 3: Migrate DNS server configuration by using IP addresses  

This command migrates DNS server configuration from a server that has an IP address

of 172.22.50.137 to a server that has an IP address of 172.22.50.138.     

 

  
Example 4: Create a file-backed primary zone  

This command creates file-backed primary zones on the specified local DNS server. The

file that contains resource records must exist in the %windir%\system32\dns directory.     

 

 

 

PS C:\>Get-DnsServer -CimSession 172.22.50.137 | Set-DnsServer

PS C:\>Get-DnsServer -CimSession 172.22.50.137 | Set-DnsServer
-ComputerName 172.22.50.138

PS C:\>Get-DnsServer -CimSession 172.22.50.137 | Set-DnsServer
-CreateFileBackedPrimaryZones



Cmdlet: Set-DnsServerCache 
  
Synops  
Modifies cache settings for a DNS server. 

  
Syntax  
 

Set-DnsServerCache [-CimSession <CimSession[]>] [-ComputerName

<String>]

    [-IgnorePolicies <System.Boolean>] [-InformationAction

{SilentlyContinue |

    Stop | Continue | Inquire | Ignore | Suspend}] [-

InformationVariable

    <System.String>] [-LockingPercent <UInt32>] [-MaxKBSize

<UInt32>]

    [-MaxNegativeTtl <TimeSpan>] [-MaxTtl <TimeSpan>] [-PassThru]

 

    [-PollutionProtection <Boolean>] [-

StoreEmptyAuthenticationResponse

    <Boolean>] [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerCache cmdlet modifies cache settings for a Domain Name System

(DNS) server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Set-DnsServerCache 
  
Synops  
Modifies cache settings for a DNS server. 

  
Syntax  
 

Set-DnsServerCache [-CimSession <CimSession[]>] [-ComputerName

<String>]

    [-IgnorePolicies <System.Boolean>] [-InformationAction

{SilentlyContinue |

    Stop | Continue | Inquire | Ignore | Suspend}] [-

InformationVariable

    <System.String>] [-LockingPercent <UInt32>] [-MaxKBSize

<UInt32>]

    [-MaxNegativeTtl <TimeSpan>] [-MaxTtl <TimeSpan>] [-PassThru]

 

    [-PollutionProtection <Boolean>] [-

StoreEmptyAuthenticationResponse

    <Boolean>] [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerCache cmdlet modifies cache settings for a Domain Name System

(DNS) server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :ComputerName  
Description :Specifies a DNS server. The acceptable values for this parameter are: an

IPv4 address, an IPv6 address, and any other value that resolves to an IP address, such

as fully qualified domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :IgnorePolicies  
Description :Indicates whether to ignore policies for this cache. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
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Parameter :ComputerName  
Description :Specifies a DNS server. The acceptable values for this parameter are: an

IPv4 address, an IPv6 address, and any other value that resolves to an IP address, such

as fully qualified domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :IgnorePolicies  
Description :Indicates whether to ignore policies for this cache. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false



  
Parameter :LockingPercent  
Description :Specifies a percentage of the original Time to Live (TTL) value that caching

can consume. 

 

  
Parameter :MaxKBSize  
Description :Specifies the maximum size, in kilobytes, of the memory cache of a DNS

server. 

 

  
Parameter :MaxNegativeTtl  
Description :Specifies how many seconds (0x1-0xFFFFFFFF) an entry that records a

negative answer to a query remains stored in the DNS cache. The default setting is

0x384 (900) seconds 

 

  
Parameter :MaxTtl  
Description :Specifies how many seconds (0x0-0xFFFFFFFF) a record is saved in cache.

If you use the 0x0 setting, the DNS server does not cache records. The default setting is

0x15180 (86,400 seconds, or one day). 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :LockingPercent  
Description :Specifies a percentage of the original Time to Live (TTL) value that caching

can consume. 

 

  
Parameter :MaxKBSize  
Description :Specifies the maximum size, in kilobytes, of the memory cache of a DNS

server. 

 

  
Parameter :MaxNegativeTtl  
Description :Specifies how many seconds (0x1-0xFFFFFFFF) an entry that records a

negative answer to a query remains stored in the DNS cache. The default setting is

0x384 (900) seconds 

 

  
Parameter :MaxTtl  
Description :Specifies how many seconds (0x0-0xFFFFFFFF) a record is saved in cache.

If you use the 0x0 setting, the DNS server does not cache records. The default setting is

0x15180 (86,400 seconds, or one day). 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :PollutionProtection  
Description :Specifies whether DNS filters name service (NS) resource records that are

cached. Valid values are zero, which caches all responses to name queries and is the

default value; and one, which caches only the records that belong to the same DNS

subtree. 

 

  
Parameter :StoreEmptyAuthenticationResponse  
Description :Specifies whether a DNS server stores empty authoritative responses in the

cache (RFC-2308). We recommend that you limit this value to either 0x00000000 or

0x00000001, but you can specify any value. The default value is 0x00000001. You must

allow and treat literally the value zero. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
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Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :PollutionProtection  
Description :Specifies whether DNS filters name service (NS) resource records that are

cached. Valid values are zero, which caches all responses to name queries and is the

default value; and one, which caches only the records that belong to the same DNS

subtree. 

 

  
Parameter :StoreEmptyAuthenticationResponse  
Description :Specifies whether a DNS server stores empty authoritative responses in the

cache (RFC-2308). We recommend that you limit this value to either 0x00000000 or

0x00000001, but you can specify any value. The default value is 0x00000001. You must

allow and treat literally the value zero. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none



  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs 

Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs 

Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Class DNSServerCache

 

{

 

uint32 MaxCacheTTL; // Maximum time, in seconds, that the record of a recursive name

query can remain in the DNS server cache. The DNS server deletes records from the

cache when the value of this entry expires, even if the value of the TTL field in the record

is greater. The default value of this property is 86,400 seconds (one day).  

uint32  MaxNegativeCacheTTL; // Maximum time, in seconds, that a name error result

from a recursive query can remain in the DNS server cache. The DNS server deletes

records from the cache when this timer expires, even if the TTL field is greater. Default

value is 86,400 (one day).  

boolean AutoCacheUpdate // Indicates whether the DNS Server attempts to update its

cache entries by using data from root servers. When a DNS server starts, it needs a list

of root server hints and Host A records for the server cache file. Microsoft DNS servers

have a feature that enables them to attempt to write back a new cache file based on the

responses from root servers.  

Type :  
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Class DNSServerCache

 

{

 

uint32 MaxCacheTTL; // Maximum time, in seconds, that the record of a recursive name

query can remain in the DNS server cache. The DNS server deletes records from the

cache when the value of this entry expires, even if the value of the TTL field in the record

is greater. The default value of this property is 86,400 seconds (one day).  

uint32  MaxNegativeCacheTTL; // Maximum time, in seconds, that a name error result

from a recursive query can remain in the DNS server cache. The DNS server deletes

records from the cache when this timer expires, even if the TTL field is greater. Default

value is 86,400 (one day).  

boolean AutoCacheUpdate // Indicates whether the DNS Server attempts to update its

cache entries by using data from root servers. When a DNS server starts, it needs a list

of root server hints and Host A records for the server cache file. Microsoft DNS servers

have a feature that enables them to attempt to write back a new cache file based on the

responses from root servers.  

Type :  

 

 



Cmdlet: Set-DnsServerClientSubnet 
  
Synops  
Updates the IP addresses in a client subnet. 

  
Syntax  
 

Set-DnsServerClientSubnet [-Name] <String> [-Action] {ADD |

REMOVE |

    REPLACE} [[-IPv4Subnet] <String[]>] [[-IPv6Subnet]

<String[]>]

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerClientSubnet cmdlet updates the IP addresses in a client subnet on a

Domain Name System (DNS) server. You can add, remove, or replace addresses. You

can modify the IPv4 addresses, IPv6 addresses, or both kinds of addresses. 

  
Parameters  
Parameter :Action  
Description :Specifies whether to add to, remove, or replace the IP addresses in the

client subnet. The acceptable values for this parameter are:

 

-- ADD

-- REMOVE

-- REPLACE 

 

Required true
Position 3
Default value none
Accept pipeline input? false
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Cmdlet: Set-DnsServerClientSubnet 
  
Synops  
Updates the IP addresses in a client subnet. 

  
Syntax  
 

Set-DnsServerClientSubnet [-Name] <String> [-Action] {ADD |

REMOVE |

    REPLACE} [[-IPv4Subnet] <String[]>] [[-IPv6Subnet]

<String[]>]

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerClientSubnet cmdlet updates the IP addresses in a client subnet on a

Domain Name System (DNS) server. You can add, remove, or replace addresses. You

can modify the IPv4 addresses, IPv6 addresses, or both kinds of addresses. 

  
Parameters  
Parameter :Action  
Description :Specifies whether to add to, remove, or replace the IP addresses in the

client subnet. The acceptable values for this parameter are:

 

-- ADD

-- REMOVE

-- REPLACE 

 

Required true
Position 3
Default value none
Accept pipeline input? false



  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
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Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false



  
Parameter :IPv4Subnet  
Description :Specifies an array IPv4 subnet addresses in Classless Interdomain Routing

(CIDR) notation. 

 

  
Parameter :IPv6Subnet  
Description :Specifies an array IPv6 subnet addresses in CIDR notation. 

 

  
Parameter :Name  
Description :Specifies the name of the client subnet to modify. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 4
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position 5
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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Parameter :IPv4Subnet  
Description :Specifies an array IPv4 subnet addresses in Classless Interdomain Routing

(CIDR) notation. 

 

  
Parameter :IPv6Subnet  
Description :Specifies an array IPv6 subnet addresses in CIDR notation. 

 

  
Parameter :Name  
Description :Specifies the name of the client subnet to modify. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 4
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position 5
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



  
Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerClientSubnet 

  
Examples  
Example 1: Add an IPv4 address to a client subnet  

The first command creates a client subnet named AsiaSubnet by using the Add-

DnsServerClientSubnet cmdlet.  

The second command adds an IPv4 subnet to the AsiaSubnet client subnet. The

command uses the Format-List cmdlet to control the appearance of the output. For more

information, type Get-Help Format-List.  

The command includes the PassThru parameter. The added IPv4 address appears in the

computer output.     

 

  
Example 2: Replace an IPv6 address in a client subnet  

The first command creates a client subnet named AsiaSubnet that includes the IPv6

address 0db8::1/28.  

The second command replaces the IPv6 addresses for the client subnet. The computer

output includes the address 0db8::1/8 in place of 0db8::1/28.     

 

 

PS C:\>Add-DnsServerClientSubnet -Name "AsiaSubnet" -
IPv6Subnet 0db8::1/28 -PassThru -IPv4Subnet 1.10.0.1/8
PS C:\> Set-DnsServerClientSubnet -Name "AsiaSubnet" -Action
ADD -IPv4Subnet 192.168.0.4/16 -PassThru | Format-List
Name       : AsiaSubnet
IPV4Subnet : {10.10.0.1/8, 192.168.0.4/16}
IPV6Subnet : {0db8::1/28}

PS C:\>Add-DnsServerClientSubnet -Name "AsiaSubnet" -
IPv6Subnet 0db8::1/28 -PassThru -IPv4Subnet 10.0.0.1/8
PS C:\> Set-DnsServerClientSubnet -Name "AsiaSubnet" -Action
REPLACE -IPv6Subnet 0db8::1/8 -PassThru |  Format-List
Name       : AsiaSubnet
IPV4Subnet : {10.0.0.1/8}
IPV6Subnet : {0db8::1/8}
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Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerClientSubnet 

  
Examples  
Example 1: Add an IPv4 address to a client subnet  

The first command creates a client subnet named AsiaSubnet by using the Add-

DnsServerClientSubnet cmdlet.  

The second command adds an IPv4 subnet to the AsiaSubnet client subnet. The

command uses the Format-List cmdlet to control the appearance of the output. For more

information, type Get-Help Format-List.  

The command includes the PassThru parameter. The added IPv4 address appears in the

computer output.     

 

  
Example 2: Replace an IPv6 address in a client subnet  

The first command creates a client subnet named AsiaSubnet that includes the IPv6

address 0db8::1/28.  

The second command replaces the IPv6 addresses for the client subnet. The computer

output includes the address 0db8::1/8 in place of 0db8::1/28.     

 

 

PS C:\>Add-DnsServerClientSubnet -Name "AsiaSubnet" -
IPv6Subnet 0db8::1/28 -PassThru -IPv4Subnet 1.10.0.1/8
PS C:\> Set-DnsServerClientSubnet -Name "AsiaSubnet" -Action
ADD -IPv4Subnet 192.168.0.4/16 -PassThru | Format-List
Name       : AsiaSubnet
IPV4Subnet : {10.10.0.1/8, 192.168.0.4/16}
IPV6Subnet : {0db8::1/28}

PS C:\>Add-DnsServerClientSubnet -Name "AsiaSubnet" -
IPv6Subnet 0db8::1/28 -PassThru -IPv4Subnet 10.0.0.1/8
PS C:\> Set-DnsServerClientSubnet -Name "AsiaSubnet" -Action
REPLACE -IPv6Subnet 0db8::1/8 -PassThru |  Format-List
Name       : AsiaSubnet
IPV4Subnet : {10.0.0.1/8}
IPV6Subnet : {0db8::1/8}



Example 3: Remove an IPv4 address from a client subnet  

The first command creates a client subnet named AsiaSubnet that includes both an IPv4

address and an IPv6 address.  

The second command removes the IPv4 address. The computer output displays only the

IPv6 address.     

 

 

 

PS C:\>Add-DnsServerClientSubnet -Name "AsiaSubnet" -
IPv6Subnet 0db8::1/28 -PassThru -IPv4Subnet 10.0.0.1/8
PS C:\> Set-DnsServerClientSubnet -Name "AsiaSubnet" -Action
REMOVE -IPv4Subnet 10.0.0.1/8 -PassThru | Format-List
Name       : AsiaSubnet
IPV4Subnet :
IPV6Subnet : {0db8::1/8}
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Example 3: Remove an IPv4 address from a client subnet  

The first command creates a client subnet named AsiaSubnet that includes both an IPv4

address and an IPv6 address.  

The second command removes the IPv4 address. The computer output displays only the

IPv6 address.     

 

 

 

PS C:\>Add-DnsServerClientSubnet -Name "AsiaSubnet" -
IPv6Subnet 0db8::1/28 -PassThru -IPv4Subnet 10.0.0.1/8
PS C:\> Set-DnsServerClientSubnet -Name "AsiaSubnet" -Action
REMOVE -IPv4Subnet 10.0.0.1/8 -PassThru | Format-List
Name       : AsiaSubnet
IPV4Subnet :
IPV6Subnet : {0db8::1/8}



Cmdlet: Set-DnsServerConditionalForwarderZone 
  
Synops  
Changes settings for a DNS conditional forwarder. 

  
Syntax  
 

Set-DnsServerConditionalForwarderZone [-Name] <String> [[-

MasterServers]

    <IPAddress[]>] [[-ForwarderTimeout] <UInt32>] [[-

UseRecursion] <Boolean>]

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Set-DnsServerConditionalForwarderZone [-Name] <String> [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-

DirectoryPartitionName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] -ReplicationScope

{Forest | Domain |

    Legacy | Custom} [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerConditionalForwarderZone cmdlet changes settings of an existing

conditional forwarder on a Domain Name System (DNS) server. You can change the

master servers, forwarder time-out, recursion, recursion scope, and directory partition

name for a conditional forwarder zone. 
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Cmdlet: Set-DnsServerConditionalForwarderZone 
  
Synops  
Changes settings for a DNS conditional forwarder. 

  
Syntax  
 

Set-DnsServerConditionalForwarderZone [-Name] <String> [[-

MasterServers]

    <IPAddress[]>] [[-ForwarderTimeout] <UInt32>] [[-

UseRecursion] <Boolean>]

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Set-DnsServerConditionalForwarderZone [-Name] <String> [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-

DirectoryPartitionName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] -ReplicationScope

{Forest | Domain |

    Legacy | Custom} [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerConditionalForwarderZone cmdlet changes settings of an existing

conditional forwarder on a Domain Name System (DNS) server. You can change the

master servers, forwarder time-out, recursion, recursion scope, and directory partition

name for a conditional forwarder zone. 

 



Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server to host the forwarder. If you do not specify this

parameter, the command runs on the local system. You can specify an IP address or any

value that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :DirectoryPartitionName  
Description :Specifies a directory partition on which to store the forwarder. Conditional

forwarders are internally stored as zones. Use this parameter when the ReplicationScope

parameter has a value of Custom. 

 

  
Parameter :ForwarderTimeout  
Description :Specifies a length of time, in seconds, that a DNS server waits for the

forwarder to resolve a query. After the DNS server tries all forwarders, it can attempt to

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server to host the forwarder. If you do not specify this

parameter, the command runs on the local system. You can specify an IP address or any

value that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :DirectoryPartitionName  
Description :Specifies a directory partition on which to store the forwarder. Conditional

forwarders are internally stored as zones. Use this parameter when the ReplicationScope

parameter has a value of Custom. 

 

  
Parameter :ForwarderTimeout  
Description :Specifies a length of time, in seconds, that a DNS server waits for the

forwarder to resolve a query. After the DNS server tries all forwarders, it can attempt to

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



resolve the query itself. The minimum value is 0. The maximum value is 15. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :MasterServers  
Description :Specifies an array of IP addresses of the master servers of the zone.

Conditional forwarders are stored as zones. You can use both IPv4 and IPv6 addresses.

Specify at least one master server. 

 

 

Required false
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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resolve the query itself. The minimum value is 0. The maximum value is 15. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :MasterServers  
Description :Specifies an array of IP addresses of the master servers of the zone.

Conditional forwarders are stored as zones. You can use both IPv4 and IPv6 addresses.

Specify at least one master server. 

 

 

Required false
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



Parameter :Name  
Description :Specifies the name of a zone that has conditional forwarding configured. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ReplicationScope  
Description :Specifies the replication scope for the conditional forwarder. Conditional

forwarders are stored internally as zones. The acceptable values for this parameter are:

 

-- Custom. Replicate the conditional forwarder to all DNS servers running on domain

controllers enlisted in a custom directory partition.

-- Domain. Replicate the conditional forwarder to all DNS servers that run on domain

controllers in the domain.

-- Forest. Replicate the conditional forwarder to all DNS servers that run on domain

controllers in the forest.

-- Legacy. Replicate the conditional forwarder to all domain controllers in the domain. 

 

  
Parameter :ThrottleLimit 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :Name  
Description :Specifies the name of a zone that has conditional forwarding configured. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ReplicationScope  
Description :Specifies the replication scope for the conditional forwarder. Conditional

forwarders are stored internally as zones. The acceptable values for this parameter are:

 

-- Custom. Replicate the conditional forwarder to all DNS servers running on domain

controllers enlisted in a custom directory partition.

-- Domain. Replicate the conditional forwarder to all DNS servers that run on domain

controllers in the domain.

-- Forest. Replicate the conditional forwarder to all DNS servers that run on domain

controllers in the forest.

-- Legacy. Replicate the conditional forwarder to all domain controllers in the domain. 

 

  
Parameter :ThrottleLimit 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :UseRecursion  
Description :Specifies whether a DNS server attempts to resolve a query after the

forwarder fails to resolve it. A value of $False prevents a DNS server from attempting

resolution using other DNS servers. This parameter overrides the Use Recursion setting

for a DNS server. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 5
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :UseRecursion  
Description :Specifies whether a DNS server attempts to resolve a query after the

forwarder fails to resolve it. A value of $False prevents a DNS server from attempting

resolution using other DNS servers. This parameter overrides the Use Recursion setting

for a DNS server. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 5
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



  
Examples  
Example 1: Change forwarder time-out for a zone  

This command changes the forwarder time-out for a forwarder zone named contoso.com.     

 

  
Example 2: Change replication scope for a zone  

This command changes the replication scope of contoso.com to a value of Domain,

which means all DNS servers in the domain. This example uses the PassThru parameter

to create output.     

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\> Set-DnsServerConditionalForwarderZone -Name
"contoso.com" -ForwarderTimeout 15

PS C:\>Set-DnsServerConditionalForwarderZone -Name
"contoso.com" -ReplicationScope "Domain" -PassThru
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Examples  
Example 1: Change forwarder time-out for a zone  

This command changes the forwarder time-out for a forwarder zone named contoso.com.     

 

  
Example 2: Change replication scope for a zone  

This command changes the replication scope of contoso.com to a value of Domain,

which means all DNS servers in the domain. This example uses the PassThru parameter

to create output.     

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\> Set-DnsServerConditionalForwarderZone -Name
"contoso.com" -ForwarderTimeout 15

PS C:\>Set-DnsServerConditionalForwarderZone -Name
"contoso.com" -ReplicationScope "Domain" -PassThru



Cmdlet: Set-DnsServerDiagnostics 
  
Synops  
Sets debugging and logging parameters. 

  
Syntax  
 

Set-DnsServerDiagnostics [-Answers <Boolean>] [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-EnableLogFileRollover <Boolean>]

    [-EnableLoggingForLocalLookupEvent <Boolean>]

    [-EnableLoggingForPluginDllEvent <Boolean>]

    [-EnableLoggingForRecursiveLookupEvent <Boolean>]

    [-EnableLoggingForRemoteServerEvent <Boolean>]

    [-EnableLoggingForServerStartStopEvent <Boolean>]

    [-EnableLoggingForTombstoneEvent <Boolean>]

    [-EnableLoggingForZoneDataWriteEvent <Boolean>]

    [-EnableLoggingForZoneLoadingEvent <Boolean>] [-

EnableLoggingToFile

    <Boolean>] [-EventLogLevel <UInt32>] [-FullPackets <Boolean>]

 

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

IPFilterList

    <IPAddress[]>] [-LogFilePath <String>] [-MaxMBFileSize

<UInt32>]

    [-Notifications <Boolean>] [-PassThru] [-Queries <Boolean>]

    [-QuestionTransactions <Boolean>] [-ReceivePackets <Boolean>]

 

    [-SaveLogsToPersistentStorage <Boolean>] [-SendPackets

<Boolean>]

    [-TcpPackets <Boolean>] [-ThrottleLimit <Int32>] [-UdpPackets

<Boolean>]

    [-UnmatchedResponse <Boolean>] [-Updates <Boolean>] [-

UseSystemEventLog

    <Boolean>] [-WriteThrough <Boolean>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

Set-DnsServerDiagnostics [-CimSession <CimSession[]>] [-
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Cmdlet: Set-DnsServerDiagnostics 
  
Synops  
Sets debugging and logging parameters. 

  
Syntax  
 

Set-DnsServerDiagnostics [-Answers <Boolean>] [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-EnableLogFileRollover <Boolean>]

    [-EnableLoggingForLocalLookupEvent <Boolean>]

    [-EnableLoggingForPluginDllEvent <Boolean>]

    [-EnableLoggingForRecursiveLookupEvent <Boolean>]

    [-EnableLoggingForRemoteServerEvent <Boolean>]

    [-EnableLoggingForServerStartStopEvent <Boolean>]

    [-EnableLoggingForTombstoneEvent <Boolean>]

    [-EnableLoggingForZoneDataWriteEvent <Boolean>]

    [-EnableLoggingForZoneLoadingEvent <Boolean>] [-

EnableLoggingToFile

    <Boolean>] [-EventLogLevel <UInt32>] [-FullPackets <Boolean>]

 

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

IPFilterList

    <IPAddress[]>] [-LogFilePath <String>] [-MaxMBFileSize

<UInt32>]

    [-Notifications <Boolean>] [-PassThru] [-Queries <Boolean>]

    [-QuestionTransactions <Boolean>] [-ReceivePackets <Boolean>]

 

    [-SaveLogsToPersistentStorage <Boolean>] [-SendPackets

<Boolean>]

    [-TcpPackets <Boolean>] [-ThrottleLimit <Int32>] [-UdpPackets

<Boolean>]

    [-UnmatchedResponse <Boolean>] [-Updates <Boolean>] [-

UseSystemEventLog

    <Boolean>] [-WriteThrough <Boolean>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

Set-DnsServerDiagnostics [-CimSession <CimSession[]>] [-



ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] -All <Boolean> [-

Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

Set-DnsServerDiagnostics [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-DebugLogging <UInt32>] [-InformationAction

{SilentlyContinue |

    Stop | Continue | Inquire | Ignore | Suspend}] [-

InformationVariable

    <System.String>] [-OperationLogLevel1 <UInt32>] [-

OperationLogLevel2

    <UInt32>] [-PassThru] [-ThrottleLimit <Int32>] [-Confirm] [-

WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerDiagnostics cmdlet sets debugging and logging parameters on a

Domain Name System (DNS) server.    

To enable debug logging, specify a value of $True for the FullPackets parameter and do

the following:

 

-- Set the ReceivePackets parameter or the SendPackets parameter to $True.

 -- Set the TcpPackets parameter or the UdpPackets parameter to $True.

 -- Set the Notifications parameter, the Queries parameter, or the Updates parameter to

$True.

-- Set the QuestionTransactions parameter or the Answers parameter to $True.  

If you use the Parameters parameter set, you must specify at least one of the options in

each of the following pairs of parameters:

 

-- ReceivePackets, SendPackets

-- TcpPackets, UdpPackets

-- Notifications, Updates, Queries
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ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] -All <Boolean> [-

Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

Set-DnsServerDiagnostics [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-DebugLogging <UInt32>] [-InformationAction

{SilentlyContinue |

    Stop | Continue | Inquire | Ignore | Suspend}] [-

InformationVariable

    <System.String>] [-OperationLogLevel1 <UInt32>] [-

OperationLogLevel2

    <UInt32>] [-PassThru] [-ThrottleLimit <Int32>] [-Confirm] [-

WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerDiagnostics cmdlet sets debugging and logging parameters on a

Domain Name System (DNS) server.    

To enable debug logging, specify a value of $True for the FullPackets parameter and do

the following:

 

-- Set the ReceivePackets parameter or the SendPackets parameter to $True.

 -- Set the TcpPackets parameter or the UdpPackets parameter to $True.

 -- Set the Notifications parameter, the Queries parameter, or the Updates parameter to

$True.

-- Set the QuestionTransactions parameter or the Answers parameter to $True.  

If you use the Parameters parameter set, you must specify at least one of the options in

each of the following pairs of parameters:

 

-- ReceivePackets, SendPackets

-- TcpPackets, UdpPackets

-- Notifications, Updates, Queries



-- QuestionTransactions, Answers  

The All parameter set enables all options except for the following: LogFilePath,

MaxMBFileSize, EventLogLevel, FilterIpAddrList, UseSystemEventLog, and

EnableLogFileRollover.  

Use the LogLevel parameter to enable diagnostics at a more detailed level. 

  
Parameters  
Parameter :All  
Description :Specifies whether the DNS server logs all events. 

 

  
Parameter :Answers  
Description :Specifies wheter to enable the logging of DNS responses. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName 

Required true
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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-- QuestionTransactions, Answers  

The All parameter set enables all options except for the following: LogFilePath,

MaxMBFileSize, EventLogLevel, FilterIpAddrList, UseSystemEventLog, and

EnableLogFileRollover.  

Use the LogLevel parameter to enable diagnostics at a more detailed level. 

  
Parameters  
Parameter :All  
Description :Specifies whether the DNS server logs all events. 

 

  
Parameter :Answers  
Description :Specifies wheter to enable the logging of DNS responses. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName 

Required true
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Description :Specifies a DNS server. The acceptable values for this parameter are: an

IPv4 address, an IPv6 address, and any other value that resolves to an IP address, such

as fully qualified domain name (FQDN), Hostname, or NETBIOS name. 

 

  
Parameter :DebugLogging  
Description :Specifies the bitmask for debug logging. Valid values are: 

 

  
Parameter :EnableLogFileRollover  
Description :Specifies whether to enable log file rollover. 

 

  
Parameter :EnableLoggingForLocalLookupEvent  
Description :Specifies whether the DNS server logs local lookup events. 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Description :Specifies a DNS server. The acceptable values for this parameter are: an

IPv4 address, an IPv6 address, and any other value that resolves to an IP address, such

as fully qualified domain name (FQDN), Hostname, or NETBIOS name. 

 

  
Parameter :DebugLogging  
Description :Specifies the bitmask for debug logging. Valid values are: 

 

  
Parameter :EnableLogFileRollover  
Description :Specifies whether to enable log file rollover. 

 

  
Parameter :EnableLoggingForLocalLookupEvent  
Description :Specifies whether the DNS server logs local lookup events. 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



Parameter :EnableLoggingForPluginDllEvent  
Description :Specifies whether the DNS server logs dynamic link library (DLL) plug-in

events. 

 

  
Parameter :EnableLoggingForRecursiveLookupEvent  
Description :Specifies whether the DNS server logs recursive lookup events. 

 

  
Parameter :EnableLoggingForRemoteServerEvent  
Description :Specifies whether the DNS server logs remote server events. 

 

  
Parameter :EnableLoggingForServerStartStopEvent  
Description :Specifies whether the DNS server logs server start and stop events. 

 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :EnableLoggingForPluginDllEvent  
Description :Specifies whether the DNS server logs dynamic link library (DLL) plug-in

events. 

 

  
Parameter :EnableLoggingForRecursiveLookupEvent  
Description :Specifies whether the DNS server logs recursive lookup events. 

 

  
Parameter :EnableLoggingForRemoteServerEvent  
Description :Specifies whether the DNS server logs remote server events. 

 

  
Parameter :EnableLoggingForServerStartStopEvent  
Description :Specifies whether the DNS server logs server start and stop events. 

 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



Parameter :EnableLoggingForTombstoneEvent  
Description :Specifies whether the DNS server logs tombstone events. 

 

  
Parameter :EnableLoggingForZoneDataWriteEvent  
Description :Specifies Controls whether the DNS server logs zone data write events. 

 

  
Parameter :EnableLoggingForZoneLoadingEvent  
Description :Specifies whether the DNS server logs zone load events. 

 

  
Parameter :EnableLoggingToFile  
Description :Specifies whether the DNS server logs logging-to-file. 

 

  
Parameter :EventLogLevel 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :EnableLoggingForTombstoneEvent  
Description :Specifies whether the DNS server logs tombstone events. 

 

  
Parameter :EnableLoggingForZoneDataWriteEvent  
Description :Specifies Controls whether the DNS server logs zone data write events. 

 

  
Parameter :EnableLoggingForZoneLoadingEvent  
Description :Specifies whether the DNS server logs zone load events. 

 

  
Parameter :EnableLoggingToFile  
Description :Specifies whether the DNS server logs logging-to-file. 

 

  
Parameter :EventLogLevel 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



Description :Specifies an event log level. Valid values are Warning, Error, and None. 

 

  
Parameter :FullPackets  
Description :Specifies whether the DNS server logs full packets. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :IPFilterList  
Description :Specifies an array of IP addresses to filter. When you enable logging, traffic

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Description :Specifies an event log level. Valid values are Warning, Error, and None. 

 

  
Parameter :FullPackets  
Description :Specifies whether the DNS server logs full packets. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :IPFilterList  
Description :Specifies an array of IP addresses to filter. When you enable logging, traffic

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



to and from these IP addresses is logged. If you do not specify any IP addresses, traffic

to and from all IP addresses is logged. 

 

  
Parameter :LogFilePath  
Description :Specifies a log file path. 

 

  
Parameter :MaxMBFileSize  
Description :Specifies the maximum size of the log file. This parameter is relevant if you

set EnableLogFileRollover and EnableLoggingToFile to $True. 

 

  
Parameter :Notifications  
Description :Specifies whether the DNS server logs notifications. 

 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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to and from these IP addresses is logged. If you do not specify any IP addresses, traffic

to and from all IP addresses is logged. 

 

  
Parameter :LogFilePath  
Description :Specifies a log file path. 

 

  
Parameter :MaxMBFileSize  
Description :Specifies the maximum size of the log file. This parameter is relevant if you

set EnableLogFileRollover and EnableLoggingToFile to $True. 

 

  
Parameter :Notifications  
Description :Specifies whether the DNS server logs notifications. 

 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



Parameter :OperationLogLevel1  
Description :Specifies a bit flag for the logging level. Valid values are: 

 

  
Parameter :OperationLogLevel2  
Description :Specifies the additional operations that the DNS server logs. The default

valid value is: 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :Queries  
Description :Specifies whether the DNS server allows query packet exchanges to pass

through the content filter, such as the IPFilterList parameter. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
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Parameter :OperationLogLevel1  
Description :Specifies a bit flag for the logging level. Valid values are: 

 

  
Parameter :OperationLogLevel2  
Description :Specifies the additional operations that the DNS server logs. The default

valid value is: 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :Queries  
Description :Specifies whether the DNS server allows query packet exchanges to pass

through the content filter, such as the IPFilterList parameter. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)



  
Parameter :QuestionTransactions  
Description :Specifies whether the DNS server logs queries. 

 

  
Parameter :ReceivePackets  
Description :Specifies whether the DNS server logs receive packets. 

 

  
Parameter :SaveLogsToPersistentStorage  
Description :Specifies whether the DNS server saves logs to persistent storage. 

 

  
Parameter :SendPackets  
Description :Specifies whether the DNS server logs send packets. 

 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :QuestionTransactions  
Description :Specifies whether the DNS server logs queries. 

 

  
Parameter :ReceivePackets  
Description :Specifies whether the DNS server logs receive packets. 

 

  
Parameter :SaveLogsToPersistentStorage  
Description :Specifies whether the DNS server saves logs to persistent storage. 

 

  
Parameter :SendPackets  
Description :Specifies whether the DNS server logs send packets. 

 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :TcpPackets  
Description :Specifies whether the DNS server logs TCP packets. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :UdpPackets  
Description :Specifies whether the DNS server logs UDP packets. 

 

  
Parameter :UnmatchedResponse  
Description :Specifies whether the DNS server logs unmatched responses. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
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Parameter :TcpPackets  
Description :Specifies whether the DNS server logs TCP packets. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :UdpPackets  
Description :Specifies whether the DNS server logs UDP packets. 

 

  
Parameter :UnmatchedResponse  
Description :Specifies whether the DNS server logs unmatched responses. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named



  
Parameter :Updates  
Description :Specifies whether the DNS server logs updates. 

 

  
Parameter :UseSystemEventLog  
Description :Specifies whether the DNS server uses the system event log for logging. 

 

  
Parameter :WriteThrough  
Description :Specifies whether the DNS server logs write-throughs. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
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Parameter :Updates  
Description :Specifies whether the DNS server logs updates. 

 

  
Parameter :UseSystemEventLog  
Description :Specifies whether the DNS server uses the system event log for logging. 

 

  
Parameter :WriteThrough  
Description :Specifies whether the DNS server logs write-throughs. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named



  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Notes  
Examples  
Example 1: Enable diagnostics for outgoing TCP responses for updates  

This command enables the diagnostics of outgoing TCP responses for updates.     

 

  
Example 2: Enable all diagnostic options except for LogFilePath  

This command enables all options for DNS server diagnostics except for LogFilePath.     

 

  
Example 3: Log send packets  

This command logs send packages.     

 

  
Example 4: Reset debugging settings  

This command resets the TCP packet debugging and UDP packet debugging options on

Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\>Set-DnsServerDiagnostics -SendPackets $True -TcpPackets
$True -Answers $True -Updates $True

PS C:\>Set-DnsServerDiagnostics -All $True

PS C:\>Set-DnsServerDiagnostics -DebugLogging 0x10000
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Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Notes  
Examples  
Example 1: Enable diagnostics for outgoing TCP responses for updates  

This command enables the diagnostics of outgoing TCP responses for updates.     

 

  
Example 2: Enable all diagnostic options except for LogFilePath  

This command enables all options for DNS server diagnostics except for LogFilePath.     

 

  
Example 3: Log send packets  

This command logs send packages.     

 

  
Example 4: Reset debugging settings  

This command resets the TCP packet debugging and UDP packet debugging options on

Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\>Set-DnsServerDiagnostics -SendPackets $True -TcpPackets
$True -Answers $True -Updates $True

PS C:\>Set-DnsServerDiagnostics -All $True

PS C:\>Set-DnsServerDiagnostics -DebugLogging 0x10000



DNSServer02 to their values on DNSServer01.     

 

 

 

PS C:\>Get-DnsServerDiagnostics -ComputerName "DNSServer01" |
select -TcpPackets, -UdpPackets | Set-DnsServerDiagnostics -
ComputerName "DNSServer02"
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DNSServer02 to their values on DNSServer01.     

 

 

 

PS C:\>Get-DnsServerDiagnostics -ComputerName "DNSServer01" |
select -TcpPackets, -UdpPackets | Set-DnsServerDiagnostics -
ComputerName "DNSServer02"



Cmdlet: Set-DnsServerDnsSecZoneSetting 
  
Synops  
Changes settings for DNSSEC for a zone. 

  
Syntax  
 

Set-DnsServerDnsSecZoneSetting [-ZoneName] <String> [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Set-DnsServerDnsSecZoneSetting [-ZoneName] <String> [[-

DenialOfExistence]

    {NSec | NSec3}] [-CimSession <CimSession[]>] [-ComputerName

<String>]

    [-DistributeTrustAnchor {None | DnsKey}] [-DnsKeyRecordSetTtl

<TimeSpan>]

    [-DSRecordGenerationAlgorithm {None | Sha1 | Sha256 |

Sha384}]

    [-DSRecordSetTtl <TimeSpan>] [-EnableRfc5011KeyRollover

<Boolean>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

NSec3HashAlgorithm

    <String>] [-NSec3Iterations <UInt16>] [-NSec3OptOut

<Boolean>]

    [-NSec3RandomSaltLength <Byte>] [-NSec3UserSalt <String>]

    [-ParentHasSecureDelegation <Boolean>] [-PassThru] [-

PropagationTime

    <TimeSpan>] [-SecureDelegationPollingPeriod <TimeSpan>]

    [-SignatureInceptionOffset <TimeSpan>] [-ThrottleLimit

<Int32>] [-Confirm]

    [-WhatIf] [<CommonParameters>]
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Cmdlet: Set-DnsServerDnsSecZoneSetting 
  
Synops  
Changes settings for DNSSEC for a zone. 

  
Syntax  
 

Set-DnsServerDnsSecZoneSetting [-ZoneName] <String> [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Set-DnsServerDnsSecZoneSetting [-ZoneName] <String> [[-

DenialOfExistence]

    {NSec | NSec3}] [-CimSession <CimSession[]>] [-ComputerName

<String>]

    [-DistributeTrustAnchor {None | DnsKey}] [-DnsKeyRecordSetTtl

<TimeSpan>]

    [-DSRecordGenerationAlgorithm {None | Sha1 | Sha256 |

Sha384}]

    [-DSRecordSetTtl <TimeSpan>] [-EnableRfc5011KeyRollover

<Boolean>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

NSec3HashAlgorithm

    <String>] [-NSec3Iterations <UInt16>] [-NSec3OptOut

<Boolean>]

    [-NSec3RandomSaltLength <Byte>] [-NSec3UserSalt <String>]

    [-ParentHasSecureDelegation <Boolean>] [-PassThru] [-

PropagationTime

    <TimeSpan>] [-SecureDelegationPollingPeriod <TimeSpan>]

    [-SignatureInceptionOffset <TimeSpan>] [-ThrottleLimit

<Int32>] [-Confirm]

    [-WhatIf] [<CommonParameters>]

   

    



  
Description  
The Set-DnsServerDnsSecZoneSetting cmdlet changes Domain Name System Security

Extensions (DNSSEC) settings for the specified zone on a Domain Name System (DNS)

server.  

You can select which version of Next Secure (NSEC) to use to provide authenticated

denial of existence. Set the DenialOfExistence parameter to NSec or NSec3. If you use

NSec3, you can use either random salt or user-defined salt.  

When using the SigningMetadata parameter set, the cmdlet takes

CimInstance#DnsServerZoneSigningMetadata as an input object. You can use this

cmdlet with Get-DnsServerDnsSecZoneSetting to import the DNSSEC metadata of a

zone from one DNS server to another DNS server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :DenialOfExistence 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Description  
The Set-DnsServerDnsSecZoneSetting cmdlet changes Domain Name System Security

Extensions (DNSSEC) settings for the specified zone on a Domain Name System (DNS)

server.  

You can select which version of Next Secure (NSEC) to use to provide authenticated

denial of existence. Set the DenialOfExistence parameter to NSec or NSec3. If you use

NSec3, you can use either random salt or user-defined salt.  

When using the SigningMetadata parameter set, the cmdlet takes

CimInstance#DnsServerZoneSigningMetadata as an input object. You can use this

cmdlet with Get-DnsServerDnsSecZoneSetting to import the DNSSEC metadata of a

zone from one DNS server to another DNS server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :DenialOfExistence 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Description :Specifies which version of NSEC to use. A DNS server uses this setting to

provide signed proof of an unregistered name. 

 

  
Parameter :DistributeTrustAnchor  
Description :Specifies an array of trust anchors that a DNS server distributes in Active

Directory® Domain Services. DNS servers do not distribute trust anchors by default. If

the DNS server is not also a domain controller, it adds trust anchors only to the local trust

anchor store. 

 

  
Parameter :DnsKeyRecordSetTtl  
Description :Specifies a time-span object that represents the Time to Live (TTL) value of

a DNS key record. 

 

  
Parameter :DSRecordGenerationAlgorithm  
Description :Specifies an array of cryptographic algorithms for domain service records.

The acceptable values for this parameter are:

 

-- Sha1

-- Sha256

-- Sha384 

Required false
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Description :Specifies which version of NSEC to use. A DNS server uses this setting to

provide signed proof of an unregistered name. 

 

  
Parameter :DistributeTrustAnchor  
Description :Specifies an array of trust anchors that a DNS server distributes in Active

Directory® Domain Services. DNS servers do not distribute trust anchors by default. If

the DNS server is not also a domain controller, it adds trust anchors only to the local trust

anchor store. 

 

  
Parameter :DnsKeyRecordSetTtl  
Description :Specifies a time-span object that represents the Time to Live (TTL) value of

a DNS key record. 

 

  
Parameter :DSRecordGenerationAlgorithm  
Description :Specifies an array of cryptographic algorithms for domain service records.

The acceptable values for this parameter are:

 

-- Sha1

-- Sha256

-- Sha384 

Required false
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



 

  
Parameter :DSRecordSetTtl  
Description :Specifies a TTL time span for the set of domain service records. The default

value is the same as the TTL for the zone. 

 

  
Parameter :EnableRfc5011KeyRollover  
Description :Specifies whether a server uses RFC 5011 key rollover. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :DSRecordSetTtl  
Description :Specifies a TTL time span for the set of domain service records. The default

value is the same as the TTL for the zone. 

 

  
Parameter :EnableRfc5011KeyRollover  
Description :Specifies whether a server uses RFC 5011 key rollover. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

  
Parameter :NSec3HashAlgorithm  
Description :Specifies an NSEC3 hash algorithm. The only possible value is RsaSha1. 

 

  
Parameter :NSec3Iterations  
Description :Specifies a number of NSEC3 hash iterations to perform when it signs a

DNS zone. The default value is 50. 

 

  
Parameter :NSec3OptOut  
Description :Specifies whether to sign the DNS zone by using NSEC opt-out. The default

value is $False. 

 

  
Parameter :NSec3RandomSaltLength 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :NSec3HashAlgorithm  
Description :Specifies an NSEC3 hash algorithm. The only possible value is RsaSha1. 

 

  
Parameter :NSec3Iterations  
Description :Specifies a number of NSEC3 hash iterations to perform when it signs a

DNS zone. The default value is 50. 

 

  
Parameter :NSec3OptOut  
Description :Specifies whether to sign the DNS zone by using NSEC opt-out. The default

value is $False. 

 

  
Parameter :NSec3RandomSaltLength 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



Description :Specifies the length of a salt value. The default length is 8. 

 

  
Parameter :NSec3UserSalt  
Description :Specifies a user salt string. The default value is Null or -. 

 

  
Parameter :ParentHasSecureDelegation  
Description :Specifies whether a parent has secure delegation for a zone. The default

value is $False. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

528

Description :Specifies the length of a salt value. The default length is 8. 

 

  
Parameter :NSec3UserSalt  
Description :Specifies a user salt string. The default value is Null or -. 

 

  
Parameter :ParentHasSecureDelegation  
Description :Specifies whether a parent has secure delegation for a zone. The default

value is $False. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Parameter :PropagationTime  
Description :Specifies a propagation time as a time-span object. This is the expected

time required to propagate zone changes. The default value is 2 days. 

 

  
Parameter :SecureDelegationPollingPeriod  
Description :Specifies a delegation polling period as a time-span object. This is the time

between polling attempts for key rollovers for child zones. The default value is 12 hours. 

 

  
Parameter :SignatureInceptionOffset  
Description :Specifies the signature inception as a time-span object. This value is how far

in the past DNSSEC signature validity periods begin. The default value is one hour. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :PropagationTime  
Description :Specifies a propagation time as a time-span object. This is the expected

time required to propagate zone changes. The default value is 2 days. 

 

  
Parameter :SecureDelegationPollingPeriod  
Description :Specifies a delegation polling period as a time-span object. This is the time

between polling attempts for key rollovers for child zones. The default value is 12 hours. 

 

  
Parameter :SignatureInceptionOffset  
Description :Specifies the signature inception as a time-span object. This value is how far

in the past DNSSEC signature validity periods begin. The default value is one hour. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Outputs  
The DnsServerDnsSecZoneSetting object contains the following fields: 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ZoneName  
Description :Specifies the name of a DNS zone. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Outputs  
The DnsServerDnsSecZoneSetting object contains the following fields: 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



-- DenialOfExistence

-- DistributeTrustAnchor

-- DnsKeyRecordSetTtl

-- DSRecordGenerationAlgorithm

-- DSRecordSetTtl

-- EnableRfc5011KeyRollover

-- IsKeyMasterServer

-- KeyMasterServer

-- KeyMasterStatus

-- NSec3HashAlgorithm

-- NSec3Iterations

-- NSec3OptOut

-- NSec3RandomSaltLength

-- NSec3UserSalt

-- ParentHasSecureDelegation

-- PropagationTime

-- SecureDelegationPollingPeriod

-- SignatureInceptionOffset

-- ZoneName  

Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerDnsSecZoneSetting 

  
Examples  
Example 1: Modify RFC 5011 settings  

This command modifies RFC 5011 settings for a zone named west01.contoso.com. The

example uses the PassThru parameter to produce output and the Verbose parameter to

include all output.     
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-- DenialOfExistence

-- DistributeTrustAnchor

-- DnsKeyRecordSetTtl

-- DSRecordGenerationAlgorithm

-- DSRecordSetTtl

-- EnableRfc5011KeyRollover

-- IsKeyMasterServer

-- KeyMasterServer

-- KeyMasterStatus

-- NSec3HashAlgorithm

-- NSec3Iterations

-- NSec3OptOut

-- NSec3RandomSaltLength

-- NSec3UserSalt

-- ParentHasSecureDelegation

-- PropagationTime

-- SecureDelegationPollingPeriod

-- SignatureInceptionOffset

-- ZoneName  

Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerDnsSecZoneSetting 

  
Examples  
Example 1: Modify RFC 5011 settings  

This command modifies RFC 5011 settings for a zone named west01.contoso.com. The

example uses the PassThru parameter to produce output and the Verbose parameter to

include all output.     



 

  
Example 2: Import DNSSEC signing metadata  

This command uses the Get-DnsServerDnsSecZoneSetting cmdlet to get the DNSSEC

signing metadata, that includes KSK metadata, from the DNS server named

KeyMaster01 in the zone named contoso.com. The command passes the DNSSEC

signing metadata to the current cmdlet by using the pipeline operator. The command sets

the DNSSEC signing metadata on the non-key master primary server named

EdgeServer01. If the zone on the server is not already signed, the command initiates

signing on the server by using zone signing keys.     

 

 

 

PS C:\> Set-DnsServerDnsSecZoneSetting -ZoneName
"west01.contoso.com" -EnableRfc5011KeyRollover $True -PassThru
-Verbose

VERBOSE: Modifies the DNSSEC properties for the zone
west01.contoso.com on server Server01.
VERBOSE: RFC5011KeyRollovers successfully set on server
Server01.
ZoneName                      : west01.contoso.com
IsKeyMasterServer             : True
KeyMasterServer               : Server01.west01.contoso.com
KeyMasterStatus               : Online
DenialOfExistence             : NSec3
NSec3HashAlgorithm            : RsaSha1
NSec3Iterations               : 50
NSec3OptOut                   : False
IsNSec3SaltConfigured         : True
NSec3RandomSaltLength         : 8
NSec3UserSalt                 : -
DnsKeyRecordSetTTL            : 01:00:00
DSRecordSetTTL                : 01:00:00
DSRecordGenerationAlgorithm   : {Sha1, Sha256}
DistributeTrustAnchor         : {None}
EnableRfc5011KeyRollover      : True
ParentHasSecureDelegation     : False
SecureDelegationPollingPeriod : 12:00:00
PropagationTime               : 2.00:00:00
SignatureInceptionOffset      : 01:00:00

PS C:\>Get-DnsServerDnsSecZoneSetting -SigningMetadata -
ZoneName "contoso.com" -IncludeKSKMetadata -ComputerName
"KeyMaster01" | Set-DnsServerDnsSecZoneSetting -ComputerName
"EdgeServer01"
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Example 2: Import DNSSEC signing metadata  

This command uses the Get-DnsServerDnsSecZoneSetting cmdlet to get the DNSSEC

signing metadata, that includes KSK metadata, from the DNS server named

KeyMaster01 in the zone named contoso.com. The command passes the DNSSEC

signing metadata to the current cmdlet by using the pipeline operator. The command sets

the DNSSEC signing metadata on the non-key master primary server named

EdgeServer01. If the zone on the server is not already signed, the command initiates

signing on the server by using zone signing keys.     

 

 

 

PS C:\> Set-DnsServerDnsSecZoneSetting -ZoneName
"west01.contoso.com" -EnableRfc5011KeyRollover $True -PassThru
-Verbose

VERBOSE: Modifies the DNSSEC properties for the zone
west01.contoso.com on server Server01.
VERBOSE: RFC5011KeyRollovers successfully set on server
Server01.
ZoneName                      : west01.contoso.com
IsKeyMasterServer             : True
KeyMasterServer               : Server01.west01.contoso.com
KeyMasterStatus               : Online
DenialOfExistence             : NSec3
NSec3HashAlgorithm            : RsaSha1
NSec3Iterations               : 50
NSec3OptOut                   : False
IsNSec3SaltConfigured         : True
NSec3RandomSaltLength         : 8
NSec3UserSalt                 : -
DnsKeyRecordSetTTL            : 01:00:00
DSRecordSetTTL                : 01:00:00
DSRecordGenerationAlgorithm   : {Sha1, Sha256}
DistributeTrustAnchor         : {None}
EnableRfc5011KeyRollover      : True
ParentHasSecureDelegation     : False
SecureDelegationPollingPeriod : 12:00:00
PropagationTime               : 2.00:00:00
SignatureInceptionOffset      : 01:00:00

PS C:\>Get-DnsServerDnsSecZoneSetting -SigningMetadata -
ZoneName "contoso.com" -IncludeKSKMetadata -ComputerName
"KeyMaster01" | Set-DnsServerDnsSecZoneSetting -ComputerName
"EdgeServer01"



Cmdlet: Set-DnsServerDsSetting 
  
Synops  
Modifies DNS Active Directory settings. 

  
Syntax  
 

Set-DnsServerDsSetting [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-DirectoryPartitionAutoEnlistInterval <TimeSpan>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

LazyUpdateInterval

    <UInt32>] [-MinimumBackgroundLoadThreads <UInt32>] [-

PassThru]

    [-PollingInterval <UInt32>] [-RemoteReplicationDelay

<UInt32>]

    [-ThrottleLimit <Int32>] [-TombstoneInterval <TimeSpan>] [-

Confirm]

    [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerDsSetting cmdlet modifies Domain Name System (DNS) Active

Directory settings.  

Note: If any of the set operations fails, the Set-DnsServerDsSetting cmdlet must not

terminate. It must continue to set other operations and display the modified settings. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
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Cmdlet: Set-DnsServerDsSetting 
  
Synops  
Modifies DNS Active Directory settings. 

  
Syntax  
 

Set-DnsServerDsSetting [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-DirectoryPartitionAutoEnlistInterval <TimeSpan>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

LazyUpdateInterval

    <UInt32>] [-MinimumBackgroundLoadThreads <UInt32>] [-

PassThru]

    [-PollingInterval <UInt32>] [-RemoteReplicationDelay

<UInt32>]

    [-ThrottleLimit <Int32>] [-TombstoneInterval <TimeSpan>] [-

Confirm]

    [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerDsSetting cmdlet modifies Domain Name System (DNS) Active

Directory settings.  

Note: If any of the set operations fails, the Set-DnsServerDsSetting cmdlet must not

terminate. It must continue to set other operations and display the modified settings. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none



  
Parameter :ComputerName  
Description :Specifies a DNS server. The acceptable values for this parameter are: an

IPv4 address; an IPv6 address; and any other value that resolves to an IP address, such

as a fully qualified domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :DirectoryPartitionAutoEnlistInterval  
Description :Specifies the interval, during which a DNS server tries to enlist itself in a

DNS domain partition and DNS forest partition, if it is not already enlisted. We

recommend that you limit this value to the range one hour to 180 days, inclusive, but you

can use any value. We recommend that you set the default value to one day. You must

set the value 0 (zero) as a flag value for the default value. However, you can allow zero

and treat it literally. 

 

  
Parameter :InformationAction  
Description : 

 

 

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ComputerName  
Description :Specifies a DNS server. The acceptable values for this parameter are: an

IPv4 address; an IPv6 address; and any other value that resolves to an IP address, such

as a fully qualified domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :DirectoryPartitionAutoEnlistInterval  
Description :Specifies the interval, during which a DNS server tries to enlist itself in a

DNS domain partition and DNS forest partition, if it is not already enlisted. We

recommend that you limit this value to the range one hour to 180 days, inclusive, but you

can use any value. We recommend that you set the default value to one day. You must

set the value 0 (zero) as a flag value for the default value. However, you can allow zero

and treat it literally. 

 

  
Parameter :InformationAction  
Description : 

 

 

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Parameter :InformationVariable  
Description : 

 

  
Parameter :LazyUpdateInterval  
Description :Specifies a value, in seconds, to determine how frequently the DNS server

submits updates to the directory server without specifying the

LDAP_SERVER_LAZY_COMMIT_OID control ([MS-ADTS] section 3.1.1.3.4.1.7) at the

same time that it processes DNS dynamic update requests. We recommend that you limit

this value to the range 0x00000000 to 0x0000003c. You must set the default value to

0x00000003. You must set the value zero to indicate that the DNS server does not

specify the LDAP_SERVER_LAZY_COMMIT_OID control at the same time that it

processes DNS dynamic update requests. For more information about

LDAP_SERVER_LAZY_COMMIT_OID, see LDAP_SERVER_LAZY_COMMIT_OID

control code. 

 

  
Parameter :MinimumBackgroundLoadThreads  
Description :Specifies the minimum number of background threads that the DNS server

uses to load zone data from the directory service. You must limit this value to the range

0x00000000 to 0x00000005, inclusive. You must set the default value to 0x00000001,

and you must treat the value zero as a flag value for the default value. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :InformationVariable  
Description : 

 

  
Parameter :LazyUpdateInterval  
Description :Specifies a value, in seconds, to determine how frequently the DNS server

submits updates to the directory server without specifying the

LDAP_SERVER_LAZY_COMMIT_OID control ([MS-ADTS] section 3.1.1.3.4.1.7) at the

same time that it processes DNS dynamic update requests. We recommend that you limit

this value to the range 0x00000000 to 0x0000003c. You must set the default value to

0x00000003. You must set the value zero to indicate that the DNS server does not

specify the LDAP_SERVER_LAZY_COMMIT_OID control at the same time that it

processes DNS dynamic update requests. For more information about

LDAP_SERVER_LAZY_COMMIT_OID, see LDAP_SERVER_LAZY_COMMIT_OID

control code. 

 

  
Parameter :MinimumBackgroundLoadThreads  
Description :Specifies the minimum number of background threads that the DNS server

uses to load zone data from the directory service. You must limit this value to the range

0x00000000 to 0x00000005, inclusive. You must set the default value to 0x00000001,

and you must treat the value zero as a flag value for the default value. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :PollingInterval  
Description :Specifies how frequently the DNS server polls Active Directory Domain

Services (AD DS) for changes in Active Directory–integrated zones. You must limit the

value to the range 30 seconds to 3,600 seconds, inclusive. 

 

  
Parameter :RemoteReplicationDelay  
Description :Specifies the minimum interval, in seconds, that the DNS server waits

between the time that it determines that a single object has changed on a remote

directory server, to the time that it tries to replicate a single object change. You must limit

the value to the range 0x00000005 to 0x00000E10, inclusive. You must set the default

value to 0x0000001E, and you must treat the value zero as a flag value for the default

value. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :PollingInterval  
Description :Specifies how frequently the DNS server polls Active Directory Domain

Services (AD DS) for changes in Active Directory–integrated zones. You must limit the

value to the range 30 seconds to 3,600 seconds, inclusive. 

 

  
Parameter :RemoteReplicationDelay  
Description :Specifies the minimum interval, in seconds, that the DNS server waits

between the time that it determines that a single object has changed on a remote

directory server, to the time that it tries to replicate a single object change. You must limit

the value to the range 0x00000005 to 0x00000E10, inclusive. You must set the default

value to 0x0000001E, and you must treat the value zero as a flag value for the default

value. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :TombstoneInterval  
Description :Specifies the amount of time that DNS keeps tombstoned records alive in

Active Directory. We recommend that you limit this value to the range three days to eight

weeks, inclusive, but you can set it to any value in the range 82 hours to 8 weeks. We

recommend that you set the default value to 14 days and treat the value zero as a flag

value for the default. However, you can allow the value zero and treat it literally. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :TombstoneInterval  
Description :Specifies the amount of time that DNS keeps tombstoned records alive in

Active Directory. We recommend that you limit this value to the range three days to eight

weeks, inclusive, but you can set it to any value in the range 82 hours to 8 weeks. We

recommend that you set the default value to 14 days and treat the value zero as a flag

value for the default. However, you can allow the value zero and treat it literally. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



  
Inputs  
Class dnsServerDSSettings

 

{

 

ulong  dsPollingInterval; //Interval, in seconds, to poll the directory service–integrated

zones.

 

ulong  dsTombstoneInterval; // Time of tombstoned records in directory

service–integrated zones, expressed in seconds.

 

ulong adsLazyUpdateInterval;

 

ulong dsMinimumBackgroundLoadThreads;

 

ulong dsRemoteReplicationDelay;

 

ulong dsDirectoryPartitionAutoEnlistInterval;

 

boolean  DefaultDirectoryPartitions

 

}    

Type :  

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Inputs  
Class dnsServerDSSettings

 

{

 

ulong  dsPollingInterval; //Interval, in seconds, to poll the directory service–integrated

zones.

 

ulong  dsTombstoneInterval; // Time of tombstoned records in directory

service–integrated zones, expressed in seconds.

 

ulong adsLazyUpdateInterval;

 

ulong dsMinimumBackgroundLoadThreads;

 

ulong dsRemoteReplicationDelay;

 

ulong dsDirectoryPartitionAutoEnlistInterval;

 

boolean  DefaultDirectoryPartitions

 

}    

Type :  

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Set-DnsServerEDns 
  
Synops  
Changes EDNS settings on a DNS server. 

  
Syntax  
 

Set-DnsServerEDns [-CacheTimeout <TimeSpan>] [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-EnableProbes <Boolean>] [-

EnableReception

    <Boolean>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerEDns cmdlet changes extension mechanisms for DNS (EDNS)

settings on a Domain Name System (DNS) server. 

  
Parameters  
Parameter :CacheTimeout  
Description :Specifies the number of seconds that the DNS server caches EDNS

information. The default value is 604,800 seconds (one week). 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Cmdlet: Set-DnsServerEDns 
  
Synops  
Changes EDNS settings on a DNS server. 

  
Syntax  
 

Set-DnsServerEDns [-CacheTimeout <TimeSpan>] [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-EnableProbes <Boolean>] [-

EnableReception

    <Boolean>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerEDns cmdlet changes extension mechanisms for DNS (EDNS)

settings on a Domain Name System (DNS) server. 

  
Parameters  
Parameter :CacheTimeout  
Description :Specifies the number of seconds that the DNS server caches EDNS

information. The default value is 604,800 seconds (one week). 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :EnableProbes  
Description :Specifies whether to enable the server to probe other servers to determine

whether they support EDNS. 

 

  
Parameter :EnableReception  
Description :Specifies whether the DNS server accepts queries that contain an EDNS

record. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
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CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :EnableProbes  
Description :Specifies whether to enable the server to probe other servers to determine

whether they support EDNS. 

 

  
Parameter :EnableReception  
Description :Specifies whether the DNS server accepts queries that contain an EDNS

record. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)



  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Set-DnsServerForwarder 
  
Synops  
Changes forwarder settings on a DNS server. 

  
Syntax  
 

Set-DnsServerForwarder [[-IPAddress] <IPAddress[]>] [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-EnableReordering

<Boolean>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Timeout <UInt32>] [-UseRootHint

<Boolean>]

    [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerForwarder cmdlet changes forwarder settings on a Domain Name

System (DNS) server. This cmdlet sets or resets IP addresses to which the DNS server

forwards DNS queries when it cannot solve them locally. This cmdlet overwrites existing

server level forwarders.  

Setting IP addresses by using this cmdlet causes the DNS server to perform recursive

queries to the DNS servers at the specified IP addresses. By default, the DNS server

waits five seconds for a response from one forwarder IP address before it tries another

forwarder IP address. You can use the Timeout parameter to change the number of

seconds that the DNS server waits. When the server has exhausted all forwarders, it

attempts standard recursion. By default, a DNS server performs iterative queries when it

cannot resolve a query. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 
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Cmdlet: Set-DnsServerForwarder 
  
Synops  
Changes forwarder settings on a DNS server. 

  
Syntax  
 

Set-DnsServerForwarder [[-IPAddress] <IPAddress[]>] [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-EnableReordering

<Boolean>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Timeout <UInt32>] [-UseRootHint

<Boolean>]

    [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerForwarder cmdlet changes forwarder settings on a Domain Name

System (DNS) server. This cmdlet sets or resets IP addresses to which the DNS server

forwards DNS queries when it cannot solve them locally. This cmdlet overwrites existing

server level forwarders.  

Setting IP addresses by using this cmdlet causes the DNS server to perform recursive

queries to the DNS servers at the specified IP addresses. By default, the DNS server

waits five seconds for a response from one forwarder IP address before it tries another

forwarder IP address. You can use the Timeout parameter to change the number of

seconds that the DNS server waits. When the server has exhausted all forwarders, it

attempts standard recursion. By default, a DNS server performs iterative queries when it

cannot resolve a query. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 



  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :EnableReordering  
Description :Specifies wheter to enable the DNS server to reorder forwarders

dynamically. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :EnableReordering  
Description :Specifies wheter to enable the DNS server to reorder forwarders

dynamically. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Description : 

 

  
Parameter :IPAddress  
Description :Specifies an array of IP addresses of DNS servers where queries are

forwarded. Specify the forwarders in the order that you want them to be configured. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
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Description : 

 

  
Parameter :IPAddress  
Description :Specifies an array of IP addresses of DNS servers where queries are

forwarded. Specify the forwarders in the order that you want them to be configured. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named



  
Parameter :Timeout  
Description :Specifies the number of seconds that the DNS server waits for a response

from the forwarder. The minimum value is 0, and the maximum value is 15. The default

value is 5. 

 

  
Parameter :UseRootHint  
Description :Specifies whether to prevent the DNS server from performing iterative

queries. If you set UseRootHint to $false, the DNS server forwards unresolved queries

only to the DNS servers in the forwarders list and does not try iterative queries if the

forwarders do not resolve the queries. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

 

Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Timeout  
Description :Specifies the number of seconds that the DNS server waits for a response

from the forwarder. The minimum value is 0, and the maximum value is 15. The default

value is 5. 

 

  
Parameter :UseRootHint  
Description :Specifies whether to prevent the DNS server from performing iterative

queries. If you set UseRootHint to $false, the DNS server forwards unresolved queries

only to the DNS servers in the forwarders list and does not try iterative queries if the

forwarders do not resolve the queries. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

 

Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs  
Class DNSForwarderSettings

 

{

 

uint32  ForwardDelegations; // Specifies whether the DNS server forwards queries to

delegated subzones.

 

DNSForwarders  Forwarders[]; //Enumerates the list of IP addresses of forwarders to

which the DNS server forwards queries.

 

uint32  ForwardingTimeout; // Time, in seconds, that a DNS server that is forwarding a

query will wait for resolution from the forwarder before it attempts to resolve the query

itself. This value is meaningless if the forwarding server is not set to use recursion. To

determine this, check the IsSlave Boolean property.  

boolean IsSlave; //True if the DNS server does not use recursion when name resolution

through forwarders fails.

 

}    

Type :  

  
Examples  
Example 1: Set a forwarder on a DNS server  

This command overwrites the list of existing forwarders on a DNS server and specifies

the IP address of a DNS server where queries are forwarded.     

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\> Set-DnsServerForwarder -IPAddress "10.0.0.1" -PassThru
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Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs  
Class DNSForwarderSettings

 

{

 

uint32  ForwardDelegations; // Specifies whether the DNS server forwards queries to

delegated subzones.

 

DNSForwarders  Forwarders[]; //Enumerates the list of IP addresses of forwarders to

which the DNS server forwards queries.

 

uint32  ForwardingTimeout; // Time, in seconds, that a DNS server that is forwarding a

query will wait for resolution from the forwarder before it attempts to resolve the query

itself. This value is meaningless if the forwarding server is not set to use recursion. To

determine this, check the IsSlave Boolean property.  

boolean IsSlave; //True if the DNS server does not use recursion when name resolution

through forwarders fails.

 

}    

Type :  

  
Examples  
Example 1: Set a forwarder on a DNS server  

This command overwrites the list of existing forwarders on a DNS server and specifies

the IP address of a DNS server where queries are forwarded.     

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\> Set-DnsServerForwarder -IPAddress "10.0.0.1" -PassThru



  
Example 2: Disable reordering of forwarders on a DNS server  

This command disables dynamic reordering of forwarders on a DNS server.     

 

 

 

PS C:\>Set-DnsServerForwarder -EnableReordering $False -
PassThru
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Example 2: Disable reordering of forwarders on a DNS server  

This command disables dynamic reordering of forwarders on a DNS server.     

 

 

 

PS C:\>Set-DnsServerForwarder -EnableReordering $False -
PassThru



Cmdlet: Set-DnsServerGlobalNameZone 
  
Synops  
Changes configuration settings for a GlobalNames zone. 

  
Syntax  
 

Set-DnsServerGlobalNameZone [-AlwaysQueryServer <Boolean>] [-

BlockUpdates

    <Boolean>] [-CimSession <CimSession[]>] [-ComputerName

<String>] [-Enable

    <Boolean>] [-EnableEDnsProbes <Boolean>] [-GlobalOverLocal

<Boolean>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-PreferAaaa <Boolean>] [-SendTimeout <UInt32>] [-

ServerQueryInterval

    <TimeSpan>] [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerGlobalNameZone cmdlet enables or disables single-label Domain

Name System (DNS) queries. It also changes configuration settings for a GlobalNames

zone.  

The GlobalNames zone supports short, easy-to-use names instead of fully qualified

domain names (FQDNs) without using Windows Internet Name Service (WINS)

technology. For instance, DNS can query SarahJonesDesktop instead of

SarahJonesDesktop.contoso.com. 

  
Parameters  
Parameter :AlwaysQueryServer  
Description :Specifies whether a DNS server attempts to use cache values to update a

list of DNS servers. This value has no effect if the DNS server hosts a GlobalNames

zone. 
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Cmdlet: Set-DnsServerGlobalNameZone 
  
Synops  
Changes configuration settings for a GlobalNames zone. 

  
Syntax  
 

Set-DnsServerGlobalNameZone [-AlwaysQueryServer <Boolean>] [-

BlockUpdates

    <Boolean>] [-CimSession <CimSession[]>] [-ComputerName

<String>] [-Enable

    <Boolean>] [-EnableEDnsProbes <Boolean>] [-GlobalOverLocal

<Boolean>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-PreferAaaa <Boolean>] [-SendTimeout <UInt32>] [-

ServerQueryInterval

    <TimeSpan>] [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerGlobalNameZone cmdlet enables or disables single-label Domain

Name System (DNS) queries. It also changes configuration settings for a GlobalNames

zone.  

The GlobalNames zone supports short, easy-to-use names instead of fully qualified

domain names (FQDNs) without using Windows Internet Name Service (WINS)

technology. For instance, DNS can query SarahJonesDesktop instead of

SarahJonesDesktop.contoso.com. 

  
Parameters  
Parameter :AlwaysQueryServer  
Description :Specifies whether a DNS server attempts to use cache values to update a

list of DNS servers. This value has no effect if the DNS server hosts a GlobalNames

zone. 

 



  
Parameter :BlockUpdates  
Description :Specifies whether a DNS server blocks updates in authoritative zones for

FQDNs that conflict with labels in a GlobalNames zone. If the value is $True, a DNS

server checks for a conflict and blocks an update when it finds a conflict. If the value is

$False, the server does not check. The default value is $True. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
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Parameter :BlockUpdates  
Description :Specifies whether a DNS server blocks updates in authoritative zones for

FQDNs that conflict with labels in a GlobalNames zone. If the value is $True, a DNS

server checks for a conflict and blocks an update when it finds a conflict. If the value is

$False, the server does not check. The default value is $True. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none



  
Parameter :Enable  
Description :Specifies whether to use a GlobalNames zone to resolve single-label

names. A value of $True enables the use of GlobalNames. A value of $False disables

the use of GlobalNames. 

 

  
Parameter :EnableEDnsProbes  
Description :Specifies whether a DNS server honors the EnableEDnsProbes value for a

remote GlobalNames zone. A DNS server can allow or refuse queries on Extended DNS

(EDNS) information. 

 

  
Parameter :GlobalOverLocal  
Description :Specifies whether a DNS server first attempts to resolve names through a

query of zones for which it is authoritative. If the value is $True, a DNS server queries

locally and then queries the GlobalNames zone. If the value is $False, the server queries

the GlobalNames zone and then queries globally. The default value is $False. 

 

 

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :Enable  
Description :Specifies whether to use a GlobalNames zone to resolve single-label

names. A value of $True enables the use of GlobalNames. A value of $False disables

the use of GlobalNames. 

 

  
Parameter :EnableEDnsProbes  
Description :Specifies whether a DNS server honors the EnableEDnsProbes value for a

remote GlobalNames zone. A DNS server can allow or refuse queries on Extended DNS

(EDNS) information. 

 

  
Parameter :GlobalOverLocal  
Description :Specifies whether a DNS server first attempts to resolve names through a

query of zones for which it is authoritative. If the value is $True, a DNS server queries

locally and then queries the GlobalNames zone. If the value is $False, the server queries

the GlobalNames zone and then queries globally. The default value is $False. 

 

 

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :PreferAaaa  
Description :Specifies whether a DNS server prefers IPv6 (AAAA) address records over

IPv4 (A) address records for queries to a remote DNS server that hosts a GlobalNames

zone. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
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Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :PreferAaaa  
Description :Specifies whether a DNS server prefers IPv6 (AAAA) address records over

IPv4 (A) address records for queries to a remote DNS server that hosts a GlobalNames

zone. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)



  
Parameter :SendTimeout  
Description :Specifies the number of seconds that a DNS server waits for a response to a

query to a remote GlobalNames zone. 

 

  
Parameter :ServerQueryInterval  
Description :Specifies an interval, as a time-span object, between queries to refresh the

set of remote DNS servers that are hosting the GlobalNames zone. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :SendTimeout  
Description :Specifies the number of seconds that a DNS server waits for a response to a

query to a remote GlobalNames zone. 

 

  
Parameter :ServerQueryInterval  
Description :Specifies an interval, as a time-span object, between queries to refresh the

set of remote DNS servers that are hosting the GlobalNames zone. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Set-DnsServerGlobalQueryBlockList 
  
Synops  
Changes settings of a global query block list. 

  
Syntax  
 

Set-DnsServerGlobalQueryBlockList [[-List] <String[]>] [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-Enable <Boolean>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Set-DnsServerGlobalQueryBlockList cmdlet changes settings of a global query block

list on a Domain Name System (DNS) server. This cmdlet replaces all names in the list of

names that the DNS server does not resolve with the names that you specify.  

If you need the DNS server to resolve names such as ISATAP and WPAD, remove these

names from the list. Web Proxy Automatic Discovery Protocol (WPAD) and Intra-site

Automatic Tunnel Addressing Protocol (ISATAP) are two commonly deployed protocols

that are particularly vulnerable to hijacking. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Set-DnsServerGlobalQueryBlockList 
  
Synops  
Changes settings of a global query block list. 

  
Syntax  
 

Set-DnsServerGlobalQueryBlockList [[-List] <String[]>] [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-Enable <Boolean>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Set-DnsServerGlobalQueryBlockList cmdlet changes settings of a global query block

list on a Domain Name System (DNS) server. This cmdlet replaces all names in the list of

names that the DNS server does not resolve with the names that you specify.  

If you need the DNS server to resolve names such as ISATAP and WPAD, remove these

names from the list. Web Proxy Automatic Discovery Protocol (WPAD) and Intra-site

Automatic Tunnel Addressing Protocol (ISATAP) are two commonly deployed protocols

that are particularly vulnerable to hijacking. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :Enable  
Description :Specifies whether the server enables support for the global query block list

that blocks name resolution for names in the list. The DNS Server service creates and

enables the global query block list by default the first time that the service starts. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
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Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :Enable  
Description :Specifies whether the server enables support for the global query block list

that blocks name resolution for names in the list. The DNS Server service creates and

enables the global query block list by default the first time that the service starts. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named



  
Parameter :List  
Description :Specifies an array of host names. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm 

Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :List  
Description :Specifies an array of host names. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm 

Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs  
{

 

boolean EnableGlobalQueryBlockList; //Enables or disables support for the global query

block list that blocks name resolution for names in the list. The DNS Server service

creates and enables the global query block list by default when the service starts the first

time.

 

string[] Names; //Replaces the current global query block list with a list of the names that

you specify. If you do not specify any names, this command clears the block list.

 

}  

Type :  

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs  
{

 

boolean EnableGlobalQueryBlockList; //Enables or disables support for the global query

block list that blocks name resolution for names in the list. The DNS Server service

creates and enables the global query block list by default when the service starts the first

time.

 

string[] Names; //Replaces the current global query block list with a list of the names that

you specify. If you do not specify any names, this command clears the block list.

 

}  

Type :  

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Set-DnsServerPrimaryZone 
  
Synops  
Changes settings for a DNS primary zone. 

  
Syntax  
 

Set-DnsServerPrimaryZone [-Name] <String>

    [-AllowedDcForNsRecordsAutoCreation <String[]>] [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-DynamicUpdate

{None | Secure |

    NonsecureAndSecure}] [-IgnorePolicies <System.Boolean>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-Notify

{NoNotify |

    Notify | NotifyServers}] [-NotifyServers <IPAddress[]>] [-

PassThru]

    [-SecondaryServers <IPAddress[]>] [-SecureSecondaries

{NoTransfer |

    TransferAnyServer | TransferToZoneNameServer |

TransferToSecureServers}]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

   

Set-DnsServerPrimaryZone [-Name] <String> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-DirectoryPartitionName <String>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] -ReplicationScope {Forest | Domain |

Legacy |

    Custom} [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Set-DnsServerPrimaryZone [-Name] <String> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-InformationAction
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Cmdlet: Set-DnsServerPrimaryZone 
  
Synops  
Changes settings for a DNS primary zone. 

  
Syntax  
 

Set-DnsServerPrimaryZone [-Name] <String>

    [-AllowedDcForNsRecordsAutoCreation <String[]>] [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-DynamicUpdate

{None | Secure |

    NonsecureAndSecure}] [-IgnorePolicies <System.Boolean>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-Notify

{NoNotify |

    Notify | NotifyServers}] [-NotifyServers <IPAddress[]>] [-

PassThru]

    [-SecondaryServers <IPAddress[]>] [-SecureSecondaries

{NoTransfer |

    TransferAnyServer | TransferToZoneNameServer |

TransferToSecureServers}]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

   

Set-DnsServerPrimaryZone [-Name] <String> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-DirectoryPartitionName <String>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] -ReplicationScope {Forest | Domain |

Legacy |

    Custom} [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Set-DnsServerPrimaryZone [-Name] <String> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-InformationAction



{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-PassThru] [-ThrottleLimit <Int32>] -

ZoneFile <String>

    [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerPrimaryZone cmdlet changes settings for an existing Domain Name

System (DNS) primary zone. You can change values that are relevant for either Active

Directory-integrated zones or file-backed zones. 

  
Parameters  
Parameter :AllowedDcForNsRecordsAutoCreation  
Description :Specifies IP addresses of domain controllers that add their names in Name

Server (NS) resource records for the zone. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-PassThru] [-ThrottleLimit <Int32>] -

ZoneFile <String>

    [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerPrimaryZone cmdlet changes settings for an existing Domain Name

System (DNS) primary zone. You can change values that are relevant for either Active

Directory-integrated zones or file-backed zones. 

  
Parameters  
Parameter :AllowedDcForNsRecordsAutoCreation  
Description :Specifies IP addresses of domain controllers that add their names in Name

Server (NS) resource records for the zone. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :DirectoryPartitionName  
Description :Specifies a directory partition on which to store the zone. Use this parameter

when the ReplicationScope parameter has a value of Custom. 

 

  
Parameter :DynamicUpdate  
Description :Specifies how a zone accepts dynamic updates. Servers that accept

dynamic updates can receive client registration requests. The acceptable values for this

parameter are:

 

-- None

-- Secure

-- NonsecureAndSecure 

 

  
Parameter :IgnorePolicies  
Description :Indicates whether to ignore policies for this zone. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

561

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :DirectoryPartitionName  
Description :Specifies a directory partition on which to store the zone. Use this parameter

when the ReplicationScope parameter has a value of Custom. 

 

  
Parameter :DynamicUpdate  
Description :Specifies how a zone accepts dynamic updates. Servers that accept

dynamic updates can receive client registration requests. The acceptable values for this

parameter are:

 

-- None

-- Secure

-- NonsecureAndSecure 

 

  
Parameter :IgnorePolicies  
Description :Indicates whether to ignore policies for this zone. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies the name of a zone. 

 

  
Parameter :Notify  
Description :Specifies how a DNS master server notifies secondary servers of changes to

resource records. The acceptable values for this parameter are:

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies the name of a zone. 

 

  
Parameter :Notify  
Description :Specifies how a DNS master server notifies secondary servers of changes to

resource records. The acceptable values for this parameter are:

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



-- NoNotify. The zone does not send change notifications to secondary servers.

-- Notify. The zone sends change notifications to all secondary servers.

-- NotifyServers. The zone sends change notifications to some secondary servers. If you

choose this option, specify the list of secondary servers in the NotifyServers parameter. 

 

  
Parameter :NotifyServers  
Description :Specifies an array of IP addresses of secondary DNS servers that the DNS

master server notifies of changes to resource records. You need this parameter only if

you selected the value NotifyServers for the Notify parameter. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ReplicationScope  
Description :Specifies a partition on which to store an Active Directory-integrated zone.

The acceptable values for this parameter are:

 

-- Custom. Any custom directory partition that a user creates. Specify a custom directory

partition by using the DirectoryPartitionName parameter.

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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-- NoNotify. The zone does not send change notifications to secondary servers.

-- Notify. The zone sends change notifications to all secondary servers.

-- NotifyServers. The zone sends change notifications to some secondary servers. If you

choose this option, specify the list of secondary servers in the NotifyServers parameter. 

 

  
Parameter :NotifyServers  
Description :Specifies an array of IP addresses of secondary DNS servers that the DNS

master server notifies of changes to resource records. You need this parameter only if

you selected the value NotifyServers for the Notify parameter. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ReplicationScope  
Description :Specifies a partition on which to store an Active Directory-integrated zone.

The acceptable values for this parameter are:

 

-- Custom. Any custom directory partition that a user creates. Specify a custom directory

partition by using the DirectoryPartitionName parameter.

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



-- Domain. The domain directory partition.

-- Forest. The ForestDnsZone directory partition.

-- Legacy. A legacy directory partition. 

 

  
Parameter :SecondaryServers  
Description :Specifies an array of IP addresses of DNS servers that are allowed to

receive this zone through zone transfers. 

 

  
Parameter :SecureSecondaries  
Description :Specifies how a DNS master server allows zone transfers to secondary

servers. You can configure the DNS server to send zone transfers only certain servers. If

other servers request zone transfers, the DNS server rejects the requests. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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-- Domain. The domain directory partition.

-- Forest. The ForestDnsZone directory partition.

-- Legacy. A legacy directory partition. 

 

  
Parameter :SecondaryServers  
Description :Specifies an array of IP addresses of DNS servers that are allowed to

receive this zone through zone transfers. 

 

  
Parameter :SecureSecondaries  
Description :Specifies how a DNS master server allows zone transfers to secondary

servers. You can configure the DNS server to send zone transfers only certain servers. If

other servers request zone transfers, the DNS server rejects the requests. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :ZoneFile  
Description :Specifies the name of the zone file. This parameter is relevant only for file-

backed DNS. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ZoneFile  
Description :Specifies the name of the zone file. This parameter is relevant only for file-

backed DNS. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Example 1: Change the dynamic update setting  

This command changes the dynamic update setting to NonsecureAndSecure for the

zone named western.contoso.com. The example uses the PassThru parameter to return

output.     

 

  
Example 2: Change the replication scope  

This command changes the replication scope of the zone named western.contoso.com.

The example uses the PassThru parameter to return output.     

 

  
Example 3: Change the name for the zone file  

This command changes the file name for the zone file for the zone western.contoso.com.

The example uses the PassThru parameter to return output.     

 

PS C:\> Set-DnsServerPrimaryZone -Name "western.contoso.com" -
DynamicUpdate "NonsecureAndSecure" -PassThru
ZoneName                            ZoneType
IsAutoCreated   IsDsIntegrated  IsReverseLookupZone  IsSigned

--------                            --------        ----------
---   --------------  -------------------  --------

western.contoso.com                 Primary         False
True            False                False

PS C:\>Set-DnsServerPrimaryZone -Name "western.contoso.com" -
ReplicationScope "Forest" -PassThru
ZoneName                            ZoneType
IsAutoCreated   IsDsIntegrated  IsReverseLookupZone  IsSigned

--------                            --------        ----------
---   --------------  -------------------  --------

western.contoso.com                 Primary         False
True            False                False

PS C:\>Set-DnsServerPrimaryZone -Name "western.contoso.com" -
ZoneFile "tet23.dns" -PassThru
ZoneName                            ZoneType
IsAutoCreated   IsDsIntegrated  IsReverseLookupZone  IsSigned

--------                            --------        ----------
---   --------------  -------------------  --------

western.contoso.com                 Primary         False
False           False                False
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Example 1: Change the dynamic update setting  

This command changes the dynamic update setting to NonsecureAndSecure for the

zone named western.contoso.com. The example uses the PassThru parameter to return

output.     

 

  
Example 2: Change the replication scope  

This command changes the replication scope of the zone named western.contoso.com.

The example uses the PassThru parameter to return output.     

 

  
Example 3: Change the name for the zone file  

This command changes the file name for the zone file for the zone western.contoso.com.

The example uses the PassThru parameter to return output.     

 

PS C:\> Set-DnsServerPrimaryZone -Name "western.contoso.com" -
DynamicUpdate "NonsecureAndSecure" -PassThru
ZoneName                            ZoneType
IsAutoCreated   IsDsIntegrated  IsReverseLookupZone  IsSigned

--------                            --------        ----------
---   --------------  -------------------  --------

western.contoso.com                 Primary         False
True            False                False

PS C:\>Set-DnsServerPrimaryZone -Name "western.contoso.com" -
ReplicationScope "Forest" -PassThru
ZoneName                            ZoneType
IsAutoCreated   IsDsIntegrated  IsReverseLookupZone  IsSigned

--------                            --------        ----------
---   --------------  -------------------  --------

western.contoso.com                 Primary         False
True            False                False

PS C:\>Set-DnsServerPrimaryZone -Name "western.contoso.com" -
ZoneFile "tet23.dns" -PassThru
ZoneName                            ZoneType
IsAutoCreated   IsDsIntegrated  IsReverseLookupZone  IsSigned

--------                            --------        ----------
---   --------------  -------------------  --------

western.contoso.com                 Primary         False
False           False                False
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Cmdlet: Set-DnsServerQueryResolutionPolicy 
  
Synops  
Updates settings of a query resolution policy on a DNS server. 

  
Syntax  
 

Set-DnsServerQueryResolutionPolicy [-Name] <String> [-CimSession

    <CimSession[]>] [-ClientSubnet <String>] [-ComputerName

<String>]

    [-Condition {AND | OR}] [-Fqdn <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-InternetProtocol

<String>]

    [-PassThru] [-ProcessingOrder <UInt32>] [-QType <String>] [-

RecursionScope

    <String>] [-ServerInterfaceIP <String>] [-ThrottleLimit

<Int32>]

    [-TimeOfDay <String>] [-TransportProtocol <String>] [-

Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

Set-DnsServerQueryResolutionPolicy [-ZoneName] <String> [-

CimSession

    <CimSession[]>] [-ClientSubnet <String>] [-ComputerName

<String>]

    [-Condition {AND | OR}] [-Fqdn <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-InternetProtocol

<String>]

    [-PassThru] [-ProcessingOrder <UInt32>] [-QType <String>]

    [-ServerInterfaceIP <String>] [-ThrottleLimit <Int32>] [-

TimeOfDay

    <String>] [-TransportProtocol <String>] [-ZoneScope <String>]

-Name

    <String> [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

568

Cmdlet: Set-DnsServerQueryResolutionPolicy 
  
Synops  
Updates settings of a query resolution policy on a DNS server. 

  
Syntax  
 

Set-DnsServerQueryResolutionPolicy [-Name] <String> [-CimSession

    <CimSession[]>] [-ClientSubnet <String>] [-ComputerName

<String>]

    [-Condition {AND | OR}] [-Fqdn <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-InternetProtocol

<String>]

    [-PassThru] [-ProcessingOrder <UInt32>] [-QType <String>] [-

RecursionScope

    <String>] [-ServerInterfaceIP <String>] [-ThrottleLimit

<Int32>]

    [-TimeOfDay <String>] [-TransportProtocol <String>] [-

Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

Set-DnsServerQueryResolutionPolicy [-ZoneName] <String> [-

CimSession

    <CimSession[]>] [-ClientSubnet <String>] [-ComputerName

<String>]

    [-Condition {AND | OR}] [-Fqdn <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-InternetProtocol

<String>]

    [-PassThru] [-ProcessingOrder <UInt32>] [-QType <String>]

    [-ServerInterfaceIP <String>] [-ThrottleLimit <Int32>] [-

TimeOfDay

    <String>] [-TransportProtocol <String>] [-ZoneScope <String>]

-Name

    <String> [-Confirm] [-WhatIf] [<CommonParameters>]

   

   



Set-DnsServerQueryResolutionPolicy [-CimSession <CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-PassThru] [-ThrottleLimit <Int32>] [-

ZoneName <String>]

    [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerQueryResolutionPolicy cmdlet updates the settings of a policy for

query resolution on a Domain Name System (DNS) server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ClientSubnet  
Description :Specifies the client subnet criterion. Specify a criterion in the following

format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in a

criterion. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
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Set-DnsServerQueryResolutionPolicy [-CimSession <CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-PassThru] [-ThrottleLimit <Int32>] [-

ZoneName <String>]

    [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerQueryResolutionPolicy cmdlet updates the settings of a policy for

query resolution on a Domain Name System (DNS) server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ClientSubnet  
Description :Specifies the client subnet criterion. Specify a criterion in the following

format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in a

criterion. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none



  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as an FQDN, host name, or NETBIOS name. 

 

  
Parameter :Condition  
Description :Specifies how the policy treats multiple criteria. The acceptable values for

this parameter are:

 

-- OR. The policy evaluates criteria as multiple assertions which are logically combined

(OR'd).

-- AND. The policy evaluates criteria as multiple assertions which are logically differenced

(AND'd).

 

The default value is AND. 

 

  
Parameter :Fqdn  
Description :Specifies the FQDN criterion. Specify a criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator a

criterion. 

 

Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as an FQDN, host name, or NETBIOS name. 

 

  
Parameter :Condition  
Description :Specifies how the policy treats multiple criteria. The acceptable values for

this parameter are:

 

-- OR. The policy evaluates criteria as multiple assertions which are logically combined

(OR'd).

-- AND. The policy evaluates criteria as multiple assertions which are logically differenced

(AND'd).

 

The default value is AND. 

 

  
Parameter :Fqdn  
Description :Specifies the FQDN criterion. Specify a criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator a

criterion. 

 

Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :InternetProtocol  
Description :Specifies the Internet Protocol criterion. Specify a criterion in the following

format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in a

criterion. 

 

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :InternetProtocol  
Description :Specifies the Internet Protocol criterion. Specify a criterion in the following

format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in a

criterion. 

 

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



  
Parameter :Name  
Description :Specifies the name of the policy to modify. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ProcessingOrder  
Description :Specifies the precedence of the policy. Higher integer values have lower

precedence. By default, this cmdlet adds a new policy as the lowest precedence. 

 

  
Parameter :QType  
Description :Specifies the query type criterion. Specify a criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in a

criterion. 

Required true
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

572

  
Parameter :Name  
Description :Specifies the name of the policy to modify. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ProcessingOrder  
Description :Specifies the precedence of the policy. Higher integer values have lower

precedence. By default, this cmdlet adds a new policy as the lowest precedence. 

 

  
Parameter :QType  
Description :Specifies the query type criterion. Specify a criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in a

criterion. 

Required true
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



 

  
Parameter :RecursionScope  
Description :Specifies the scope of recursion. If the policy is a recursion policy, and if a

query matches it, the DNS server uses settings from this scope to perform recursion for

the query. 

 

  
Parameter :ServerInterfaceIP  
Description :Specifies the IP address of the server interface on which the DNS server

listens. Specify a criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in

the criterion. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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Parameter :RecursionScope  
Description :Specifies the scope of recursion. If the policy is a recursion policy, and if a

query matches it, the DNS server uses settings from this scope to perform recursion for

the query. 

 

  
Parameter :ServerInterfaceIP  
Description :Specifies the IP address of the server interface on which the DNS server

listens. Specify a criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in

the criterion. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



the current cmdlet, not to the session or to the computer. 

 

  
Parameter :TimeOfDay  
Description :Specifies the time of day criterion. Specify a criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in

the criterion. 

 

  
Parameter :TransportProtocol  
Description :Specifies the transport protocol criterion. Specify a criterion in the following

format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in

the string. 

 

  
Parameter :ZoneName 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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the current cmdlet, not to the session or to the computer. 

 

  
Parameter :TimeOfDay  
Description :Specifies the time of day criterion. Specify a criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in

the criterion. 

 

  
Parameter :TransportProtocol  
Description :Specifies the transport protocol criterion. Specify a criterion in the following

format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in

the string. 

 

  
Parameter :ZoneName 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



Description :Specifies the name of a DNS zone on which the zone level policy. The zone

must exist on the DNS server. 

 

  
Parameter :ZoneScope  
Description :Specifies a list of scopes and weights for the zone. Specify the value as a

string in this format:

 

Scope01, Weight01; Scope02, Weight02;

 

If you do not specify the weight, the default value is one (1). 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Required true
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Description :Specifies the name of a DNS zone on which the zone level policy. The zone

must exist on the DNS server. 

 

  
Parameter :ZoneScope  
Description :Specifies a list of scopes and weights for the zone. Specify the value as a

string in this format:

 

Scope01, Weight01; Scope02, Weight02;

 

If you do not specify the weight, the default value is one (1). 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Required true
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



  
Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerPolicy 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerPolicy 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Set-DnsServerRecursion 
  
Synops  
Modifies recursion settings for a DNS server. 

  
Syntax  
 

Set-DnsServerRecursion [-AdditionalTimeout <UInt32>] [-CimSession

 

    <CimSession[]>] [-ComputerName <String>] [-Enable <Boolean>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-RetryInterval <UInt32>] [-SecureResponse <Boolean>] [-

ThrottleLimit

    <Int32>] [-Timeout <UInt32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Set-DnsServerRecursion cmdlet modifies recursion settings for a Domain Name

System (DNS) server. Recursion occurs when a DNS server queries other DNS servers

on behalf of a requesting client, and then sends the answer back to the client. 

  
Parameters  
Parameter :AdditionalTimeout  
Description :Specifies the time interval, in seconds, that a DNS server waits as it uses

recursion to get resource records from a remote DNS server. We recommend that you

limit the value to the range 0x00000000 to 0x0000000F (0 seconds to 15 seconds),

inclusive. However, you can use any value. We recommend that you set the default value

to 4. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Cmdlet: Set-DnsServerRecursion 
  
Synops  
Modifies recursion settings for a DNS server. 

  
Syntax  
 

Set-DnsServerRecursion [-AdditionalTimeout <UInt32>] [-CimSession

 

    <CimSession[]>] [-ComputerName <String>] [-Enable <Boolean>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-RetryInterval <UInt32>] [-SecureResponse <Boolean>] [-

ThrottleLimit

    <Int32>] [-Timeout <UInt32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Set-DnsServerRecursion cmdlet modifies recursion settings for a Domain Name

System (DNS) server. Recursion occurs when a DNS server queries other DNS servers

on behalf of a requesting client, and then sends the answer back to the client. 

  
Parameters  
Parameter :AdditionalTimeout  
Description :Specifies the time interval, in seconds, that a DNS server waits as it uses

recursion to get resource records from a remote DNS server. We recommend that you

limit the value to the range 0x00000000 to 0x0000000F (0 seconds to 15 seconds),

inclusive. However, you can use any value. We recommend that you set the default value

to 4. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. The acceptable values for this parameter are: an

IPv4 address; an IPv6 address; and any other value that resolves to an IP address, such

as a fully qualified domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :Enable  
Description :Specifies whether the server enables recursion. 

 

  
Parameter :InformationAction  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
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Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. The acceptable values for this parameter are: an

IPv4 address; an IPv6 address; and any other value that resolves to an IP address, such

as a fully qualified domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :Enable  
Description :Specifies whether the server enables recursion. 

 

  
Parameter :InformationAction  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named



  
Parameter :InformationVariable  
Description : 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :RetryInterval  
Description :Specifies elapsed seconds before a DNS server retries a recursive lookup. If

the parameter is undefined or zero, the DNS server retries after three seconds. Valid

values are in the range of 1 second to 15 seconds. 

 

  
Parameter :SecureResponse  
Description :Indicates whether a DNS server screens DNS records against the zone of

authority for the remote server, to prevent cache pollution. If you set this to $True, the

Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :InformationVariable  
Description : 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :RetryInterval  
Description :Specifies elapsed seconds before a DNS server retries a recursive lookup. If

the parameter is undefined or zero, the DNS server retries after three seconds. Valid

values are in the range of 1 second to 15 seconds. 

 

  
Parameter :SecureResponse  
Description :Indicates whether a DNS server screens DNS records against the zone of

authority for the remote server, to prevent cache pollution. If you set this to $True, the

Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



DNS server caches only those records that are in the zone of authority for the queried

remote server. Otherwise, the server caches all records in the remote server cache. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Timeout  
Description :Specifies the number of seconds that a DNS server waits before it stops

trying to contact a remote server. The valid value is in the range of 0x1 to 0xFFFFFFFF

(1 second to 15 seconds). The default setting is 0xF (15 seconds). We recommend that

you increase this value when recursion occurs over a slow link. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

580

DNS server caches only those records that are in the zone of authority for the queried

remote server. Otherwise, the server caches all records in the remote server cache. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Timeout  
Description :Specifies the number of seconds that a DNS server waits before it stops

trying to contact a remote server. The valid value is in the range of 0x1 to 0xFFFFFFFF

(1 second to 15 seconds). The default setting is 0xF (15 seconds). We recommend that

you increase this value when recursion occurs over a slow link. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Set-DnsServerRecursionScope 
  
Synops  
Modifies a recursion scope on a DNS server. 

  
Syntax  
 

Set-DnsServerRecursionScope [-Name] <String> [[-Forwarder]

<IPAddress[]>]

    [[-EnableRecursion] <Boolean>] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerRecursionScope cmdlet modifies a recursion scope on a Domain

Name System (DNS) server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Set-DnsServerRecursionScope 
  
Synops  
Modifies a recursion scope on a DNS server. 

  
Syntax  
 

Set-DnsServerRecursionScope [-Name] <String> [[-Forwarder]

<IPAddress[]>]

    [[-EnableRecursion] <Boolean>] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerRecursionScope cmdlet modifies a recursion scope on a Domain

Name System (DNS) server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :EnableRecursion  
Description :Indicates whether to enable recursion. 

 

  
Parameter :Forwarder  
Description :Specifies an array IP addresses of forwarders for this recursion scope. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 4
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :EnableRecursion  
Description :Indicates whether to enable recursion. 

 

  
Parameter :Forwarder  
Description :Specifies an array IP addresses of forwarders for this recursion scope. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 4
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Description : 

 

  
Parameter :Name  
Description :Specifies the name of the recursion scope to modify. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
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Description : 

 

  
Parameter :Name  
Description :Specifies the name of the recursion scope to modify. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none



  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerRecursionScope 

 

 

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerRecursionScope 

 

 

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Set-DnsServerResourceRecord 
  
Synops  
Changes a resource record in a DNS zone. 

  
Syntax  
 

Set-DnsServerResourceRecord [-ZoneName] <System.String> [-

OldInputObject]

    <Microsoft.Management.Infrastructure.CimInstance> [-

NewInputObject]

    <Microsoft.Management.Infrastructure.CimInstance> [-

CimSession

    <Microsoft.Management.Infrastructure.CimSession[]>] [-

ComputerName

    <System.String>] [-InformationAction {SilentlyContinue | Stop

| Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <System.Int32>] [-ZoneScope

<System.String>]

    [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerResourceRecord cmdlet changes a resource record object located in

a Domain Name System (DNS) zone. You can use the OldInputObject parameter to

specify a resource record object that you want to change and NewInputObject to specify

a new resource record. This cmdlet cannot change the Name or Type of a DNS server

resource record object. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
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Cmdlet: Set-DnsServerResourceRecord 
  
Synops  
Changes a resource record in a DNS zone. 

  
Syntax  
 

Set-DnsServerResourceRecord [-ZoneName] <System.String> [-

OldInputObject]

    <Microsoft.Management.Infrastructure.CimInstance> [-

NewInputObject]

    <Microsoft.Management.Infrastructure.CimInstance> [-

CimSession

    <Microsoft.Management.Infrastructure.CimSession[]>] [-

ComputerName

    <System.String>] [-InformationAction {SilentlyContinue | Stop

| Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <System.Int32>] [-ZoneScope

<System.String>]

    [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerResourceRecord cmdlet changes a resource record object located in

a Domain Name System (DNS) zone. You can use the OldInputObject parameter to

specify a resource record object that you want to change and NewInputObject to specify

a new resource record. This cmdlet cannot change the Name or Type of a DNS server

resource record object. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false



  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :NewInputObject  
Description :Specifies a DNS server resource record object to overwrite the

Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :NewInputObject  
Description :Specifies a DNS server resource record object to overwrite the

Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



OldInputObject parameter value. 

 

  
Parameter :OldInputObject  
Description :Specifies a DNS server resource record object. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required true
Position 4
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
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OldInputObject parameter value. 

 

  
Parameter :OldInputObject  
Description :Specifies a DNS server resource record object. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required true
Position 4
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none



  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone. 

 

  
Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
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Parameter :ZoneName  
Description :Specifies the name of a DNS zone. 

 

  
Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named



  
Outputs  
The Microsoft.Management.Infrastructure.CimInstance object is a wrapper class that

displays Windows Management Instrumentation (WMI) objects. The path after the pound

sign (#) provides the namespace and class name for the underlying WMI object.  

Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerResourceRecord 

 

 

Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Outputs  
The Microsoft.Management.Infrastructure.CimInstance object is a wrapper class that

displays Windows Management Instrumentation (WMI) objects. The path after the pound

sign (#) provides the namespace and class name for the underlying WMI object.  

Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerResourceRecord 

 

 

Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Set-DnsServerResourceRecordAging 
  
Synops  
Begins aging of resource records in a specified DNS zone. 

  
Syntax  
 

Set-DnsServerResourceRecordAging [-ZoneName] <String> [[-

NodeName]

    <String>] [-CimSession <CimSession[]>] [-ComputerName

<String>] [-Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-Recurse]

 

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Set-DnsServerResourceRecordAging cmdlet ages Domain Name System (DNS)

resource records in a DNS zone. You must enable aging at the zone level by using the

Set-DnsServerZoneAging cmdlet.  

A resource record can remain after the resource is no longer part of the network. Aging

settings determine when a record can be removed as stale. After that time, designated

DNS servers can remove, or scavenge, a stale record.  

This cmdlet sets a time stamp to the current time for records in a specified zone on the

specified DNS server, if you have enabled aging for the zone. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
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Cmdlet: Set-DnsServerResourceRecordAging 
  
Synops  
Begins aging of resource records in a specified DNS zone. 

  
Syntax  
 

Set-DnsServerResourceRecordAging [-ZoneName] <String> [[-

NodeName]

    <String>] [-CimSession <CimSession[]>] [-ComputerName

<String>] [-Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-Recurse]

 

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Set-DnsServerResourceRecordAging cmdlet ages Domain Name System (DNS)

resource records in a DNS zone. You must enable aging at the zone level by using the

Set-DnsServerZoneAging cmdlet.  

A resource record can remain after the resource is no longer part of the network. Aging

settings determine when a record can be removed as stale. After that time, designated

DNS servers can remove, or scavenge, a stale record.  

This cmdlet sets a time stamp to the current time for records in a specified zone on the

specified DNS server, if you have enabled aging for the zone. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named



  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :Force  
Description :Performs the action without a confirmation message. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :Force  
Description :Performs the action without a confirmation message. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :NodeName  
Description :Specifies a node or subtree in DNS zone. The acceptable values for this

parameter are:

 

-- @ for root node.

-- The FQDN of a node (the name with a period (.) at the end).

-- A single label for the name relative to the zone root. 

 

  
Parameter :Recurse  
Description :Indicates that the DNS server ages all the nodes under the specified node.

Use this parameter to age all records in a zone. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
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Parameter :NodeName  
Description :Specifies a node or subtree in DNS zone. The acceptable values for this

parameter are:

 

-- @ for root node.

-- The FQDN of a node (the name with a period (.) at the end).

-- A single label for the name relative to the zone root. 

 

  
Parameter :Recurse  
Description :Indicates that the DNS server ages all the nodes under the specified node.

Use this parameter to age all records in a zone. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false



  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Age records in a zone  

This command ages all the records under contoso.com, recursively. The Force

Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ZoneName  
Description :Specifies the name of a DNS zone. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Age records in a zone  

This command ages all the records under contoso.com, recursively. The Force

Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



parameter overrides the default confirmation message.     

 

  
Example 2: Age records under a node  

This command ages all the records under the three.two node in the zone contoso.com.     

 

 

 

PS C:\> Set-DnsServerResourceRecordAging -ZoneName
"contoso.com" -Force -Recurse

PS C:\>Set-DnsServerResourceRecordAging -NodeName "three.two"
-ZoneName "contoso.com"
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parameter overrides the default confirmation message.     

 

  
Example 2: Age records under a node  

This command ages all the records under the three.two node in the zone contoso.com.     

 

 

 

PS C:\> Set-DnsServerResourceRecordAging -ZoneName
"contoso.com" -Force -Recurse

PS C:\>Set-DnsServerResourceRecordAging -NodeName "three.two"
-ZoneName "contoso.com"



Cmdlet: Set-DnsServerResponseRateLimiting 
  
Synops  
Enables RRL on a DNS server. 

  
Syntax  
 

Set-DnsServerResponseRateLimiting [-CimSession <CimSession[]>]

    [-ComputerName <String>] [-ErrorsPerSec <UInt32>] [-Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <String>] [-

IPv4PrefixLength <UInt32>]

    [-IPv6PrefixLength <UInt32>] [-LeakRate <UInt32>]

    [-MaximumResonsesPerWindow <UInt32>] [-Mode {LogOnly | Enable

| Disable}]

    [-PassThru] [-ResetToDefault] [-ResponsesPerSec <UInt32>] [-

ThrottleLimit

    <Int32>] [-TruncateRate <UInt32>] [-WindowInSec <UInt32>] [-

Confirm]

    [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerResponseRateLimiting cmdlet enables Response Rate Limiting (RRL)

on a Windows DNS server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Set-DnsServerResponseRateLimiting 
  
Synops  
Enables RRL on a DNS server. 

  
Syntax  
 

Set-DnsServerResponseRateLimiting [-CimSession <CimSession[]>]

    [-ComputerName <String>] [-ErrorsPerSec <UInt32>] [-Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <String>] [-

IPv4PrefixLength <UInt32>]

    [-IPv6PrefixLength <UInt32>] [-LeakRate <UInt32>]

    [-MaximumResonsesPerWindow <UInt32>] [-Mode {LogOnly | Enable

| Disable}]

    [-PassThru] [-ResetToDefault] [-ResponsesPerSec <UInt32>] [-

ThrottleLimit

    <Int32>] [-TruncateRate <UInt32>] [-WindowInSec <UInt32>] [-

Confirm]

    [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerResponseRateLimiting cmdlet enables Response Rate Limiting (RRL)

on a Windows DNS server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NetBIOS name. 

 

  
Parameter :ErrorsPerSec  
Description :Specifies the maximum number of times that the server can send an error

response to a client within a one-second interval. The error responses include:

REFUSED, FORMERR and SERVFAIL 

 

  
Parameter :Force  
Description :Forces the command to run without asking for user confirmation. 

 

  
Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

values for this parameter are:

 

-- SilentlyContinue

-- Stop

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NetBIOS name. 

 

  
Parameter :ErrorsPerSec  
Description :Specifies the maximum number of times that the server can send an error

response to a client within a one-second interval. The error responses include:

REFUSED, FORMERR and SERVFAIL 

 

  
Parameter :Force  
Description :Forces the command to run without asking for user confirmation. 

 

  
Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

values for this parameter are:

 

-- SilentlyContinue

-- Stop

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



-- Continue

-- Inquire

-- Ignore

-- Suspend 

 

  
Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

  
Parameter :IPv4PrefixLength  
Description :Specifies the IPv4 prefix length, which indicates the size of the subnet in

which the incoming queries are grouped. The server applies RRL if queries resulting in

the same response occur more frequently than expected in a specified time window. The

default value of this parameter is 24. 

 

  
Parameter :IPv6PrefixLength  
Description :Specifies the IPv6 prefix length, which indicates the size of the IPv6 subnet

in which the incoming queries are grouped. The server applies RRL if queries resulting in

the same response occur more frequently than expected in a specified time window. The

default value of this parameter is 56. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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-- Continue

-- Inquire

-- Ignore

-- Suspend 

 

  
Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

  
Parameter :IPv4PrefixLength  
Description :Specifies the IPv4 prefix length, which indicates the size of the subnet in

which the incoming queries are grouped. The server applies RRL if queries resulting in

the same response occur more frequently than expected in a specified time window. The

default value of this parameter is 24. 

 

  
Parameter :IPv6PrefixLength  
Description :Specifies the IPv6 prefix length, which indicates the size of the IPv6 subnet

in which the incoming queries are grouped. The server applies RRL if queries resulting in

the same response occur more frequently than expected in a specified time window. The

default value of this parameter is 56. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



  
Parameter :LeakRate  
Description :Specifies the rate at which the server responds to dropped queries. For

queries that meet criteria to be dropped due to RRL, the DNS server still responds once

per LeakRate queries. For example, if LeakRate is 3, the server responds to one in every

3 queries. The allowed range for LeakRate is 2 to 10. If LeakRate is set to zero, then no

responses are 'leaked' by RRL. LeakRate leaves a chance for the victims in the same

subnet as the forged IP address to get responses to their valid queries. The default value

for LeakRate is 3. 

 

  
Parameter :MaximumResonsesPerWindow  
Description :Specifies the maximum number of responses that the server sends to a

subnet-domain address in a RRL time window. This puts an upper limit on responses in

cases where the magnitude of attack is so high that even the leaked responses are

enough to cause a reflection attack. The default value is 1024 responses per window. 

 

  
Parameter :Mode  
Description :Specifies the state of RRL on the DNS server. The acceptable values for this

parameter are: Enable, or Disable, or LogOnly. If the mode is set to LogOnly the DNS

server performs all the RRL calculations but instead of taking the preventive actions

(dropping or truncating responses), it only logs the potential actions as if RRL were

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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Parameter :LeakRate  
Description :Specifies the rate at which the server responds to dropped queries. For

queries that meet criteria to be dropped due to RRL, the DNS server still responds once

per LeakRate queries. For example, if LeakRate is 3, the server responds to one in every

3 queries. The allowed range for LeakRate is 2 to 10. If LeakRate is set to zero, then no

responses are 'leaked' by RRL. LeakRate leaves a chance for the victims in the same

subnet as the forged IP address to get responses to their valid queries. The default value

for LeakRate is 3. 

 

  
Parameter :MaximumResonsesPerWindow  
Description :Specifies the maximum number of responses that the server sends to a

subnet-domain address in a RRL time window. This puts an upper limit on responses in

cases where the magnitude of attack is so high that even the leaked responses are

enough to cause a reflection attack. The default value is 1024 responses per window. 

 

  
Parameter :Mode  
Description :Specifies the state of RRL on the DNS server. The acceptable values for this

parameter are: Enable, or Disable, or LogOnly. If the mode is set to LogOnly the DNS

server performs all the RRL calculations but instead of taking the preventive actions

(dropping or truncating responses), it only logs the potential actions as if RRL were

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



enabled and continues with the normal responses. The default value is Enable. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ResetToDefault  
Description :Indicates that this cmdlet sets all the RRL settings to their default values. 

 

  
Parameter :ResponsesPerSec  
Description :Specifies the maximum number of times that the server sends a client the

same response within a one-second interval. 

 

 

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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enabled and continues with the normal responses. The default value is Enable. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ResetToDefault  
Description :Indicates that this cmdlet sets all the RRL settings to their default values. 

 

  
Parameter :ResponsesPerSec  
Description :Specifies the maximum number of times that the server sends a client the

same response within a one-second interval. 

 

 

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :TruncateRate  
Description :Specifies the rate at which the server responds with truncated responses.

For queries that meet the criteria to be dropped due to RRL, the DNS server still

responds with truncated responses once per TruncateRate queries. For example, if

TruncateRate is 2, one in every 2 queries receives a truncated response. The

TruncateRate parameter provides the valid clients a way to reconnect using TCP. The

allowed range for TruncateRate is 2 to 10. If it is set to 0, then this behaviour is disabled.

The default value is 2. 

 

  
Parameter :WindowInSec  
Description :Specifies the period (in seconds) over which rates are measured and

averaged for RRL. RRL is applied if queries from same subnet, resulting in same

response, occur more frequently than expected in a specified time window. The default

value is 5. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :TruncateRate  
Description :Specifies the rate at which the server responds with truncated responses.

For queries that meet the criteria to be dropped due to RRL, the DNS server still

responds with truncated responses once per TruncateRate queries. For example, if

TruncateRate is 2, one in every 2 queries receives a truncated response. The

TruncateRate parameter provides the valid clients a way to reconnect using TCP. The

allowed range for TruncateRate is 2 to 10. If it is set to 0, then this behaviour is disabled.

The default value is 2. 

 

  
Parameter :WindowInSec  
Description :Specifies the period (in seconds) over which rates are measured and

averaged for RRL. RRL is applied if queries from same subnet, resulting in same

response, occur more frequently than expected in a specified time window. The default

value is 5. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs  
The Microsoft.Management.Infrastructure.CimInstance object is a wrapper class that

displays Windows Management Instrumentation (WMI) objects. The path after the pound

sign (#) provides the namespace and class name for the underlying WMI object.  

Type :

Microsoft.Management.Infrastructure.CimInstance#DnsServerResponseRateLimiting 

  
Examples  
Example 1: Set RRL parameters on a DNS server  

This command sets the RRL parameters on the DNS Server.     

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\>Set-DnsServerResponseRateLimiting -WindowInSec 7 -
LeakRate 4 -TruncateRate 3 -ErrorsPerSec 8 -ResponsesPerSec 8
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Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs  
The Microsoft.Management.Infrastructure.CimInstance object is a wrapper class that

displays Windows Management Instrumentation (WMI) objects. The path after the pound

sign (#) provides the namespace and class name for the underlying WMI object.  

Type :

Microsoft.Management.Infrastructure.CimInstance#DnsServerResponseRateLimiting 

  
Examples  
Example 1: Set RRL parameters on a DNS server  

This command sets the RRL parameters on the DNS Server.     

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\>Set-DnsServerResponseRateLimiting -WindowInSec 7 -
LeakRate 4 -TruncateRate 3 -ErrorsPerSec 8 -ResponsesPerSec 8



 

  
Example 2: Reset RRL settings to default values  

This command resets all the RRL parameters on the DNS Server to default values.     

 

  
Example 3: Set RRL to LogOnly mode  

This command sets the RRL on the DNS server to LogOnly mode.     

 

 

 

PS C:\>Set-DnsServerResponseRateLimiting -ResetToDefault

PS C:\>Set-DnsServerRRL -Mode LogOnly
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Example 2: Reset RRL settings to default values  

This command resets all the RRL parameters on the DNS Server to default values.     

 

  
Example 3: Set RRL to LogOnly mode  

This command sets the RRL on the DNS server to LogOnly mode.     

 

 

 

PS C:\>Set-DnsServerResponseRateLimiting -ResetToDefault

PS C:\>Set-DnsServerRRL -Mode LogOnly



Cmdlet: Set-
DnsServerResponseRateLimitingExceptionlist 
  
Synops  
Updates the settings of an RRL exception list. 

  
Syntax  
 

Set-DnsServerResponseRateLimitingExceptionlist [[-Name] <String>]

 

    [[-ClientSubnet] <String>] [[-Fqdn] <String>] [[-

ServerInterfaceIP]

    <String>] [[-Condition] {AND | OR}] [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

<String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerResponseRateLimitingExceptionlist cmdlet updates the settings of a

Response Rate Limiting (RRL) exception list. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Set-
DnsServerResponseRateLimitingExceptionlist 
  
Synops  
Updates the settings of an RRL exception list. 

  
Syntax  
 

Set-DnsServerResponseRateLimitingExceptionlist [[-Name] <String>]

 

    [[-ClientSubnet] <String>] [[-Fqdn] <String>] [[-

ServerInterfaceIP]

    <String>] [[-Condition] {AND | OR}] [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

<String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerResponseRateLimitingExceptionlist cmdlet updates the settings of a

Response Rate Limiting (RRL) exception list. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :ClientSubnet  
Description :Specifies the client subnet values for the exception list. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server on which to run the command. You can

specify an IP address or any value that resolves to an IP address, such as a fully

qualified domain name (FQDN), host name, or NetBIOS name. 

 

  
Parameter :Condition  
Description :Specifies a logical operator for combining multiple values of the

ClientSubnet, Fdqn and ServerIp parameters. The values for the parameters are

combined together using the Condition parameter as a logical operator. The same

operator is also used for combining EQ and NE expressions within a value. The default

value is AND. 

 

  
Parameter :Fqdn  
Description :Specifies FQDN values for the exception list. 

 

Required false
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 6
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ClientSubnet  
Description :Specifies the client subnet values for the exception list. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server on which to run the command. You can

specify an IP address or any value that resolves to an IP address, such as a fully

qualified domain name (FQDN), host name, or NetBIOS name. 

 

  
Parameter :Condition  
Description :Specifies a logical operator for combining multiple values of the

ClientSubnet, Fdqn and ServerIp parameters. The values for the parameters are

combined together using the Condition parameter as a logical operator. The same

operator is also used for combining EQ and NE expressions within a value. The default

value is AND. 

 

  
Parameter :Fqdn  
Description :Specifies FQDN values for the exception list. 

 

Required false
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 6
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

values for this parameter are:

 

-- SilentlyContinue

-- Stop

-- Continue

-- Inquire

-- Ignore

-- Suspend 

 

  
Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

  
Parameter :Name  
Description :Specifies the name of the RRL exception list. 

 

Required false
Position 4
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 2
Default value none
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Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

values for this parameter are:

 

-- SilentlyContinue

-- Stop

-- Continue

-- Inquire

-- Ignore

-- Suspend 

 

  
Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

  
Parameter :Name  
Description :Specifies the name of the RRL exception list. 

 

Required false
Position 4
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 2
Default value none



  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ServerInterfaceIP  
Description :Specifies the server interface on which the DNS server is listening. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 5
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ServerInterfaceIP  
Description :Specifies the server interface on which the DNS server is listening. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 5
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs  
The Microsoft.Management.Infrastructure.CimInstance object is a wrapper class that

displays Windows Management Instrumentation (WMI) objects. The path after the pound

sign (#) provides the namespace and class name for the underlying WMI object.  

Type :

Microsoft.Management.Infrastructure.CimInstance#DnsServerResponseRateLimitingExc

eptionlist 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs  
The Microsoft.Management.Infrastructure.CimInstance object is a wrapper class that

displays Windows Management Instrumentation (WMI) objects. The path after the pound

sign (#) provides the namespace and class name for the underlying WMI object.  

Type :

Microsoft.Management.Infrastructure.CimInstance#DnsServerResponseRateLimitingExc

eptionlist 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Set-DnsServerRootHint 
  
Synops  
Replaces a list of root hints. 

  
Syntax  
 

Set-DnsServerRootHint [-CimSession <CimSession[]>] [-ComputerName

 

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerRootHint cmdlet replaces the list of root hints on a Domain Name

System (DNS) server. This cmdlet overwrites the list of root hints with the list of root hints

that you specify by using the InputObject parameter. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Set-DnsServerRootHint 
  
Synops  
Replaces a list of root hints. 

  
Syntax  
 

Set-DnsServerRootHint [-CimSession <CimSession[]>] [-ComputerName

 

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerRootHint cmdlet replaces the list of root hints on a Domain Name

System (DNS) server. This cmdlet overwrites the list of root hints with the list of root hints

that you specify by using the InputObject parameter. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Set-DnsServerResponseRateLimiting 
  
Synops  
Enables RRL on a DNS server. 

  
Syntax  
  Set-DnsServerResponseRateLimiting [-CimSession <CimSession[]>]

    [-ComputerName <String>] [-ErrorsPerSec <UInt32>] [-Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <String>] [-

IPv4PrefixLength <UInt32>]

    [-IPv6PrefixLength <UInt32>] [-LeakRate <UInt32>]

    [-MaximumResonsesPerWindow <UInt32>] [-Mode {LogOnly | Enable

| Disable}]

    [-PassThru] [-ResetToDefault] [-ResponsesPerSec <UInt32>] [-

ThrottleLimit

    <Int32>] [-TruncateRate <UInt32>] [-WindowInSec <UInt32>] [-

Confirm]

    [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerResponseRateLimiting cmdlet enables Response Rate Limiting (RRL)

on a Windows DNS server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Set-DnsServerResponseRateLimiting 
  
Synops  
Enables RRL on a DNS server. 

  
Syntax  
  Set-DnsServerResponseRateLimiting [-CimSession <CimSession[]>]

    [-ComputerName <String>] [-ErrorsPerSec <UInt32>] [-Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <String>] [-

IPv4PrefixLength <UInt32>]

    [-IPv6PrefixLength <UInt32>] [-LeakRate <UInt32>]

    [-MaximumResonsesPerWindow <UInt32>] [-Mode {LogOnly | Enable

| Disable}]

    [-PassThru] [-ResetToDefault] [-ResponsesPerSec <UInt32>] [-

ThrottleLimit

    <Int32>] [-TruncateRate <UInt32>] [-WindowInSec <UInt32>] [-

Confirm]

    [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerResponseRateLimiting cmdlet enables Response Rate Limiting (RRL)

on a Windows DNS server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NetBIOS name. 

 

  
Parameter :ErrorsPerSec  
Description :Specifies the maximum number of times that the server can send an error

response to a client within a one-second interval. The error responses include:

REFUSED, FORMERR and SERVFAIL 

 

  
Parameter :Force  
Description :Forces the command to run without asking for user confirmation. 

 

  
Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

values for this parameter are:

 

-- SilentlyContinue

-- Stop

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NetBIOS name. 

 

  
Parameter :ErrorsPerSec  
Description :Specifies the maximum number of times that the server can send an error

response to a client within a one-second interval. The error responses include:

REFUSED, FORMERR and SERVFAIL 

 

  
Parameter :Force  
Description :Forces the command to run without asking for user confirmation. 

 

  
Parameter :InformationAction  
Description :Specifies how this cmdlet responds to an information event. The acceptable

values for this parameter are:

 

-- SilentlyContinue

-- Stop

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



-- Continue

-- Inquire

-- Ignore

-- Suspend 

 

  
Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

  
Parameter :IPv4PrefixLength  
Description :Specifies the IPv4 prefix length, which indicates the size of the subnet in

which the incoming queries are grouped. The server applies RRL if queries resulting in

the same response occur more frequently than expected in a specified time window. The

default value of this parameter is 24. 

 

  
Parameter :IPv6PrefixLength  
Description :Specifies the IPv6 prefix length, which indicates the size of the IPv6 subnet

in which the incoming queries are grouped. The server applies RRL if queries resulting in

the same response occur more frequently than expected in a specified time window. The

default value of this parameter is 56. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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-- Continue

-- Inquire

-- Ignore

-- Suspend 

 

  
Parameter :InformationVariable  
Description :Specifies a variable in which to store an information event message. 

 

  
Parameter :IPv4PrefixLength  
Description :Specifies the IPv4 prefix length, which indicates the size of the subnet in

which the incoming queries are grouped. The server applies RRL if queries resulting in

the same response occur more frequently than expected in a specified time window. The

default value of this parameter is 24. 

 

  
Parameter :IPv6PrefixLength  
Description :Specifies the IPv6 prefix length, which indicates the size of the IPv6 subnet

in which the incoming queries are grouped. The server applies RRL if queries resulting in

the same response occur more frequently than expected in a specified time window. The

default value of this parameter is 56. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



  
Parameter :LeakRate  
Description :Specifies the rate at which the server responds to dropped queries. For

queries that meet criteria to be dropped due to RRL, the DNS server still responds once

per LeakRate queries. For example, if LeakRate is 3, the server responds to one in every

3 queries. The allowed range for LeakRate is 2 to 10. If LeakRate is set to zero, then no

responses are 'leaked' by RRL. LeakRate leaves a chance for the victims in the same

subnet as the forged IP address to get responses to their valid queries. The default value

for LeakRate is 3. 

 

  
Parameter :MaximumResonsesPerWindow  
Description :Specifies the maximum number of responses that the server sends to a

subnet-domain address in a RRL time window. This puts an upper limit on responses in

cases where the magnitude of attack is so high that even the leaked responses are

enough to cause a reflection attack. The default value is 1024 responses per window. 

 

  
Parameter :Mode  
Description :Specifies the state of RRL on the DNS server. The acceptable values for this

parameter are: Enable, or Disable, or LogOnly. If the mode is set to LogOnly the DNS

server performs all the RRL calculations but instead of taking the preventive actions

(dropping or truncating responses), it only logs the potential actions as if RRL were

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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Parameter :LeakRate  
Description :Specifies the rate at which the server responds to dropped queries. For

queries that meet criteria to be dropped due to RRL, the DNS server still responds once

per LeakRate queries. For example, if LeakRate is 3, the server responds to one in every

3 queries. The allowed range for LeakRate is 2 to 10. If LeakRate is set to zero, then no

responses are 'leaked' by RRL. LeakRate leaves a chance for the victims in the same

subnet as the forged IP address to get responses to their valid queries. The default value

for LeakRate is 3. 

 

  
Parameter :MaximumResonsesPerWindow  
Description :Specifies the maximum number of responses that the server sends to a

subnet-domain address in a RRL time window. This puts an upper limit on responses in

cases where the magnitude of attack is so high that even the leaked responses are

enough to cause a reflection attack. The default value is 1024 responses per window. 

 

  
Parameter :Mode  
Description :Specifies the state of RRL on the DNS server. The acceptable values for this

parameter are: Enable, or Disable, or LogOnly. If the mode is set to LogOnly the DNS

server performs all the RRL calculations but instead of taking the preventive actions

(dropping or truncating responses), it only logs the potential actions as if RRL were

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



enabled and continues with the normal responses. The default value is Enable. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ResetToDefault  
Description :Indicates that this cmdlet sets all the RRL settings to their default values. 

 

  
Parameter :ResponsesPerSec  
Description :Specifies the maximum number of times that the server sends a client the

same response within a one-second interval. 

 

 

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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enabled and continues with the normal responses. The default value is Enable. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ResetToDefault  
Description :Indicates that this cmdlet sets all the RRL settings to their default values. 

 

  
Parameter :ResponsesPerSec  
Description :Specifies the maximum number of times that the server sends a client the

same response within a one-second interval. 

 

 

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :TruncateRate  
Description :Specifies the rate at which the server responds with truncated responses.

For queries that meet the criteria to be dropped due to RRL, the DNS server still

responds with truncated responses once per TruncateRate queries. For example, if

TruncateRate is 2, one in every 2 queries receives a truncated response. The

TruncateRate parameter provides the valid clients a way to reconnect using TCP. The

allowed range for TruncateRate is 2 to 10. If it is set to 0, then this behaviour is disabled.

The default value is 2. 

 

  
Parameter :WindowInSec  
Description :Specifies the period (in seconds) over which rates are measured and

averaged for RRL. RRL is applied if queries from same subnet, resulting in same

response, occur more frequently than expected in a specified time window. The default

value is 5. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :TruncateRate  
Description :Specifies the rate at which the server responds with truncated responses.

For queries that meet the criteria to be dropped due to RRL, the DNS server still

responds with truncated responses once per TruncateRate queries. For example, if

TruncateRate is 2, one in every 2 queries receives a truncated response. The

TruncateRate parameter provides the valid clients a way to reconnect using TCP. The

allowed range for TruncateRate is 2 to 10. If it is set to 0, then this behaviour is disabled.

The default value is 2. 

 

  
Parameter :WindowInSec  
Description :Specifies the period (in seconds) over which rates are measured and

averaged for RRL. RRL is applied if queries from same subnet, resulting in same

response, occur more frequently than expected in a specified time window. The default

value is 5. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs  
The Microsoft.Management.Infrastructure.CimInstance object is a wrapper class that

displays Windows Management Instrumentation (WMI) objects. The path after the pound

sign (#) provides the namespace and class name for the underlying WMI object.  

Type :

Microsoft.Management.Infrastructure.CimInstance#DnsServerResponseRateLimiting 

  
Examples  
Example 1: Set RRL parameters on a DNS server  

This command sets the RRL parameters on the DNS Server.     

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\>Set-DnsServerResponseRateLimiting -WindowInSec 7 -
LeakRate 4 -TruncateRate 3 -ErrorsPerSec 8 -ResponsesPerSec 8
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Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs  
The Microsoft.Management.Infrastructure.CimInstance object is a wrapper class that

displays Windows Management Instrumentation (WMI) objects. The path after the pound

sign (#) provides the namespace and class name for the underlying WMI object.  

Type :

Microsoft.Management.Infrastructure.CimInstance#DnsServerResponseRateLimiting 

  
Examples  
Example 1: Set RRL parameters on a DNS server  

This command sets the RRL parameters on the DNS Server.     

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\>Set-DnsServerResponseRateLimiting -WindowInSec 7 -
LeakRate 4 -TruncateRate 3 -ErrorsPerSec 8 -ResponsesPerSec 8



 

  
Example 2: Reset RRL settings to default values  

This command resets all the RRL parameters on the DNS Server to default values.     

 

  
Example 3: Set RRL to LogOnly mode  

This command sets the RRL on the DNS server to LogOnly mode.     

 

 

 

PS C:\>Set-DnsServerResponseRateLimiting -ResetToDefault

PS C:\>Set-DnsServerRRL -Mode LogOnly
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Example 2: Reset RRL settings to default values  

This command resets all the RRL parameters on the DNS Server to default values.     

 

  
Example 3: Set RRL to LogOnly mode  

This command sets the RRL on the DNS server to LogOnly mode.     

 

 

 

PS C:\>Set-DnsServerResponseRateLimiting -ResetToDefault

PS C:\>Set-DnsServerRRL -Mode LogOnly



Cmdlet: Set-DnsServerScavenging 
  
Synops  
Changes DNS server scavenging settings. 

  
Syntax  
 

Set-DnsServerScavenging [[-ScavengingState] <Boolean>] [[-

RefreshInterval]

    <TimeSpan>] [[-NoRefreshInterval] <TimeSpan>] [[-

ScavengingInterval]

    <TimeSpan>] [-ApplyOnAllZones] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerScavenging cmdlet changes scavenging settings on a Domain Name

System (DNS) server. If any of the set operations fail, the cmdlet continues to configure

other settings. The cmdlet displays the settings that it changed and the settings that it did

not change. 

  
Parameters  
Parameter :ApplyOnAllZones  
Description :Indicates that the server settings apply on all zones. 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Set-DnsServerScavenging 
  
Synops  
Changes DNS server scavenging settings. 

  
Syntax  
 

Set-DnsServerScavenging [[-ScavengingState] <Boolean>] [[-

RefreshInterval]

    <TimeSpan>] [[-NoRefreshInterval] <TimeSpan>] [[-

ScavengingInterval]

    <TimeSpan>] [-ApplyOnAllZones] [-CimSession <CimSession[]>]

[-ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-PassThru] [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerScavenging cmdlet changes scavenging settings on a Domain Name

System (DNS) server. If any of the set operations fail, the cmdlet continues to configure

other settings. The cmdlet displays the settings that it changed and the settings that it did

not change. 

  
Parameters  
Parameter :ApplyOnAllZones  
Description :Indicates that the server settings apply on all zones. 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
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Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none



  
Parameter :NoRefreshInterval  
Description :Specifies a length of time as a TimeSpan object. NoRefreshInterval sets a

period of time in which no refreshes are accepted for dynamically updated records.

Zones on the server inherit this value automatically. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :RefreshInterval  
Description :Specifies the refresh interval as a TimeSpan object. During this interval, a

DNS server can refresh a resource record that has a non-zero time stamp. Zones on the

server inherit this value automatically. 

 

  
Parameter :ScavengingInterval  
Description :Specifies a length of time as a TimeSpan object. ScavengingInterval

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :NoRefreshInterval  
Description :Specifies a length of time as a TimeSpan object. NoRefreshInterval sets a

period of time in which no refreshes are accepted for dynamically updated records.

Zones on the server inherit this value automatically. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :RefreshInterval  
Description :Specifies the refresh interval as a TimeSpan object. During this interval, a

DNS server can refresh a resource record that has a non-zero time stamp. Zones on the

server inherit this value automatically. 

 

  
Parameter :ScavengingInterval  
Description :Specifies a length of time as a TimeSpan object. ScavengingInterval

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



determines whether the scavenging feature for the DNS server is enabled and sets the

number of hours between scavenging cycles. 

 

  
Parameter :ScavengingState  
Description :Specifies whether to Enable automatic scavenging of stale records.

ScavengingState determines whether the DNS scavenging feature is enabled by default

on newly created zones. The acceptable values for this parameter are:

-- $False. Disables scavenging. This is the default setting.

-- $True. Enables scavenging 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

Required false
Position 5
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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determines whether the scavenging feature for the DNS server is enabled and sets the

number of hours between scavenging cycles. 

 

  
Parameter :ScavengingState  
Description :Specifies whether to Enable automatic scavenging of stale records.

ScavengingState determines whether the DNS scavenging feature is enabled by default

on newly created zones. The acceptable values for this parameter are:

-- $False. Disables scavenging. This is the default setting.

-- $True. Enables scavenging 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

Required false
Position 5
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Set-DnsServerSecondaryZone 
  
Synops  
Changes settings for a DNS secondary zone. 

  
Syntax  
 

Set-DnsServerSecondaryZone [-Name] <String> [[-MasterServers]

    <IPAddress[]>] [[-ZoneFile] <String>] [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-IgnorePolicies <System.Boolean>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Set-DnsServerSecondaryZone cmdlet changes settings for an existing secondary

zone on a Domain Name System (DNS) server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Set-DnsServerSecondaryZone 
  
Synops  
Changes settings for a DNS secondary zone. 

  
Syntax  
 

Set-DnsServerSecondaryZone [-Name] <String> [[-MasterServers]

    <IPAddress[]>] [[-ZoneFile] <String>] [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-IgnorePolicies <System.Boolean>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Set-DnsServerSecondaryZone cmdlet changes settings for an existing secondary

zone on a Domain Name System (DNS) server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :IgnorePolicies  
Description :Indicates whether to ignore policies for this zone. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :IgnorePolicies  
Description :Indicates whether to ignore policies for this zone. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Parameter :MasterServers  
Description :Specifies an array of IP addresses of the master servers of the zone. You

can use both IPv4 and IPv6. 

 

  
Parameter :Name  
Description :Specifies the name of the zone. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
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Parameter :MasterServers  
Description :Specifies an array of IP addresses of the master servers of the zone. You

can use both IPv4 and IPv6. 

 

  
Parameter :Name  
Description :Specifies the name of the zone. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false



  
Parameter :ZoneFile  
Description :Specifies the name of the zone file. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ZoneFile  
Description :Specifies the name of the zone file. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 4
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Set-DnsServerSetting 
  
Synops  
Modifies DNS server settings. 

  
Syntax  
 

Set-DnsServerSetting [-CimSession <CimSession[]>] [-ComputerName

<String>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Set-DnsServerSetting cmdlet modifies Domain Name System (DNS) server settings. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. Valid values are an IPv4 address; an IPv6 address;

and any other value that resolves to an IP address, such as a fully qualified domain name

(FQDN), host name, or NETBIOS name. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Set-DnsServerSetting 
  
Synops  
Modifies DNS server settings. 

  
Syntax  
 

Set-DnsServerSetting [-CimSession <CimSession[]>] [-ComputerName

<String>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Set-DnsServerSetting cmdlet modifies Domain Name System (DNS) server settings. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. Valid values are an IPv4 address; an IPv6 address;

and any other value that resolves to an IP address, such as a fully qualified domain name

(FQDN), host name, or NETBIOS name. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs  
"Class: DNSServerSettings {

 

string  Name; //Specifies the FQDN or IP address of a DNS server. This specification

should be common across roles.

 

uint32  Version;  //Specifies the read-only version of the DNS server.

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs  
"Class: DNSServerSettings {

 

string  Name; //Specifies the FQDN or IP address of a DNS server. This specification

should be common across roles.

 

uint32  Version;  //Specifies the read-only version of the DNS server.

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



sint32  RpcProtocol; //Specifies the remote procedure call (RPC) protocol or protocols

over which administrative RPC runs.

 

uint32 NameCheckFlag; //Specifies the set of eligible characters to use in DNS server

names.

 

uint32  AddressAnswerLimit; //Specifies the maximum number of host records that are

returned in response to an address request. Values of 5 through 28 are valid.

 

uint32  BootMethod; //Specifies the initialization method for a DNS server.

 

boolean DsAvailable; //Indicates whether an available directory service is on the DNS

server.

 

boolean DisableAutoReverseZones; //Indicates whether the DNS server automatically

creates standard reverse lookup zones.

 

boolean RoundRobin; //Indicates whether the DNS server uses the round robin

mechanism to rotate the order of multiple address (A) records.

 

boolean LooseWildcarding ;//Indicates whether the DNS server uses loose wildcards. If

undefined or zero, the server follows the wildcard behavior that is specified in the DNS

RFC. In this case, an administrator should include mail exchanger (MX) records for all

hosts that cannot receive mail. If nonzero, the server seeks the closest wildcard node

and an administrator should put MX records at the zone root and in a wildcard node (*)

directly below the zone root. Administrators should also put self-referencing MX records

on hosts that receive their own mail.

 

boolean WriteAuthorityNS; //Indicates whether the DNS server writes name server (NS)

and start of authority (SOA) records to the authority section on successful response.  

Type :  
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sint32  RpcProtocol; //Specifies the remote procedure call (RPC) protocol or protocols

over which administrative RPC runs.

 

uint32 NameCheckFlag; //Specifies the set of eligible characters to use in DNS server

names.

 

uint32  AddressAnswerLimit; //Specifies the maximum number of host records that are

returned in response to an address request. Values of 5 through 28 are valid.

 

uint32  BootMethod; //Specifies the initialization method for a DNS server.

 

boolean DsAvailable; //Indicates whether an available directory service is on the DNS

server.

 

boolean DisableAutoReverseZones; //Indicates whether the DNS server automatically

creates standard reverse lookup zones.

 

boolean RoundRobin; //Indicates whether the DNS server uses the round robin

mechanism to rotate the order of multiple address (A) records.

 

boolean LooseWildcarding ;//Indicates whether the DNS server uses loose wildcards. If

undefined or zero, the server follows the wildcard behavior that is specified in the DNS

RFC. In this case, an administrator should include mail exchanger (MX) records for all

hosts that cannot receive mail. If nonzero, the server seeks the closest wildcard node

and an administrator should put MX records at the zone root and in a wildcard node (*)

directly below the zone root. Administrators should also put self-referencing MX records

on hosts that receive their own mail.

 

boolean WriteAuthorityNS; //Indicates whether the DNS server writes name server (NS)

and start of authority (SOA) records to the authority section on successful response.  

Type :  

 

 



Cmdlet: Set-DnsServerSigningKey 
  
Synops  
Changes settings of a signing key. 

  
Syntax  
 

Set-DnsServerSigningKey [-ZoneName] <String> [-KeyId] <Guid> [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-

DnsKeySignatureValidityPeriod

    <TimeSpan>] [-DSSignatureValidityPeriod <TimeSpan>] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-NextRolloverAction

{Normal |

    RevokeStandby | Retire}] [-PassThru] [-RolloverPeriod

<TimeSpan>]

    [-ThrottleLimit <Int32>] [-ZoneSignatureValidityPeriod

<TimeSpan>]

    [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerSigningKey cmdlet changes settings of a signing key for a Domain

Name System (DNS) zone. You must specify the ZoneName parameter and at least one

of the optional parameters. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
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Cmdlet: Set-DnsServerSigningKey 
  
Synops  
Changes settings of a signing key. 

  
Syntax  
 

Set-DnsServerSigningKey [-ZoneName] <String> [-KeyId] <Guid> [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-

DnsKeySignatureValidityPeriod

    <TimeSpan>] [-DSSignatureValidityPeriod <TimeSpan>] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-NextRolloverAction

{Normal |

    RevokeStandby | Retire}] [-PassThru] [-RolloverPeriod

<TimeSpan>]

    [-ThrottleLimit <Int32>] [-ZoneSignatureValidityPeriod

<TimeSpan>]

    [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerSigningKey cmdlet changes settings of a signing key for a Domain

Name System (DNS) zone. You must specify the ZoneName parameter and at least one

of the optional parameters. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none



  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :DnsKeySignatureValidityPeriod  
Description :Specifies the amount of time that signatures that cover DNSKEY record sets

are valid. 

 

  
Parameter :DSSignatureValidityPeriod  
Description :Specifies the amount of time that signatures that cover DS record sets are

valid. 

 

  
Parameter :InformationAction  
Description : 

 

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :DnsKeySignatureValidityPeriod  
Description :Specifies the amount of time that signatures that cover DNSKEY record sets

are valid. 

 

  
Parameter :DSSignatureValidityPeriod  
Description :Specifies the amount of time that signatures that cover DS record sets are

valid. 

 

  
Parameter :InformationAction  
Description : 

 

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :InformationVariable  
Description : 

 

  
Parameter :KeyId  
Description :Specifies the unique identifier of a key. 

 

  
Parameter :NextRolloverAction  
Description :Specifies the next rollover action. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :InformationVariable  
Description : 

 

  
Parameter :KeyId  
Description :Specifies the unique identifier of a key. 

 

  
Parameter :NextRolloverAction  
Description :Specifies the next rollover action. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :RolloverPeriod  
Description :Specifies the amount of time between scheduled key rollovers. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of the zone in which DNS Security Extensions

(DNSSEC) operations are performed. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :RolloverPeriod  
Description :Specifies the amount of time between scheduled key rollovers. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of the zone in which DNS Security Extensions

(DNSSEC) operations are performed. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :ZoneSignatureValidityPeriod  
Description :Specifies the amount of time that signatures that cover all other record sets

are valid. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ZoneSignatureValidityPeriod  
Description :Specifies the amount of time that signatures that cover all other record sets

are valid. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Set-DnsServerStubZone 
  
Synops  
Changes settings for a DNS server stub zone. 

  
Syntax  
 

Set-DnsServerStubZone [-Name] <String> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-LocalMasters <IPAddress[]>] [-

MasterServers

    <IPAddress[]>] [-PassThru] [-ThrottleLimit <Int32>] [-

Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

Set-DnsServerStubZone [-Name] <String> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-DirectoryPartitionName <String>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] -ReplicationScope {Forest | Domain |

Legacy |

    Custom} [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerStubZone cmdlet changes settings for an existing stub zone. A stub

zone is a copy of a Domain Name System (DNS) zone that contains only resource

records that identify the authoritative DNS servers for that zone.  

The stub zone can be a forward lookup zone or a reverse lookup zone. The stub zone

can be an Active Directory-integrated zone or a file-backed zone. 
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Cmdlet: Set-DnsServerStubZone 
  
Synops  
Changes settings for a DNS server stub zone. 

  
Syntax  
 

Set-DnsServerStubZone [-Name] <String> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-LocalMasters <IPAddress[]>] [-

MasterServers

    <IPAddress[]>] [-PassThru] [-ThrottleLimit <Int32>] [-

Confirm] [-WhatIf]

    [<CommonParameters>]

   

   

Set-DnsServerStubZone [-Name] <String> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-DirectoryPartitionName <String>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] -ReplicationScope {Forest | Domain |

Legacy |

    Custom} [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerStubZone cmdlet changes settings for an existing stub zone. A stub

zone is a copy of a Domain Name System (DNS) zone that contains only resource

records that identify the authoritative DNS servers for that zone.  

The stub zone can be a forward lookup zone or a reverse lookup zone. The stub zone

can be an Active Directory-integrated zone or a file-backed zone. 

 



Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), Hostname, or NETBIOS

name. 

 

  
Parameter :DirectoryPartitionName  
Description :Specifies a directory partition on which to store the zone. Use this parameter

when the ReplicationScope parameter has a value of Custom. 

 

  
Parameter :InformationAction  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), Hostname, or NETBIOS

name. 

 

  
Parameter :DirectoryPartitionName  
Description :Specifies a directory partition on which to store the zone. Use this parameter

when the ReplicationScope parameter has a value of Custom. 

 

  
Parameter :InformationAction  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :InformationVariable  
Description : 

 

  
Parameter :LocalMasters  
Description :Specifies a list of IP addresses of a zone's primary DNS servers used locally

by this DNS server only. If not configured, the MasterServers value is used; otherwise,

this list is used in place of the MasterServers value. This value is ignored if the zone type

is not stub. 

 

  
Parameter :MasterServers  
Description :Specifies a list of IP addresses of primary DNS servers for a zone. This

value must be non-empty for any zone of a type that requires primary DNS servers:

secondary, stub, or forwarder. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :InformationVariable  
Description : 

 

  
Parameter :LocalMasters  
Description :Specifies a list of IP addresses of a zone's primary DNS servers used locally

by this DNS server only. If not configured, the MasterServers value is used; otherwise,

this list is used in place of the MasterServers value. This value is ignored if the zone type

is not stub. 

 

  
Parameter :MasterServers  
Description :Specifies a list of IP addresses of primary DNS servers for a zone. This

value must be non-empty for any zone of a type that requires primary DNS servers:

secondary, stub, or forwarder. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :Name  
Description :Specifies the name of a zone. The cmdlet modifies settings for this zone. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ReplicationScope  
Description :Specifies a partition on which to store an Active Directory-integrated zone.

The acceptable values for this parameter are:

 

-- Custom. Any custom directory partition that a user creates. Specify a custom directory

partition by using the DirectoryPartitionName parameter.

-- Domain. The domain directory partition.

-- Forest. The ForestDnsZone directory partition.

-- Legacy. A legacy directory partition. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :Name  
Description :Specifies the name of a zone. The cmdlet modifies settings for this zone. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ReplicationScope  
Description :Specifies a partition on which to store an Active Directory-integrated zone.

The acceptable values for this parameter are:

 

-- Custom. Any custom directory partition that a user creates. Specify a custom directory

partition by using the DirectoryPartitionName parameter.

-- Domain. The domain directory partition.

-- Forest. The ForestDnsZone directory partition.

-- Legacy. A legacy directory partition. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Change master servers for a stub zone  

This command changes the master servers for a stub zone named west03.contoso.com.     

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\> Set-DnsServerStubZone -Name "west03.contoso.com" -
MasterServers
172.23.90.124,2001:4898:7020:f100:458f:e6a2:fcaf:698c
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established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Examples  
Example 1: Change master servers for a stub zone  

This command changes the master servers for a stub zone named west03.contoso.com.     

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

PS C:\> Set-DnsServerStubZone -Name "west03.contoso.com" -
MasterServers
172.23.90.124,2001:4898:7020:f100:458f:e6a2:fcaf:698c



 

  
Example 2: Change replication scope for a stub zone  

This command changes the replication scope for a stub zone named

west04.contoso.com to all DNS servers in the domain.     

 

 

 

PS C:\>Set-DnsServerStubZone  -Name "west04.contoso.com" -
ReplicationScope "Domain" -PassThru
ZoneName                            ZoneType
IsAutoCreated   IsDsIntegrated  IsReverseLookupZone  IsSigned

--------                            --------        ----------
---   --------------  -------------------  --------

west04.contoso.com                  Stub            False
True            False
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Example 2: Change replication scope for a stub zone  

This command changes the replication scope for a stub zone named

west04.contoso.com to all DNS servers in the domain.     

 

 

 

PS C:\>Set-DnsServerStubZone  -Name "west04.contoso.com" -
ReplicationScope "Domain" -PassThru
ZoneName                            ZoneType
IsAutoCreated   IsDsIntegrated  IsReverseLookupZone  IsSigned

--------                            --------        ----------
---   --------------  -------------------  --------

west04.contoso.com                  Stub            False
True            False



Cmdlet: Set-DnsServerVirtualizationInstance 
  
Synops  
 

Set-DnsServerVirtualizationInstance [-Name] <string> [-ComputerName <string>] [-

PassThru] [-Description <string>] [-FriendlyName <string>] [-CimSession

<CimSession[]>] [-ThrottleLimit <int>] [-AsJob] [-WhatIf] [-Confirm]

[<CommonParameters>] 

  
Syntax  
 

Set-DnsServerVirtualizationInstance [-Name] <string> [-

ComputerName

    <string>] [-PassThru] [-Description <string>] [-FriendlyName

<string>]

    [-CimSession <CimSession[]>] [-ThrottleLimit <int>] [-AsJob]

[-WhatIf]

    [-Confirm]  [<CommonParameters>]

   

    

  
Description 
  
Parameters  
Parameter :AsJob 

  
Parameter :CimSession 

 

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?
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Cmdlet: Set-DnsServerVirtualizationInstance 
  
Synops  
 

Set-DnsServerVirtualizationInstance [-Name] <string> [-ComputerName <string>] [-

PassThru] [-Description <string>] [-FriendlyName <string>] [-CimSession

<CimSession[]>] [-ThrottleLimit <int>] [-AsJob] [-WhatIf] [-Confirm]

[<CommonParameters>] 

  
Syntax  
 

Set-DnsServerVirtualizationInstance [-Name] <string> [-

ComputerName

    <string>] [-PassThru] [-Description <string>] [-FriendlyName

<string>]

    [-CimSession <CimSession[]>] [-ThrottleLimit <int>] [-AsJob]

[-WhatIf]

    [-Confirm]  [<CommonParameters>]

   

    

  
Description 
  
Parameters  
Parameter :AsJob 

  
Parameter :CimSession 

 

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?



Parameter :ComputerName 

  
Parameter :Confirm 

  
Parameter :Description 

  
Parameter :FriendlyName 

  
Parameter :Name 

  
Parameter :PassThru 

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters?

Required true
Position 1
Default value
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters?

Required false
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Parameter :ComputerName 

  
Parameter :Confirm 

  
Parameter :Description 

  
Parameter :FriendlyName 

  
Parameter :Name 

  
Parameter :PassThru 

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters?

Required true
Position 1
Default value
Accept pipeline input? true (ByPropertyName)
Accept wildcard characters?

Required false



  
Parameter :ThrottleLimit 

  
Parameter :WhatIf 

 

 

Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?
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Parameter :ThrottleLimit 

  
Parameter :WhatIf 

 

 

Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?

Required false
Position Named
Default value
Accept pipeline input? false
Accept wildcard characters?



Cmdlet: Set-DnsServerZoneAging 
  
Synops  
Configures DNS aging settings for a zone. 

  
Syntax  
 

Set-DnsServerZoneAging [-Name] <String> [[-Aging] <Boolean>] [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-NoRefreshInterval

<TimeSpan>]

    [-PassThru] [-RefreshInterval <TimeSpan>] [-ScavengeServers

<IPAddress[]>]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Set-DnsServerZoneAging cmdlet configures aging settings for a Domain Name

System (DNS) server zone.  

A resource record can remain on a DNS server after the resource is no longer part of the

network. Aging settings determine when a record can be removed, or scavenged, as a

stale record. 

  
Parameters  
Parameter :Aging  
Description :Indicates whether to enable aging and scavenging for a zone. Aging and

scavenging are not enabled by default. 

 

Required false
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Cmdlet: Set-DnsServerZoneAging 
  
Synops  
Configures DNS aging settings for a zone. 

  
Syntax  
 

Set-DnsServerZoneAging [-Name] <String> [[-Aging] <Boolean>] [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-NoRefreshInterval

<TimeSpan>]

    [-PassThru] [-RefreshInterval <TimeSpan>] [-ScavengeServers

<IPAddress[]>]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Set-DnsServerZoneAging cmdlet configures aging settings for a Domain Name

System (DNS) server zone.  

A resource record can remain on a DNS server after the resource is no longer part of the

network. Aging settings determine when a record can be removed, or scavenged, as a

stale record. 

  
Parameters  
Parameter :Aging  
Description :Indicates whether to enable aging and scavenging for a zone. Aging and

scavenging are not enabled by default. 

 

Required false
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
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Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false



  
Parameter :Name  
Description :Specifies the name of a zone. This cmdlet is relevant only for primary zones. 

 

  
Parameter :NoRefreshInterval  
Description :Specifies the length of time as a TimeSpan object. This value is the interval

between the last update of a timestamp for a record and the earliest time when the

timestamp can be refreshed. The minimum value is 0. The maximum value is 8760

hours. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :RefreshInterval 

Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Name  
Description :Specifies the name of a zone. This cmdlet is relevant only for primary zones. 

 

  
Parameter :NoRefreshInterval  
Description :Specifies the length of time as a TimeSpan object. This value is the interval

between the last update of a timestamp for a record and the earliest time when the

timestamp can be refreshed. The minimum value is 0. The maximum value is 8760

hours. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :RefreshInterval 

Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Description :Specifies the refresh interval as a TimeSpan object. During this interval, a

DNS server can refresh a resource record that has a non-zero time stamp. 

 

  
Parameter :ScavengeServers  
Description :Specifies an array of IP addresses for DNS servers. These servers can

scavenge records in this zone. If you do not specify any scavenge servers, any primary

DNS server that is authoritative for the zone can scavenge. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Description :Specifies the refresh interval as a TimeSpan object. During this interval, a

DNS server can refresh a resource record that has a non-zero time stamp. 

 

  
Parameter :ScavengeServers  
Description :Specifies an array of IP addresses for DNS servers. These servers can

scavenge records in this zone. If you do not specify any scavenge servers, any primary

DNS server that is authoritative for the zone can scavenge. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Set-DnsServerZoneDelegation 
  
Synops  
Changes delegation settings for a child zone. 

  
Syntax  
 

Set-DnsServerZoneDelegation [[-ZoneScope] <System.String>] [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Set-DnsServerZoneDelegation [-Name] <String> [-ChildZoneName]

<String>

    [-NameServer] <String> [-IPAddress] <IPAddress[]> [[-

ZoneScope]

    <System.String>] [-CimSession <CimSession[]>] [-ComputerName

<String>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Set-DnsServerZoneDelegation cmdlet changes delegation settings for a Domain

Name System (DNS) server child zone. For instance, you can change IP addresses for

name servers for the delegated zone. 

  
Parameters  
Parameter :ChildZoneName  
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Cmdlet: Set-DnsServerZoneDelegation 
  
Synops  
Changes delegation settings for a child zone. 

  
Syntax  
 

Set-DnsServerZoneDelegation [[-ZoneScope] <System.String>] [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

   

Set-DnsServerZoneDelegation [-Name] <String> [-ChildZoneName]

<String>

    [-NameServer] <String> [-IPAddress] <IPAddress[]> [[-

ZoneScope]

    <System.String>] [-CimSession <CimSession[]>] [-ComputerName

<String>]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Set-DnsServerZoneDelegation cmdlet changes delegation settings for a Domain

Name System (DNS) server child zone. For instance, you can change IP addresses for

name servers for the delegated zone. 

  
Parameters  
Parameter :ChildZoneName  



Description :Specifies a name for the child zone. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :InformationAction  
Description : 

 

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none

653

Description :Specifies a name for the child zone. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :InformationAction  
Description : 

 

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none



  
Parameter :InformationVariable  
Description : 

 

  
Parameter :IPAddress  
Description :Specifies an array of IP addresses for DNS servers for the child zone. This

value replaces any previously specified values. 

 

  
Parameter :Name  
Description :Specifies a name of a zone. The child zone is part of this zone. 

 

  
Parameter :NameServer  
Description :Specifies a name for the DNS server that hosts the child zone. 

 

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 5
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 4
Default value none
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Parameter :InformationVariable  
Description : 

 

  
Parameter :IPAddress  
Description :Specifies an array of IP addresses for DNS servers for the child zone. This

value replaces any previously specified values. 

 

  
Parameter :Name  
Description :Specifies a name of a zone. The child zone is part of this zone. 

 

  
Parameter :NameServer  
Description :Specifies a name for the DNS server that hosts the child zone. 

 

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 5
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required true
Position 4
Default value none



  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 6
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneScope  
Description :Specifies the name of a zone scope. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 6
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Set-DnsServerZoneTransferPolicy 
  
Synops  
Updates a zone transfer policy on a DNS server. 

  
Syntax  
 

Set-DnsServerZoneTransferPolicy [-Name] <String> [-CimSession

    <CimSession[]>] [-ClientSubnet <String>] [-ComputerName

<String>]

    [-Condition {AND | OR}] [-InformationAction {SilentlyContinue

| Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-InternetProtocol <String>] [-PassThru]

    [-ProcessingOrder <UInt32>] [-ServerInterfaceIP <String>] [-

ThrottleLimit

    <Int32>] [-TimeOfDay <String>] [-TransportProtocol <String>]

[-Confirm]

    [-WhatIf] [<CommonParameters>]

   

   

Set-DnsServerZoneTransferPolicy [-Name] <String> [-ZoneName]

<String>

    [-CimSession <CimSession[]>] [-ClientSubnet <String>] [-

ComputerName

    <String>] [-Condition {AND | OR}] [-InformationAction

{SilentlyContinue |

    Stop | Continue | Inquire | Ignore | Suspend}] [-

InformationVariable

    <System.String>] [-InternetProtocol <String>] [-PassThru]

    [-ProcessingOrder <UInt32>] [-ServerInterfaceIP <String>] [-

ThrottleLimit

    <Int32>] [-TimeOfDay <String>] [-TransportProtocol <String>]

[-Confirm]

    [-WhatIf] [<CommonParameters>]

   

   

Set-DnsServerZoneTransferPolicy [-CimSession <CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |
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Cmdlet: Set-DnsServerZoneTransferPolicy 
  
Synops  
Updates a zone transfer policy on a DNS server. 

  
Syntax  
 

Set-DnsServerZoneTransferPolicy [-Name] <String> [-CimSession

    <CimSession[]>] [-ClientSubnet <String>] [-ComputerName

<String>]

    [-Condition {AND | OR}] [-InformationAction {SilentlyContinue

| Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-InternetProtocol <String>] [-PassThru]

    [-ProcessingOrder <UInt32>] [-ServerInterfaceIP <String>] [-

ThrottleLimit

    <Int32>] [-TimeOfDay <String>] [-TransportProtocol <String>]

[-Confirm]

    [-WhatIf] [<CommonParameters>]

   

   

Set-DnsServerZoneTransferPolicy [-Name] <String> [-ZoneName]

<String>

    [-CimSession <CimSession[]>] [-ClientSubnet <String>] [-

ComputerName

    <String>] [-Condition {AND | OR}] [-InformationAction

{SilentlyContinue |

    Stop | Continue | Inquire | Ignore | Suspend}] [-

InformationVariable

    <System.String>] [-InternetProtocol <String>] [-PassThru]

    [-ProcessingOrder <UInt32>] [-ServerInterfaceIP <String>] [-

ThrottleLimit

    <Int32>] [-TimeOfDay <String>] [-TransportProtocol <String>]

[-Confirm]

    [-WhatIf] [<CommonParameters>]

   

   

Set-DnsServerZoneTransferPolicy [-CimSession <CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |



    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-PassThru] [-ThrottleLimit <Int32>] [-

ZoneName <String>]

    [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerZoneTransferPolicy cmdlet updates a zone transfer policy on a

Domain Name System (DNS) server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ClientSubnet  
Description :Specifies the client subnet criterion. Specify a criterion in the following

format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in a

criterion. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-PassThru] [-ThrottleLimit <Int32>] [-

ZoneName <String>]

    [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Set-DnsServerZoneTransferPolicy cmdlet updates a zone transfer policy on a

Domain Name System (DNS) server. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ClientSubnet  
Description :Specifies the client subnet criterion. Specify a criterion in the following

format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in a

criterion. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as an FQDN, host name, or NETBIOS name. 

 

  
Parameter :Condition  
Description :Specifies how the policy treats multiple criteria. The acceptable values for

this parameter are:

 

-- OR. The policy evaluates criteria as multiple assertions which are logically combined

(OR'd).

-- AND. The policy evaluates criteria as multiple assertions which are logically differenced

(AND'd).

 

The default value is AND. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as an FQDN, host name, or NETBIOS name. 

 

  
Parameter :Condition  
Description :Specifies how the policy treats multiple criteria. The acceptable values for

this parameter are:

 

-- OR. The policy evaluates criteria as multiple assertions which are logically combined

(OR'd).

-- AND. The policy evaluates criteria as multiple assertions which are logically differenced

(AND'd).

 

The default value is AND. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Description : 

 

  
Parameter :InternetProtocol  
Description :Specifies the Internet Protocol criterion. Specify a criterion in the following

format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in a

criterion. 

 

  
Parameter :Name  
Description :Specifies the name of the policy to update. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false

660

Description : 

 

  
Parameter :InternetProtocol  
Description :Specifies the Internet Protocol criterion. Specify a criterion in the following

format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in a

criterion. 

 

  
Parameter :Name  
Description :Specifies the name of the policy to update. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false



  
Parameter :ProcessingOrder  
Description :Specifies the precedence of the policy. Higher integer values have lower

precedence. By default, this cmdlet adds a new policy as the lowest precedence. 

 

  
Parameter :ServerInterfaceIP  
Description :Specifies the IP address of the server interface on which the DNS server

listens. Specify a criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in

the criterion. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
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Parameter :ProcessingOrder  
Description :Specifies the precedence of the policy. Higher integer values have lower

precedence. By default, this cmdlet adds a new policy as the lowest precedence. 

 

  
Parameter :ServerInterfaceIP  
Description :Specifies the IP address of the server interface on which the DNS server

listens. Specify a criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in

the criterion. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false



  
Parameter :TimeOfDay  
Description :Specifies the time of day criterion. Specify a criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in

the criterion. 

 

  
Parameter :TransportProtocol  
Description :Specifies the transport protocol criterion. Specify a criterion in the following

format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in

the string. 

 

  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone on which the zone level policy exists. The

zone must exist on the DNS server. 

 

Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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Parameter :TimeOfDay  
Description :Specifies the time of day criterion. Specify a criterion in the following format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in

the criterion. 

 

  
Parameter :TransportProtocol  
Description :Specifies the transport protocol criterion. Specify a criterion in the following

format:

 

operator, value01, value02, . . . , operator, value03, value04, . . .

 

The operator is either EQ or NE. You can specify no more than one of each operator in

the string. 

 

  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone on which the zone level policy exists. The

zone must exist on the DNS server. 

 

Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerPolicy 

 

 

Required true
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs    
Type : Microsoft.Management.Infrastructure.CimInstance#DnsServerPolicy 

 

 

Required true
Position 3
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Show-DnsServerCache 
  
Synops  
Shows the records in a DNS Server Cache. 

  
Syntax  
 

Show-DnsServerCache [-CacheScope <System.String>] [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-ThrottleLimit

<Int32>] [-Confirm]

    [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Show-DNSServerCache cmdlet shows all cached Domain Name System (DNS)

server resource records in the following format: Name, ResourceRecordData, Time-to-

Live (TTL). 

  
Parameters  
Parameter :CacheScope  
Description :Specifies the name of the cache scope to show. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false
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Cmdlet: Show-DnsServerCache 
  
Synops  
Shows the records in a DNS Server Cache. 

  
Syntax  
 

Show-DnsServerCache [-CacheScope <System.String>] [-CimSession

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-ThrottleLimit

<Int32>] [-Confirm]

    [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Show-DNSServerCache cmdlet shows all cached Domain Name System (DNS)

server resource records in the following format: Name, ResourceRecordData, Time-to-

Live (TTL). 

  
Parameters  
Parameter :CacheScope  
Description :Specifies the name of the cache scope to show. 

 

  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
Accept pipeline input? true(ByPropertyName)
Accept wildcard characters? false



  
Parameter :ComputerName  
Description :Specifies a DNS server. The acceptable values for this parameter are: an IP

V4 address; an IP V6 address; any other value that resolves to an IP address, such as a

fully qualified domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ComputerName  
Description :Specifies a DNS server. The acceptable values for this parameter are: an IP

V4 address; an IP V6 address; any other value that resolves to an IP address, such as a

fully qualified domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

666

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Show-DnsServerKeyStorageProvider 
  
Synops  
Returns a list of key storage providers. 

  
Syntax  
 

Show-DnsServerKeyStorageProvider [-CimSession <CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-ThrottleLimit <Int32>]

[<CommonParameters>]

   

    

  
Description  
The Show-DnsServerKeyStorageProvider cmdlet returns a list key storage providers that

are available on a Domain Name System (DNS) server. You can use the key storage

providers to create a zone signing key (ZSK) and a key signing key (KSK). 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Show-DnsServerKeyStorageProvider 
  
Synops  
Returns a list of key storage providers. 

  
Syntax  
 

Show-DnsServerKeyStorageProvider [-CimSession <CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-ThrottleLimit <Int32>]

[<CommonParameters>]

   

    

  
Description  
The Show-DnsServerKeyStorageProvider cmdlet returns a list key storage providers that

are available on a Domain Name System (DNS) server. You can use the key storage

providers to create a zone signing key (ZSK) and a key signing key (KSK). 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Start-DnsServerScavenging 
  
Synops  
Notifies a DNS server to attempt a search for stale resource records. 

  
Syntax  
 

Start-DnsServerScavenging [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-Force] [-InformationAction {SilentlyContinue |

Stop | Continue

    | Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Start-DnsServerScavenging cmdlet notifies a Domain Name System (DNS) server to

attempt a search for stale resource records. The successful completion of this command

triggers an immediate start to a scavenge.  

Although this command to start a scavenge appears to complete successfully, the

scavenge does not start unless the following preconditions are met:  

-- Scavenging is enabled for both the server and the zone.

-- The zone is started.

-- The resource records have a time stamp.  

You can use the Verbose parameter to display all the records that the command deletes.

You can press Ctrl + C to end a scavenge that is running on a DNS server. If the DNS

server cannot run scavenging, the cmdlet displays the reasons why the scavenge did not

start. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 
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Cmdlet: Start-DnsServerScavenging 
  
Synops  
Notifies a DNS server to attempt a search for stale resource records. 

  
Syntax  
 

Start-DnsServerScavenging [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-Force] [-InformationAction {SilentlyContinue |

Stop | Continue

    | Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Start-DnsServerScavenging cmdlet notifies a Domain Name System (DNS) server to

attempt a search for stale resource records. The successful completion of this command

triggers an immediate start to a scavenge.  

Although this command to start a scavenge appears to complete successfully, the

scavenge does not start unless the following preconditions are met:  

-- Scavenging is enabled for both the server and the zone.

-- The zone is started.

-- The resource records have a time stamp.  

You can use the Verbose parameter to display all the records that the command deletes.

You can press Ctrl + C to end a scavenge that is running on a DNS server. If the DNS

server cannot run scavenging, the cmdlet displays the reasons why the scavenge did not

start. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 



  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :Force  
Description :Notifies the DNS server to attempt an scavange without prompting you for

confirmation. By default, the cmdlet prompts you for confirmation before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :Force  
Description :Notifies the DNS server to attempt an scavange without prompting you for

confirmation. By default, the cmdlet prompts you for confirmation before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
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Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named



 

 

Default value false
Accept pipeline input? false
Accept wildcard characters? false

673

 

 

Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Start-DnsServerZoneTransfer 
  
Synops  
Starts a zone transfer for a secondary DNS zone from master servers. 

  
Syntax  
 

Start-DnsServerZoneTransfer [-Name] <String> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-FullTransfer] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Start-DnsServerZoneTransfer cmdlet starts a zone transfer of a secondary zone

from the master servers. You can do a full transfer, where the secondary Domain Name

System (DNS) server gets a copy of all the resource records for the zone. You can also

do an incremental transfer, where the secondary DNS server gets new and changed

resource records.  

A zone transfer forces a check of the version number in the master server Start of

Authority (SOA) record. If the version number on the master server is higher than the

secondary server version number, then a zone transfer begins that updates the

secondary server. If the version number is the same, no zone transfer begins. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
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Cmdlet: Start-DnsServerZoneTransfer 
  
Synops  
Starts a zone transfer for a secondary DNS zone from master servers. 

  
Syntax  
 

Start-DnsServerZoneTransfer [-Name] <String> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-FullTransfer] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The Start-DnsServerZoneTransfer cmdlet starts a zone transfer of a secondary zone

from the master servers. You can do a full transfer, where the secondary Domain Name

System (DNS) server gets a copy of all the resource records for the zone. You can also

do an incremental transfer, where the secondary DNS server gets new and changed

resource records.  

A zone transfer forces a check of the version number in the master server Start of

Authority (SOA) record. If the version number on the master server is higher than the

secondary server version number, then a zone transfer begins that updates the

secondary server. If the version number is the same, no zone transfer begins. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false



  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), Hostname, or NETBIOS

name. 

 

  
Parameter :FullTransfer  
Description :Specifies that this cmdlet performs a full transfer. Without this parameter, the

cmdlet does an incremental transfer. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
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Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), Hostname, or NETBIOS

name. 

 

  
Parameter :FullTransfer  
Description :Specifies that this cmdlet performs a full transfer. Without this parameter, the

cmdlet does an incremental transfer. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false



  
Parameter :Name  
Description :Specifies the name of a zone. The cmdlet transfers records for this zone. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

 

Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Name  
Description :Specifies the name of a zone. The cmdlet transfers records for this zone. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

 

Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Step-DnsServerSigningKeyRollover 
  
Synops  
Rolls over a KSK that is waiting for a parent DS update. 

  
Syntax  
 

Step-DnsServerSigningKeyRollover [-ZoneName] <String> [-KeyId]

<Guid>

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Step-DnsServerSigningKeyRollover cmdlet rolls over a key signing key (KSK) that is

waiting for an update from a parent delegation signer (DS). If a Domain Name System

(DNS) server that hosts a securely delegated zone cannot check whether the DS record

in a parent is updated, use this cmdlet to force a rollover.  

Important: You must manually update the DS record in the parent before you run this

cmdlet. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Step-DnsServerSigningKeyRollover 
  
Synops  
Rolls over a KSK that is waiting for a parent DS update. 

  
Syntax  
 

Step-DnsServerSigningKeyRollover [-ZoneName] <String> [-KeyId]

<Guid>

    [-CimSession <CimSession[]>] [-ComputerName <String>] [-

Force]

    [-InformationAction {SilentlyContinue | Stop | Continue |

Inquire | Ignore

    | Suspend}] [-InformationVariable <System.String>] [-

PassThru]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Step-DnsServerSigningKeyRollover cmdlet rolls over a key signing key (KSK) that is

waiting for an update from a parent delegation signer (DS). If a Domain Name System

(DNS) server that hosts a securely delegated zone cannot check whether the DS record

in a parent is updated, use this cmdlet to force a rollover.  

Important: You must manually update the DS record in the parent before you run this

cmdlet. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :ComputerName  
Description :Specifies a remote DNS server. Specify the IP address or any value that

resolves to an IP address, such as a fully qualified domain name (FQDN), host name, or

NETBIOS name, for the DNS server. 

 

  
Parameter :Force  
Description :Forces the command to run without asking for user confirmation. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
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Parameter :ComputerName  
Description :Specifies a remote DNS server. Specify the IP address or any value that

resolves to an IP address, such as a fully qualified domain name (FQDN), host name, or

NETBIOS name, for the DNS server. 

 

  
Parameter :Force  
Description :Forces the command to run without asking for user confirmation. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false



  
Parameter :KeyId  
Description :Specifies the ID of the key for which to perform the KSK rollover. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of the DNS zone in which the cmdlet performs the KSK

rollover. 

Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :KeyId  
Description :Specifies the ID of the key for which to perform the KSK rollover. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of the DNS zone in which the cmdlet performs the KSK

rollover. 

Accept wildcard characters? false

Required true
Position 3
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs  
The output object contains the following fields:

 

ActiveKey

CryptoAlgorithm

CurrentRolloverStatusCurrentState

DnsKeySignatureValidityPeriod

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

  
Inputs    
Type :  

  
Outputs  
The output object contains the following fields:

 

ActiveKey

CryptoAlgorithm

CurrentRolloverStatusCurrentState

DnsKeySignatureValidityPeriod

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



DSSignatureValidityPeriodInitialRolloverOffset

KeyId

KeyLengthKeyStorageProvider

KeyType

LastRolloverTime

NextKey

NextRolloverAction

NextRolloverTime

RolloverPeriod

RolloverType

StandbyKey

StoreKeysInAD

ZoneName

ZoneSignatureValidityPeriod  

Type :  
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DSSignatureValidityPeriodInitialRolloverOffset

KeyId

KeyLengthKeyStorageProvider

KeyType

LastRolloverTime

NextKey

NextRolloverAction

NextRolloverTime

RolloverPeriod

RolloverType

StandbyKey

StoreKeysInAD

ZoneName

ZoneSignatureValidityPeriod  

Type :  

 

 



Cmdlet: Suspend-DnsServerZone 
  
Synops  
Suspends a zone on a DNS server. 

  
Syntax  
 

Suspend-DnsServerZone [-Name] <String> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-Force] [-InformationAction

{SilentlyContinue |

    Stop | Continue | Inquire | Ignore | Suspend}] [-

InformationVariable

    <System.String>] [-PassThru] [-ThrottleLimit <Int32>] [-

Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Suspend-DnsServerZone cmdlet suspends a Domain Name System (DNS) zone.

While suspended, the DNS server ignores all queries for the zone. Use the Resume-

DnsServerZone cmdlet to resume a suspended zone. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Suspend-DnsServerZone 
  
Synops  
Suspends a zone on a DNS server. 

  
Syntax  
 

Suspend-DnsServerZone [-Name] <String> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-Force] [-InformationAction

{SilentlyContinue |

    Stop | Continue | Inquire | Ignore | Suspend}] [-

InformationVariable

    <System.String>] [-PassThru] [-ThrottleLimit <Int32>] [-

Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Suspend-DnsServerZone cmdlet suspends a Domain Name System (DNS) zone.

While suspended, the DNS server ignores all queries for the zone. Use the Resume-

DnsServerZone cmdlet to resume a suspended zone. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :Force  
Description :Suspends a zone without prompting you for confirmation. By default, the

cmdlet prompts you for confirmation before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :Force  
Description :Suspends a zone without prompting you for confirmation. By default, the

cmdlet prompts you for confirmation before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :Name  
Description :Specifies the name of a zone. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Name  
Description :Specifies the name of a zone. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Sync-DnsServerZone 
  
Synops  
Checks the DNS server memory for changes, and writes them to persistent storage. 

  
Syntax  
 

Sync-DnsServerZone [[-Name] <String>] [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-PassThru] [-ThrottleLimit <Int32>] [-

Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Sync-DnsServerZone cmdlet synchronizes Domain Name System (DNS) zone data

and root hint data for a zone to the persistent storage. The persistent storage can be

Active Directory® Domain Services or a file. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Sync-DnsServerZone 
  
Synops  
Checks the DNS server memory for changes, and writes them to persistent storage. 

  
Syntax  
 

Sync-DnsServerZone [[-Name] <String>] [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-PassThru] [-ThrottleLimit <Int32>] [-

Confirm] [-WhatIf]

    [<CommonParameters>]

   

    

  
Description  
The Sync-DnsServerZone cmdlet synchronizes Domain Name System (DNS) zone data

and root hint data for a zone to the persistent storage. The persistent storage can be

Active Directory® Domain Services or a file. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies the name of a zone. If you do not specify a zone, the cmdlet syncs

all zones on the DNS server. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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runs on the local system. You can specify an IP address or any value that resolves to an

IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :Name  
Description :Specifies the name of a zone. If you do not specify a zone, the cmdlet syncs

all zones on the DNS server. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Test-DnsServer 
  
Synops  
Tests that a specified computer is a functioning DNS server. 

  
Syntax  
 

Test-DnsServer [-IPAddress] <IPAddress[]> [[-Context] {DnsServer

|

    Forwarder | RootHints}] [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] [<CommonParameters>]

   

   

Test-DnsServer [-IPAddress] <IPAddress[]> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-ThrottleLimit <Int32>] -ZoneName <String>

    [<CommonParameters>]

   

    

  
Description  
The Test-DnsServer cmdlet tests whether a computer is a functioning Domain Name

System (DNS) server. The DNS server must be running Windows Server® 2008 R2

operating system or above.  

When you specify a computer by its IP address only, the cmdlet tests whether the

computer is a DNS server. If you also specify a zone name, the cmdlet validates that the

DNS server can resolve the specified zone. 

  
Parameters  
Parameter :CimSession 
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Cmdlet: Test-DnsServer 
  
Synops  
Tests that a specified computer is a functioning DNS server. 

  
Syntax  
 

Test-DnsServer [-IPAddress] <IPAddress[]> [[-Context] {DnsServer

|

    Forwarder | RootHints}] [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-InformationAction {SilentlyContinue | Stop |

Continue |

    Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] [<CommonParameters>]

   

   

Test-DnsServer [-IPAddress] <IPAddress[]> [-CimSession

<CimSession[]>]

    [-ComputerName <String>] [-InformationAction

{SilentlyContinue | Stop |

    Continue | Inquire | Ignore | Suspend}] [-InformationVariable

 

    <System.String>] [-ThrottleLimit <Int32>] -ZoneName <String>

    [<CommonParameters>]

   

    

  
Description  
The Test-DnsServer cmdlet tests whether a computer is a functioning Domain Name

System (DNS) server. The DNS server must be running Windows Server® 2008 R2

operating system or above.  

When you specify a computer by its IP address only, the cmdlet tests whether the

computer is a DNS server. If you also specify a zone name, the cmdlet validates that the

DNS server can resolve the specified zone. 

  
Parameters  
Parameter :CimSession 



Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNSserver. The acceptable values for this parameter are: an

IPv4 address; an IPv6 address; any other value that resolves to an IP address, such as a

fully qualified domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :Context  
Description :Specifies functionalities to test. Valid values are: DnsServer, Forwarder , and

RootHints. 

 

  
Parameter :InformationAction  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 3
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
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Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNSserver. The acceptable values for this parameter are: an

IPv4 address; an IPv6 address; any other value that resolves to an IP address, such as a

fully qualified domain name (FQDN), host name, or NETBIOS name. 

 

  
Parameter :Context  
Description :Specifies functionalities to test. Valid values are: DnsServer, Forwarder , and

RootHints. 

 

  
Parameter :InformationAction  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position 3
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none



  
Parameter :InformationVariable  
Description : 

 

  
Parameter :IPAddress  
Description :Specifies an array of DNS server IP addresses. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of the zone that the server hosts. 

 

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :InformationVariable  
Description : 

 

  
Parameter :IPAddress  
Description :Specifies an array of DNS server IP addresses. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :ZoneName  
Description :Specifies the name of the zone that the server hosts. 

 

Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



  
Examples  
Example 1: Test whether a DNS server is functional  

This command tests whether the computer that has an IP address of 10.123.183.155 is a

functional DNS server.     

 

  
Example 2: Test whether a DNS server is functional and has valid configured forwarders  

This command tests whether the computer that has an IP address of 10.123.183.155 is a

functional DNS server that has valid configured forwarders.     

 

  
Example 3: Test whether a DNS server is functional and has valid configured root hints  

This command tests whether the computer that has an IP address of 10.123.183.155 is a

functional DNS server that has valid configured root hints.     

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

PS C:\>Test-DnsServer -IPAddress 10.123.183.155
IPAddress               Result                  RoundTripTime
TcpTried                UdpTried
---------               --------                 ------------
--------                --------
10.123.183.155           Success                 00:00:11
True                    True

PS C:\>Test-DnsServer -IPAddress 10.123.183.155 -Context
Forwarder
IPAddress               Result                  RoundTripTime
TcpTried                UdpTried
---------               --------                 ------------
--------                --------
10.123.183.155           Success                 00:00:11
True                    True

PS C:\>Test-DnsServer -IPAddress 10.123.183.155 -Context
RootHints
IPAddress               Result                  RoundTripTime
TcpTried                UdpTried
---------               --------                 ------------
--------                --------
10.123.183.155           NoResponse              00:00:12
False                   True
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Examples  
Example 1: Test whether a DNS server is functional  

This command tests whether the computer that has an IP address of 10.123.183.155 is a

functional DNS server.     

 

  
Example 2: Test whether a DNS server is functional and has valid configured forwarders  

This command tests whether the computer that has an IP address of 10.123.183.155 is a

functional DNS server that has valid configured forwarders.     

 

  
Example 3: Test whether a DNS server is functional and has valid configured root hints  

This command tests whether the computer that has an IP address of 10.123.183.155 is a

functional DNS server that has valid configured root hints.     

Required true
Position named
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

PS C:\>Test-DnsServer -IPAddress 10.123.183.155
IPAddress               Result                  RoundTripTime
TcpTried                UdpTried
---------               --------                 ------------
--------                --------
10.123.183.155           Success                 00:00:11
True                    True

PS C:\>Test-DnsServer -IPAddress 10.123.183.155 -Context
Forwarder
IPAddress               Result                  RoundTripTime
TcpTried                UdpTried
---------               --------                 ------------
--------                --------
10.123.183.155           Success                 00:00:11
True                    True

PS C:\>Test-DnsServer -IPAddress 10.123.183.155 -Context
RootHints
IPAddress               Result                  RoundTripTime
TcpTried                UdpTried
---------               --------                 ------------
--------                --------
10.123.183.155           NoResponse              00:00:12
False                   True



 

  
Example 4: Test whether a DNS server is functional and hosts the Contoso.com zone  

This command tests whether the computer that has an IP address of 10.123.183.155 is a

functional DNS server that hosts the Contoso.com zone.     

 

 

 

PS C:\>Test-DnsServer -IPAddress 10.123.183.155 -ZoneName
"Contoso.com"
IPAddress               Result                  RoundTripTime
TcpTried                UdpTried
---------               --------                 ------------
--------                --------
10.123.183.155           Success                 00:00:00
False                   True
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Example 4: Test whether a DNS server is functional and hosts the Contoso.com zone  

This command tests whether the computer that has an IP address of 10.123.183.155 is a

functional DNS server that hosts the Contoso.com zone.     

 

 

 

PS C:\>Test-DnsServer -IPAddress 10.123.183.155 -ZoneName
"Contoso.com"
IPAddress               Result                  RoundTripTime
TcpTried                UdpTried
---------               --------                 ------------
--------                --------
10.123.183.155           Success                 00:00:00
False                   True



Cmdlet: Test-DnsServerDnsSecZoneSetting 
  
Synops  
Validates DNSSEC settings for a zone. 

  
Syntax  
 

Test-DnsServerDnsSecZoneSetting [-ZoneName] <String> [-CimSession

 

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-ThrottleLimit

<Int32>]

    [<CommonParameters>]

   

    

  
Description  
The Test-DnsServerDnsSecZoneSetting cmdlet validates Domain Name System Security

Extensions (DNSSEC) settings for a zone on a Domain Name System (DNS) server. The

cmdlet returns a validation object. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Test-DnsServerDnsSecZoneSetting 
  
Synops  
Validates DNSSEC settings for a zone. 

  
Syntax  
 

Test-DnsServerDnsSecZoneSetting [-ZoneName] <String> [-CimSession

 

    <CimSession[]>] [-ComputerName <String>] [-InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-ThrottleLimit

<Int32>]

    [<CommonParameters>]

   

    

  
Description  
The Test-DnsServerDnsSecZoneSetting cmdlet validates Domain Name System Security

Extensions (DNSSEC) settings for a zone on a Domain Name System (DNS) server. The

cmdlet returns a validation object. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a DNS server. If you do not specify this parameter, the command

runs on the local system. You can specify an IP address or any value that resolves to an

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
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IP address, such as a fully qualified domain name (FQDN), host name, or NETBIOS

name. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none



  
Parameter :ZoneName  
Description :Specifies the name of a DNS zone. 

 

 

 

Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false
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Parameter :ZoneName  
Description :Specifies the name of a DNS zone. 

 

 

 

Accept pipeline input? false
Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false



Cmdlet: Unregister-DnsServerDirectoryPartition 
  
Synops  
Deregisters a DNS server from a DNS application directory partition. 

  
Syntax  
 

Unregister-DnsServerDirectoryPartition [-Name] <String> [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The UnRegister-DnsServerDirectoryPartition cmdlet deregisters a Domain Name System

(DNS) server from a specified DNS application directory partition. After you deregister a

DNS server from a DNS application directory partition, the DNS server removes itself the

from the replication scope of the partition. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Unregister-DnsServerDirectoryPartition 
  
Synops  
Deregisters a DNS server from a DNS application directory partition. 

  
Syntax  
 

Unregister-DnsServerDirectoryPartition [-Name] <String> [-

CimSession

    <CimSession[]>] [-ComputerName <String>] [-Force] [-

InformationAction

    {SilentlyContinue | Stop | Continue | Inquire | Ignore |

Suspend}]

    [-InformationVariable <System.String>] [-PassThru] [-

ThrottleLimit

    <Int32>] [-Confirm] [-WhatIf] [<CommonParameters>]

   

    

  
Description  
The UnRegister-DnsServerDirectoryPartition cmdlet deregisters a Domain Name System

(DNS) server from a specified DNS application directory partition. After you deregister a

DNS server from a DNS application directory partition, the DNS server removes itself the

from the replication scope of the partition. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :Force  
Description :Deregisters a DNS server from a DNS application directory partition without

prompting you for confirmation. By default, the cmdlet prompts you for confirmation

before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
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Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

 

  
Parameter :Force  
Description :Deregisters a DNS server from a DNS application directory partition without

prompting you for confirmation. By default, the cmdlet prompts you for confirmation

before it proceeds. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false



  
Parameter :Name  
Description :Specifies the FQDN of a DNS application directory partition. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :Name  
Description :Specifies the FQDN of a DNS application directory partition. 

 

  
Parameter :PassThru  
Description :Returns an object representing the item with which you are working. By

default, this cmdlet does not generate any output. 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

Accept wildcard characters? false

Required true
Position 2
Default value none
Accept pipeline input? True (ByPropertyName)
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false



Cmdlet: Update-DnsServerTrustPoint 
  
Synops  
Updates all trust points in a DNS trust anchor zone. 

  
Syntax  
 

Update-DnsServerTrustPoint [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-Force] [-InformationAction {SilentlyContinue |

Stop | Continue

    | Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Update-DnsServerTrustPoint cmdlet updates all trust points that are listed in a

Domain Name System (DNS) trust anchor zone. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false
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Cmdlet: Update-DnsServerTrustPoint 
  
Synops  
Updates all trust points in a DNS trust anchor zone. 

  
Syntax  
 

Update-DnsServerTrustPoint [-CimSession <CimSession[]>] [-

ComputerName

    <String>] [-Force] [-InformationAction {SilentlyContinue |

Stop | Continue

    | Inquire | Ignore | Suspend}] [-InformationVariable

<System.String>]

    [-ThrottleLimit <Int32>] [-Confirm] [-WhatIf]

[<CommonParameters>]

   

    

  
Description  
The Update-DnsServerTrustPoint cmdlet updates all trust points that are listed in a

Domain Name System (DNS) trust anchor zone. 

  
Parameters  
Parameter :CimSession  
Description :Runs the cmdlet in a remote session or on a remote computer. Enter a

computer name or a session object, such as the output of a New-CimSession or Get-

CimSession cmdlet. The default is the current session on the local computer. 

 

  
Parameter :ComputerName  
Description :Specifies a remote DNS server. You can specify an IP address or any value

that resolves to an IP address, such as a fully qualified domain name (FQDN), host

name, or NETBIOS name. 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



 

  
Parameter :Force  
Description :Refreshes a DNS server trust point object without prompting you for

confirmation. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

704

 

  
Parameter :Force  
Description :Refreshes a DNS server trust point object without prompting you for

confirmation. 

 

  
Parameter :InformationAction  
Description : 

 

  
Parameter :InformationVariable  
Description : 

 

  
Parameter :ThrottleLimit  
Description :Specifies the maximum number of concurrent operations that can be

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false



established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false
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established to run the cmdlet. If this parameter is omitted or a value of 0 is entered, then

Windows PowerShell® calculates an optimum throttle limit for the cmdlet based on the

number of CIM cmdlets that are running on the computer. The throttle limit applies only to

the current cmdlet, not to the session or to the computer. 

 

  
Parameter :Confirm  
Description :Prompts you for confirmation before running the cmdlet.Prompts you for

confirmation before running the cmdlet. 

 

  
Parameter :WhatIf  
Description :Shows what would happen if the cmdlet runs. The cmdlet is not run.Shows

what would happen if the cmdlet runs. The cmdlet is not run. 

 

 

 

Required false
Position named
Default value none
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false

Required false
Position named
Default value false
Accept pipeline input? false
Accept wildcard characters? false


